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THUITIOBBIE TPEBOBAHUSA

M0 OPraHu3anuyu U odecrnevyeHn 0 GQyHKIMOHUPOBAHNS N (PPOBATBHBIX
(kpunrorpaguuecknx) CpeacTB, NPeTHAZHAYEHHBIX JIsl 3alIUTHI HHPOpManuH,
He cojiep:Kanleii cBeleHH i, COCTABISIOIINX rOCYIapCTBEHHYIO TaiiHy B CJIyuyae UX
UCTIOIb30BAHMS IJIsl 00ecnevyeHns1 0€30MaCHOCTH NMEePCOHAIBHBIX JaHHBIX
npu uX 00padoTKe B HHPOPMANMOHHBIX CHCTEMAX MEPCOHAIBHBIX TAHHBIX

1. O61ne momoxeHust

1.1. Hacrosmmue TpeboBaHusi OMNpeAeNsiOT TMOPSIOK OpraHu3alud U 00ecledeHHs
(YHKIIMOHUPOBAHUS IMHU(YPOBATBHBIX (KPHITOTPAPUIESCKUX) CPEACTB, NPETHA3HAUYCHHBIX IS
3anUThl HH(GOPMAIIUH, HE COJIepIKallleil CBEIeHNH, COCTABIAIONINX TOCYJapCTBEHHYIO TaliHy (nanee
— KPHIITOCPENICTBO) B CIIy4ae WX HCIIOIB30BaHUS sl oOecnedeHns 0e301MacHOCTH MEPCOHATBHBIX
JaHHBIX TpU UX 00paboTke B WH(GOPMAIIMOHHBIX CHCTEMaxX NEPCOHANBHBIX NaHHBIX (Janee —
UH(POPMAITMOHHAS CHCTEMA).

1.2. Hacrosmue TpeGoBanus pazpaboTaHbl BO HCIIOIHEHUE:

- ®enepanpHOTrO 3aKk0HA «O MEPCOHATBHBIX JaHHBIX» OT 27 utons 2006T. Ne 152-D3 (Crarbs
19);

- [onmoxenust 06 obecrieueHNH OE30MACHOCTH MEPCOHATBHBIX JAHHBIX TPH UX 00paboTKe B
WHOOPMAIIMOHHBIX CHUCTEMaX TMEPCOHANBHBIX JaHHBIX, YTBEPKIACHHOTO TOCTAHOBJICHUEM
[TpaButensctBa PD o1 17 HOs10ps 20071, Ne781 (nanee — [lonoxenue);

- [lonoxenuss o DegepanpHoii ciayxbe Oe3omacHocTt Poccuiickoit  ®epeparnumy,
yrBepxkaAcHHOro Yka3oMm [Ipesnnenta Poccuiickoit @enepauuu ot 11 aBrycta 2003 roga Ne 960.

1.3. Hacrosmue TpeGoBanus:

- SBJISIFOTCST 00s13aTETIBHBIME TSI OTIEpaToOpa, OCYIIECTBISIONIET0 00paboTKy IMepCOHAIBHBIX
JaHHBIX, a TakKXKe JIMIa, KOTOPOMY Ha OCHOBAaHHMHU JIOTOBOpa OIMEparop Mopydaer oO0paboTKy
MEPCOHANIBHBIX JIAHHBIX W (WJIK) JIMIa, KOTOPOMY Ha OCHOBAHHUH JIOTOBOpPA OMEpaTop MOpydaeT
OKa3aHUE YCIYT MO OpraHU3aluu U OOECMEUEHUI0 0e30MacHOCTH 3aIUThl IEPCOHATBHBIX JTAHHBIX
npu ux oOpaboTke B MH(OPMALMOHHONW CUCTEME C HCIOJIB30BAaHUEM KpunTocpelacTB. Ilpu stom
CYIIECTBEHHBIM YCJIOBHEM JOTOBOpA SIBISETCS OOS3aHHOCTH YIOJHOMOYEHHOTO JIMIA O0ECIEUUTh
KOH(HICHITNATBPHOCTh TEPCOHATBHBIX JTAaHHBIX M OE30MMACHOCTh MEPCOHANBHBIX JAHHBIX MPH HUX
o0paboTke B HMH(POPMALMOHHOW CHCTEME B CIydasx, TMPEAYCMOTPEHHBIX JEHCTBYIOIIUM
3aKOHOJAATEIbCTBOM;

- paCIpOCTpAHSIIOTCS HAa  KPUINTOCPEACTBA, NpEJHA3HAUCHHBIE JUIsI  OOeCTeYeHHUS
0€30IMacHOCTH TEePCOHAJBHBIX JIAHHBIX TpH WX 00paboTke B WHPOPMAIMOHHBIX CHCTEMax
MEPCOHANIBHBIX JaHHBIX, BCE TEXHUYECKHE CPENICTBA KOTOPBIX HAXOJATCA B mpenenax Poccuiickoii
®denepanun, a TaKKe B CHCTEMaX, TEXHHUYECKHUE CPEACTBA KOTOPBIX YACTUYHO WM [EITUKOM
HaxomsTes 3a npenenamu Poccuiickon denepanuu.

- HE OTMEHSIIOT TPEOOBAHMUS MHBIX JOKYMEHTOB, PEIIIAMEHTUPYIOIIUX MOPSAOK OOparieHus
co cmykeOHON wuHopMaIell OrpaHUYeHHOTO paclpocTpaHeHus B (edepaiabHBIX OpraHax
WCTIOJTHUTEIBHOM BJIACTH.

Omnepatop ¢ y4eToM OCOOEHHOCTEW CBOEH MAeATEeNbHOCTH MOXKET pa3padarbiBaTh He



POTHUBOpEYAIINe HACTOAUIMM TpeOoBaHUAM METOIUYECKHE PEKOMEHIAIUH 110 UX PUMEHEHHUIO.
Hcnonb3yemble i 1eneil HacTodmux TpeOoBaHUIl TEPMUHBI U ONPE/ENICHUs] IPUBEACHbI B
IIPUIIOKEHNH 1.

2. Opranmsanusi u  obecrieueHue Oe3o0macHOCTH  00pabOTKM €  UCIOJIb30BaHHEM
P POBaNbHBIX (KpUNTOrpaUUECKUX) CPEICTB MEPCOHATBHBIX JaHHBIX

2.1. bezonacHocTh 00paOOTKHM MEPCOHATIBHBIX JAHHBIX C MUCHOJIb30BAHHUEM KPUIITOCPEACTB
OpPraHu3yl0T M 00€CIeYMBAIOT ONEpaTopbl, a TAKXe JIMIA, KOTOPbIM Ha OCHOBAaHHWU JOTOBOpA
oreparop mnopy4yaer o0pabOTKy MEpCOHANbHBIX JAHHBIX M (WJIM) JIMIA, KOTOPBIM Ha OCHOBAaHUU
JIOTOBOpa OIEpaTop MOpydYaeT OKa3aHWE YCIYr MO OpraHM3alud U oOecredeHHto Oe30MacHOCTH
o0paboTku B UHGOPMAIMOHHON CHUCTEME MEPCOHANbHBIX JAaHHBIX C  HCIOJIb30BaHUEM
KpUIITOCPENCTB.

ObecnieueHne 0€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX C HCIOJIb30BAaHUEM KpPUIITOCPEICTB
JIOJDKHO OCYILECTBIISATHCSL B COOTBETCTBHH C:

1) IIpukazom @Cb Poccum ot 9 denpans 2005 . Ne 66 «O6 yrBepxkaenun [lomoxeHus o
pa3paboTKe, TPOU3BOACTBE, pealu3alliil U SKCIUTyaTaly MHU(POBaIbHBIX (KPUOTOTpapUUeCKUX)
cpencts 3amuThl nHGopmaruu (ITonoxenue I1K3-2005);

2) Tlocranosnenuem IlpaButensctBa PD ot 29 nexabps 2007 r. Ne 957 «O06 yTBep)aeHUN
MOJIOKEHUH O JIMIIEH3UPOBAHUM OTAEIbHBIX BUIOB JI€ATEIbHOCTH, CBA3AHHBIX C HIM(PPOBATHHBIMU
(kpunTorpaguuUeCcKUMu) CpeCTBAMNY,;

3) MeTtoauyeckUMH pPEKOMEHJAIUSAMU IO OOECIEYEHHI0 C TIOMOILIBI0 KPUITOCPEICTB
0€30IaCHOCTH NEepCOHAJbHBIX JAaHHBIX IpPH UX OO0paboTKe B HWH(POPMALMOHHBIX CHUCTEMax
MIEPCOHANIBHBIX JIAHHBIX C WCIIONb30BaHUEM cpencTB aBromarmu3aiuu (Ne 149/54-144, 2008 . ®Ch
Poccun),

4) Hacrosuumu TpeGoBaHUSIMHU.

2.2. Oneparopbl HECYT OTBETCTBEHHOCTD 33 COOTBETCTBUE MPOBOAUMBIX UMH MEPOIPHUITHH
[0 OpraHu3aluu M obecrneyeHuo 0e30MacHOCTH 00pabOTKU C HCMOJNb30BAHUEM KPHUITOCPEICTB
NEePCOHAJBHBIX JAHHBIX JIMIIEH3UMOHHBIM TpPEOOBaHUSM M YCIOBHSIM, JKCIUTyaTallMOHHOM U
TEXHUYECKOW JOKYMEHTAIMH K KPUIITOCPEACTBAM, a Tak)Ke HacTosamuM TpeOoBaHUSIM.

IIpu »TOM omeparopsl JOIKHBI OO€CleYrBaTh KOMIUIEKCHOCTh 3aIlUThl MEPCOHAJIBHBIX
JAHHBIX, B TOM YHCJI€ TOCPEACTBOM MPUMEHEHUSI HEKPUNTOTpadhUIECKUX CPEICTB 3aAIIUTHI.

2.3.Ilpu pa3zpaboTke M peaju3alMd MEpONPHUATHH 10 OpPraHMU3aLUU U O00ECIEUEHUIO
0€3011acCHOCTH MEPCOHAJBHBIX JAHHBIX MPHU UX 00paboTKe B MH(OOPMALMOHHON CHUCTEME OIepaTop
VI YTIOJTHOMOYEHHOE OIEPaTOPOM JINLO OCYIIECTBIISET:

- pa3paboTKy Ans KaXIoW HMH(DOPMALMOHHOW CHCTEMBbl MEPCOHAIBHBIX JAaHHBIX MOJEIH
yrpo3 6e30MaCHOCTH NMEePCOHAIBHBIX TJAHHBIX TP UX 00pabOTKE;

- pa3paboOTKy Ha OCHOBE MOJENIU YIrpo3 CUCTEMbl 0€30MacHOCTH MEPCOHAIBHBIX TaHHBIX,
o0ecrieynBaroIei HEUTPATU3aIMIO BCEX EPEUNCICHHBIX B MOJIENIN YIPO3;

- OIpeneNeHne HeOoOXOMUMOCTH  HCIIONBb30BAHUSA  KPUIITOCPEACTB Jid  OOecleYeHHs
0€30IaCHOCTH NEePCOHAIBHBIX JAHHBIX U, B CIIyyae IMOJOXKHUTEIBHOTO PELICHHUs, ONpeAeTIeHUe Ha
OCHOBE MOJIETIM Yrpo3 LIEJTU UCHOIb30BaHUS KPUMTOCPEJICTB Ui 3AIIUTHI MEPCOHAIBHBIX JaHHBIX
OT HEMPaBOMEPHOTO WM CIYYalHOTO JOCTyINa K HUM, YHUUTOXKEHUS, U3MEHEHUs, OJIOKUPOBAHUS,
KOTIMPOBAHHUS, PACIIPOCTPAHEHUS MEPCOHAIBHBIX JaHHBIX U (MJIM) UHBIX HEMPAaBOMEPHBIX JIEHCTBUI
npu UX 00paboTKe;

- YCTQHOBKY M BBOJ B KCIUTyaTallMI0 KPUIITOCPEJICTB B COOTBETCTBUH C IKCILTyaTalMOHHOMN
Y TEXHUYECKOH TOKyMEHTalUe! K TUM CPENCTBAM;

- MPOBEPKY TOTOBHOCTH KPUIITOCPEACTB K MCIOIB30BAHUIO C COCTABJICHUEM 3aKJIIOUYEHUHN O
BO3MOYKHOCTH HX 3KCILTyaTaluy;

- 00y4deHue JI1II, UCTIOIB3YIOIINX KPUIITOCPEICTBA, paboTe ¢ HUMU;

- MOPK3EMIUISIPHBIA  y4ET  MCIOJIB3YEMBIX  KPUNTOCPEICTB,  JKCIUIYaTallMOHHOM U
TEXHUYECKOW JOKYMEHTAIMH K HUM, HOCUTEJeH NepCOHAIbHBIX JaHHbIX;



- yUeT JHMI, JAONYUIEHHBIX K paboTe C KPUITOCPEICTBAMHM, MpPEIHA3HAYEHHBIMU JUIS
obecriedeHnst 6E30MTaCHOCTH TIEPCOHANBHBIX JaHHBIX B MH(POPMAIIMOHHON CHCcTeME (ITOJIB30BATENN
KpPUIITOCPENCTB);

- KOHTPOJIb 32 COOJIOIEHHEM YCIIOBHI HCIIONB30BaHUS KPUIITOCPEICTB, MPETyCMOTPEHHBIX
HKCIUTYaTallHOHHOM U TEXHUUYECKOM TOKYMEHTalUel K HUM;

- pa3dMpaTeNbCTBO U COCTABIICHHE 3AKITFOYCHNN 110 (pakTaM HapyIIeHUs YCIOBHIA XpaHEHUS
HOCUTEJIEH MEPCOHAIBHBIX JaHHBIX, MCIIOIb30BAHUS KPUITOCPEACTB, KOTOPhIE MOTYT MPUBECTH K
HApyIICHUIO KOH(DHICHIMAIBHOCTH TEPCOHANBHBIX JaHHBIX WM JPYTUM  HapyIICHHSM,
NOPUBOIAIIMM K CHIDKCHHIO YPOBHS 3alllMIIEHHOCTH IE€PCOHAIBHBIX JaHHBIX, Pa3pabOTKy U
NPUHSTHE MEP MO MPEIOTBPAIICHNIO BO3MOKHBIX OMACHBIX MOCIEICTBUI MOJOOHBIX HAPYIICHHIA;

- OMMCAaHUE OPraHU3AIMOHHBIX M TEXHUYECKUX Mep, KOTOpble omeparop o00s3yeTrcs
OCYIIECTBIATh TpU OOECIeYeHNH Oe301MacHOCTH TIEPCOHANBHBIX JaHHBIX C WCIIOJIE30BAaHHEM
KPHUIITOCPEICTB MPU X 00pabOoTKe B MHPOPMALIMOHHBIX CUCTEMAX, C YKa3aHUEM B YACTHOCTH:

a) MHJEKCa, YCJIOBHOTO HAaWMEHOBAaHHS M PErHCTPAMOHHBIX HOMEPOB HCIOIb3YeMbIX
KPHUIITOCPEJICTB;

0) COOTBETCTBHSI Pa3MENICHUS M MOHTaKa amnmaparypbl ¥ OOOPYIOBaHUS, BXOISIIETO B
COCTaB KPHUNTOCPEACTB, TPeOOBAHUSM HOPMATHBHOHM JOKYMEHTAllMW W TpPaBUIaM MOJIb30BAHUS
KPHUIITOCPE/ICTBAMH,

B) COOTBETCTBHS IOMEIIEHUI, B KOTOPOM pa3MeIlleHbl KPHUIITOCPEICTBA U XPaHUTCS
KJTFOUeBasi JIOKyMEHTAlWsl K HUM, HACTOSIIMM TpeOOBaHMSM C ONMCAaHHMEM OCHOBHBIX CPE/ICTB
3aIIUTHI;

T) BeIOTHEHMsT TpeOoBaHUil K MaTepHaIbHBIM HOCHTEISIM OMOMETPUIECKUX MEPCOHATBHBIX
JAHHBIX U TEXHOJOTMAM XPaHEHHs TaKMX JAHHBIX BHE MH(POPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX
JTAHHBIX.

Onucanue NPUHATBIX Mep JODKHO OBITh BKJIIOYEHO B YBEIOMJICHHE, NMPEIyCMOTPEHHOE
yacTeio 1 cTathu 22 @enepanbHOro 3akoHa « O MepCOHANBHBIX JTAHHBIX).

2.4. ITonp30BaTenu KPHUIITOCPENCTB JAONYCKAIOTCS K paboTe ¢ HUMHM 10 PEIICHUIO,
yTIBEep)KIaeMoMy oreparopoM. [Ipy Hammumu aByx W Oonee  IMONB30BaTeNel KPHIITOCPEICTB
0053aHHOCTH  MEXJIy HHMMH JODKHBI OBITh  pacHpeiesieHbl C  y4eToM MepCOHaJIbHOMN
OTBETCTBEHHOCTH 33 COXPAHHOCTh KPHUITOCPEICTB, KIIFOYEBOH, IKCIUTyaTAIIMOHHON W TEXHHUYECKON
JIOKYMEHTAIUH, a TAKXKE 3a MOPYYCHHbIE YUACTKH pabOTBHI.

2.5. Ilonmb30oBaTenu KPUMITOCPEICTB OOSI3aHBI:

- He pas3miamarbh MH(pOpMaiuio, K KOTOPOH OHM JOIMYLIEHBI, B TOM YHCJIE CBEICHHUS O
KPHUIITOCPEICTBAX, KIIFOYEBBIX JOKYMEHTaX K HUM H APYTHX Mepax 3alluThI,

- coOmonarh TpeboBaHMA K OOecreueHUI0 Oe30IMacHOCTH IEPCOHANBHBIX JIAaHHBIX,
TpeOoBaHUS K 00€CIeUeHNI0 0€30MaCHOCTH KPUNTOCPEICTB U KITFOUEBBIX JOKYMEHTOB K HUM;

- cOO0IIaTh O CTABUIMX UM HM3BECTHBIMM IMOMBITKAX MOCTOPOHHUX JIMII MOJTYYUTh CBEICHUS
00 HCIIONTb3yEeMBIX KPHUIITOCPEICTBAX FITH KITFOYEBBIX JOKYMEHTaX K HHM;

- HEMEIUICHHO YBEIOMJISTH omeparopa o (pakrax yTpaTbl WJIM HEIOCTa4d KPUMITOCPEACTB,
KJTFOUEBBIX JIOKYMEHTOB K HHUM, KJIFOYEH OT TIOMEIIECHHUH, XPAaHWJIHIL, JIUYHBIX TeYaTel U O APYTHX
(akTax, KOTOpble MOTYT IPUBECTH K Pa3MIALICHUIO 3aIIUIIAEMbIX EPCOHANBHBIX TaHHBIX.

- clIaTh KPHUITOCPEICTBA, JKCIUTYaTallHOHHYIO M TEXHHYECKYI0 JTOKYMEHTAIMI0 K HHM,
KJIFOUEBBIE JOKYMEHTHI B COOTBETCTBHH C MOPSIIKOM, YCTAHOBJIEHHBIM HAcTOAIMMH TpeOoBaHUAMH,
NPY YBOJBHEHHUU WM OTCTPAHEHUH OT UCTIONHEHHs 00sS3aHHOCTEH, CBA3aHHBIX C MCIOJIh30BAHUEM
KPHUIITOCPE/ICTB;

2.6 Oolecneuenne (HyHKIIMOHUPOBAHUS U OE30MACHOCTH KPHUMNTOCPEACTB BO3JIAraeTCs Ha
OTBETCTBEHHOTO MOJIb30BATEN KPUIITOCPECTB, UMEIOIIET0 HEOOXOANMBIM ypOBEHb KBaJTH(PHUKAILINY,
Ha3HaYaeMoTo MPUKA30M oreparopa (Jajiee — OTBETCTBEHHBIN TOJIb30BaTelh KPUIITOCPEICTB).

JlomyckaeTcst BO3JOKeHUE (PYHKIMI OTBETCTBEHHOTO MOJIb30BATENs KPUIITOCPEICTB Ha:

- OJTHOTO W3 TIOJIb30BaTENIel KPUIITOCPEICTB;

- Ha CTPYKTYpHOE MoJpasfiefieHHe U JODKHOCTHOE JIULO (pabOTHHKA), OTBETCTBEHHBIX 32
oOecrieueHre 6€30MacHOCTH MEPCOHAIBHBIX TaHHBIX, HA3HAYAaEMBIX OIIEPaTOPOM;



- Ha CIEUHAIbHOE CTPYKTYpPHOE IMOJpa3JeieHHe M0 3alUTe TOCYIapCTBEHHOW TallHBbI,
HCIIOJIB3YIOIIEE I 3TOrO MH(POBAIbHBIE CPEICTBA.

2.7. OTBETCTBEHHBIE TOJIL30BATENI KPHUMTOCPEICTB JOJDKHBI UMETh (DYHKIMOHAIBHBIC
00s13aHHOCTH, pa3pabOTaHHBIE B COOTBETCTBUH C HACTOSIIIIMMH TpeOOBaHMUSIMHU.

2.8.Ilpu omnpeneneHun OOSM3aHHOCTEH TONB30BATENSl  KPUITOCPEACTB  HEOOXOTUMO
YUUTHIBaTh, 4TO 0O€30MacHOCTh O0OpabOOTKU C HUCHOJIb30BAHHEM KPUIITOCPEACTB MEPCOHATBHBIX
JTAHHBIX 00ECTIEYNBACTCS:

- cOOMIOIEHNEM TIOJIB30BATEISIMU KPUIITOCPEICTB KOH(PHUIEHINAIBHOCTH IPU 00OpaIleHuH CO
CBEICHUSIMH, KOTOPBIE UM JIOBEPEHBI WIIH CTAJIM U3BECTHBI 1O paboTe, B TOM YHUCIIE CO CBEICHUSIMU
0 (YHKIIMOHUPOBAHUHM U TOpsiIKe obOecrieueHrss 0e30MacHOCTH MPUMEHSEMBIX KPUITOCPEICTB H
KJIFOYEBBIX IOKYMEHTAX K HUM;

- TOYHBIM BBITIOTHEHUEM TIOJIH30BATEIIIMU KPUITOCPEIACTB TPeOOBaHM K OOECIEYCHUIO
0€30IacCHOCTH MEePCOHATBHBIX TaHHBIX;

- HAIGKHBIM ~ XPaHEHHEM  DKCIUTYyaTal[MOHHOM W  TEXHUYECKOW JIOKYMEHTAIlMh K
KPUNITOCPENCTBAM,  KIIOYEBBIX  JIOKYMEHTOB, HOCHTeNed  HH(pOpMaluU  OTrpaHUYCHHOTO
pacnpoCTpaHeHus;

- obecrieyeHNEeM MPUHSITHIX B COOTBETCTBUU ¢ TpeOOBaHUSAMU K MaTepHATIbHBIM HOCUTEIISM
OMOMETPUYECKHX TIEPCOHANBHBIX JIAaHHBIX M TEXHOJOTHSAM XpaHEHWS TaKuX JaHHBIX BHE
WH(GOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX TaHHBIX MEp.

- CBOCBPEMEHHBIM BBISIBIIEHHEM TOMBITOK TMOCTOPOHHUX JIHI] TOJYYHTh CBEICHUS O
3alMIIAeMbIX TEePCOHATBHBIX JAaHHBIX, OO0 WCIONb3yEeMbIX KPUNTOCPENCTBAX WU KIFOUEBBIX
JIOKyMEHTaX K HHUM;

- HEMEIJICHHBIM TPUHATHEM MEpP MO0 MNPEIYNPEKICHUI0 pa3MIalleHUs 3allUIaeMbIX
MEPCOHANIBHBIX JTAHHBIX, @ TAKXXE€ BO3MOKHOM WX YTEUKH MPHU BBISBICHUU (PAKTOB YTpaThl WA
HEJ0CTauu KPUIITOCPENICTB, KIIFOUEBBIX JOKYMEHTOB K HUM, YOCTOBEPEHUI, TPOMYCKOB, KIIFOYEH OT
MOMEUIEHUH, XpaHWIHIL, CeiPOoB (METaNINYECKUX MIKA(OB), INYHBIX NeYaTe U T.II.

2.9. Jluna, odopmisemMbie Ha paboTy B KadecTBe IOJIb30Bareieil (OTBETCTBEHHBIX
MOJIb30BaTeseil) KPUMTOCPEACTB, MOJKHBI OBITh O3HAKOMIICHBI C HACTOAIMMMHU TpeOOBaHHMSIMU H
JIPYTUMU JTIOKyMEHTaMH, PETNIAaMEHTUPYIOIIMMH OpTraHu3aliio U obecredeHne O0e30MacHOCTH
MEPCOHANIBHBIX JTAHHBIX MPU HX 00pab0TKe B MH(MOPMAIIMOHHBIX CHCTEMaX, MO PACIUCKY U HECYT
OTBETCTBEHHOCTh 3a HECOOMIOIeHNe MU TPEOOBAaHUI YKa3aHHBIX JTOKYMEHTOB B COOTBETCTBHH C
3aKoHOJaTenbCTBOM Poccuiickoit denepanuu.

2.10. Tekymmii KOHTpOJIb 3a OpraHu3anueid u odecrnedeHHeM (QYHKIHOHHPOBAHUS
KPUIITOCPE/ICTB BO3JIaraeTcs Ha oOIepaTopa M OTBETCTBEHHOTO IOJIb30BaTelNsl KPUIITOCPEACTB B
Mpeaenax ux CIyKeOHBIX TOTHOMOYHA.

2.11. KonTtpones 3a opranuzamueit, oOecriedeHueM (YyHKIIMOHUPOBAHUS M 0€30MacHOCTH
KPUNITOCPENCTB, MpEeIHA3HAUYCHHBIX I 3allUThl MEPCOHATBHBIX JAaHHBIX MpH HX 00paboTke B
WH()OPMAITMOHHBIX CHCTEMaxX TEePCOHAIBHBIX JAHHBIX, OCYIIECTBISICTCS B COOTBETCTBHUH C
JIEUCTBYIOLMM 3aKOHOaTenbCcTBOM Poccuiickonn denepanmu.

2.12. B cimyyae HEOOXOAMMOCTH B3aMMOACHCTBHS ONEPATOPOB MH(POPMAILMOHHBIX CHUCTEM
MIPU WCMOJIB30BAaHUM KPUIITOCPEACTB ISl oOecredeHusi 0e30macHoCTH 00pabOTKH MEePCOHATBHBIX
JAHHBIX JUISI OpTraHW3allid B3aUMOJCUCTBHUS KPHUIITOCPEJACTB 10 PEIICHHUIO OIMEepaTopOB
MIEPCOHANBHBIX JIaHHBIX BBIJENACTCS KOOPAMHUPYIOIIMK OpraH, OTBETCTBEHHBIN 3a obecrieueHue
0€30MacHOCTH TIEPCOHAJIBHBIX JAHHBIX, YKa3aHHUsI KOTOPOTO SIBIISIOTCS OOS3aTeNbHBIMU JIJIST BCEX
MOJIb30BaTeei KPUIITOCPEICTB.

3. Iopsinok oOpaleHus: ¢ KPUITOCPEACTBAMH U KPUNITOKIIOYaMU K HUM. MeponpusTus Ipu
KOMITPOMETAIH KPUIITOKITIOUEH.

3.1. [Tonb3oBaTenu KpUOTOCPEACTB 00S3aHBI:
- He pasmiamarb HHPOPMAIUIO O KIIOYEBBIX JTOKYMEHTaX;
- HC JOITYCKAaThb CHATHUEC KOTTHH C KIFOYEBBIX JOKYMCHTOB,



- HE JIOMYCKaTh BBIBOJI KIIIOUEBBIX JIOKYMEHTOB Ha aAuciuielt (Monurop) II9BM nnu npunTep;

- HE JIONyCKaTh 3alHiCH Ha KJII0UYEBOI HOCHUTENb TOCTOPOHHEN HH(pOpMAII;

- HE JIONYCKaTh YCTAaHOBKH KJIFOUEBBIX JOKYMEHTOB B Apyrue [I9BM.

3.2.1lpy HEOOXOAMMOCTH TepeJaud IO TEXHUYECKUM CPEICTBaM CBSI3U CIYKEOHBIX
COOOLIEHUH  OTPaHMYEHHOTO  JIOCTyMa,  KACAIOUIMXCSl ~ OpraHu3aluu M oOecredyeHus
(GYHKIIMOHUPOBAaHUSL KPUIITOCPEICTB, yKa3aHHbIE COOOILIECHUS HEOOXOJUMO MepeaaBaTh TOJIBKO C
UCIIOJIb30BaHUEM KpunTocpeacTs. llepenaya mo TeXHUYECKUM CPEACTBAM CBSA3M KPUIITOKIIIOYEN HE
JIOTITYCKAeTCs, 32 MCKIOYEHHEM CIEIUAIbHO OpPraHU30BAaHHBIX CHCTEM C JACLEHTPAIU30BAHHBIM
cHaO)KeHHEM KPUITOKITIOYaMH.

3.3. Kpunrtocpencrsa, HCHIoOiIb3yeMble i obOecreueHruss Oe30MacHOCTH TMEepPCOHATBHBIX
JAHHBIX NMPH WX 00paboTKe B MH(POPMALMOHHBIX CUCTEMaX, MOMJIEKAT yUETy C HCIIOJIb30BaHUEM
WH/IEKCOB WJIM YCIIOBHBIX HAUMEHOBAHUN U PErUCTPALMOHHBIX HOMEPOB.

[lepeueHp MHAEKCOB, YCIOBHBIX HAMMEHOBAaHWUII W  PETUCTPALMOHHBIX HOMEPOB
KpUnTocpencTs onpeaensercs PenepalibHol ciyx6oi 6e3omacHoctu Poccuiickoii deneparui.

3.4. Ucnonp3yemble WM XpaHUMbIE KPUNTOCPEICTBA, SKCIUTyaTallMOHHAs M TEXHHUYECKas
JOKYMEHTAlusi K HHUM, KIIOYEBbIE JOKYMEHTBHl MOJUIeKAT  TOAK3EMIUIIPHOMY  YUETY.
Pexomennyemble ¢opmbl  npuBeneHsl B [Ipunmoxkenunm Ne2. Ilpu »3TOM  mporpammHble
KPUITOCPEICTBA JOJKHBI YUUTHIBATHCS COBMECTHO C amlapaTHBIMU CPEICTBaMHU, C KOTOPBIMHU
OCYyILECTBIAETCS WX MITaTHOe (yHKUMOHMpoBaHWe. Ecim anmapaTHble WIM anmaparHo-
IIPOrpaMMHBbIE KPUITOCPEICTBA MOJIKIIIOYAIOTCS] K CUICTEMHOM LIMHE WM K OTHOMY M3 BHYTPEHHUX
UHTEp(ECcoB anmapaTHbIX CPEJCTB, TO TAaKUE KPUIITOCPEICTBA YUUTHIBAIOTCS TAK)KE COBMECTHO C
COOTBETCTBYIOIIUMHU aIiapaTHbIMU CPEICTBAMHU.

EnvHnnen no3k3eMIUISIPHOTO y4eTa KIFOUEBbIX JOKYMEHTOB CUUTAETCS KIKOUYEBON HOCUTEID
MHOTOKpPaTHOTO HCIOJb30BaHMs, KIIOUeBOW ONOKHOT. EciM ofMH M TOT ke KIII0YeBOM HOCHUTEIh
MHOTOKPaTHO HCIOJB3YIOT Il 3allUCH  KPUNTOKJIKOYEH, TO €ro KaXIblii pa3 ciexyer
PETUCTPUPOBATh OTIEIIBHO.

3.5. Bce momyueHHBIE DK3EMIUISPHI KPUIITOCPEACTB, IKCIUTYyaTallUOHHOW M TEXHHYECKOU
JOKYMEHTAllMl K HHM, KJIIOYEBBIX JIOKYMEHTOB JIOJDKHBI OBITh BBIJAHbl IOJA PAcIUCKy B
COOTBETCTBYIOILLEM >KypHAJIE MOJK3EMIUISIPHOIO y4YeTa I0JIb30BaTENsIM KPUITOCPEACTB, HECYIIUM
MIEPCOHAIBHYIO OTBETCTBEHHOCTbh 33 UX COXPAHHOCTb.

OTBeTCTBEHHBIN NOJIB30BATENb KPUIITOCPEACTB 3aBOAUT U BEIET HA KaXJO0TO IOJIb30BATEIS
KPUITOCPE/ICTB JIMIIEBOM CYET, B KOTOPOM PETUCTPUPYET UYUCIHSIIMECS 32 HUMH KPUITOCPEACTBA,
AKCIUTYaTallHOHHYIO U TEXHUYECKYIO JOKYMEHTALMIO K HUM, KIIFOUEBbIE JOKYMEHTHI.

3.6. Ecmn  9KCIUTyaTallMOHHOM M TEXHUYECKOM JOKYMEHTAallMeW K KPHUNTOCPEACTBAM
IIPELYCMOTPEHO NIPUMEHEHHUE PA30BBIX KIIOUEBBIX HOCUTENIEH WM KPUIITOKIIOUM BBOJAT U XPaHIT
(Ha BeCh CPOK WX JIEHCTBHSI) HETIOCPEACTBEHHO B KPUIITOCPEICTBAX, TO TAKOW Pa30BBIN KIFOUEBOI
HOCHTEJb WM 3JIEKTPOHHAs 3alMCh COOTBETCTBYIOIIErO KPUITOKIIOUA JTOJKHBI PErMCTPUPOBATHCS
B TEXHUYECKOM (ammapaTHOM) S>KypHaje, BeAyIIeMCsl HENOCPEACTBEHHO I0JIb30BaTelleM
KPUITOCPEACTB. B TexHWyeckoM (ammapaTHOM) O>KypHaje OTpaXKaloT TakkKe JaHHble 00
AKCIUTyaTallud KPUIITOCPEACTB W JIPYrMe CBEACHHUS, IMPEAyCMOTPEHHbIE OSKCIUTyaTallHOHHOM U
TEXHUYECKOW JOKyMEHTaluel. B WHBIX ciaydasx TEXHUYECKUil (ammaparHblii) >KypHaJl Ha
KPUITOCPEICTBA HE 3aBOJIUTCS (€C/IM HET MPSAMBIX YKa3aHUW O €ro BEJEHUH B KCILTyaTallHOHHOMN
WIA TEXHUYECKOM JIOKyMEHTalluM K KpuIrTocpencTBam). TumoBas ¢opMa TEXHUUECKOTO
(ammaparHOro) )XypHalia mpuBeeHa B mpuioxeHun Ne 3.

3.7 llepenaya KpUNTOCPENCTB, SKCIUTYyaTAlIMOHHOW M TEXHUYECKOM TOKYMEHTAllMU K HUM,
KIIFOUEBBIX JIOKYMEHTOB JOIYCKAeTCsl TOJBKO MEXIY MOJIb30BaTEIsIMU KPUNTOCPEACTB U (WIJIN)
OTBETCTBEHHBIM II0JI30BATENIEM KPUITOCPEACTB IO/ PACIHCKY B COOTBETCTBYIOLIMX JKypHalax
MO3K3eMIUISIpHOTO y4eTa. Takas mepeaada Mexay MOIb30BaTEIsIMU KPUITOCPEICTB JIOJIKHA OBITh
CaHKLIMOHUPOBaHa OTBETCTBEHHBIM I10JIb30BATEIEM KPUIITOCPECTB.

3.8. Ilonp30Barenn KpUNTOCPEACTB XPAHAT MHCTAIUIMPYIOIINE KPUIITOCPEICTBA HOCUTEIH,
AKCIUTYaTallMOHHYIO M TEXHUYECKYIO JTOKYMEHTALMIO K KPUIITOCPEACTBAM, KIIFOUEBBIE IOKYMEHTHI B
mkagax (SIMKax, XpaHWINWIIAX) WHIUBUAYAIbHOTO IOJIb30BaHUS B YCIOBHSX, HCKIIIOYAIOIINX



OECKOHTPOJIBHBIN TOCTYI K HUM, a TaK)Ke UX HEMPEeTHAMEPEHHOE YHUUTOKEHHE.

[Tonp30BaTenu KpUNTOCPEACTB MPEAYCMATPUBAIOT TAKXKE pa3iesibHOEe Oe30M1acHOe XpaHEHHE
JIEUCTBYIOIIUX U PE3EPBHBIX KIIFOUEBBIX IOKYMEHTOB, MPEIHA3HAYEHHBIX ISl IPUMEHEHUS B Cllydae
KOMITPOMETAIUH JIEUCTBYIOINX KITFOYEBBIX JOKYMEHTOB.

3.9. AnmaparHble cpencTBa, ¢ KOTOPHIMH OCYILECTBIISETCS INTaTHOE (PYHKIIMOHHMPOBAHUE
KPUIITOCPENICTB, a TAK)KE allapaTHble U anmnapaTHO-IPOrpaMMHbIE KPUITOCPEICTBA JIOJIKHBI OBITh
000pyIOBaHbI CpEACTBAMU KOHTPOJS 32 WX BCKPBITUEM (OmMeuaTaHbl, OMJIOMOUpOBaHBI). Mecto
omeyaTeiBaHus (OIJIOMOMPOBAHUS) KPUIITOCPENCTB, allllapaTHBIX CPEICTB JOJKHO OBITh TaKHUM,
9TOOBI €10 MOXKHO OBLIO BU3YaJIbHO KOHTPOIHPOBaTh. [Ipy HAMW4YMK TEXHUYECKOW BO3MOXKHOCTH Ha
BpeMsI OTCYTCTBHSI MOJIb30BATENEH KPUIITOCPEACTB YKa3aHHbBIE CPEACTBA HEOOXOIMMO OTKJIHOUaTh OT
JUHHUH CBSI3U M yOUpaTh B ONEUaThIBAEMbIC XPAaHUIIHIIA.

3.10. KpunrocpencTsa M KJIIOYEBbIE JOKYMEHTBI MOTYT JIOCTaBISATHCS (Denbaberepckoil (B
TOM 4YHCJI€ BEJOMCTBEHHOH) CBS3bI0 MM CO CIHEIHMAJbHO BBIIEJICHHBIMU  OIEPaTopoM
OTBETCTBEHHBIMH TOJIb30BATEISIMU KPUNTOCPEICTB U COTPYAHMKAMHM MpU COONIONEHUH Mep,
WCKJTIOYAIONINX OECKOHTPOJIBHBIN JOCTYN K KPUITOCPEICTBAM U KITFOUEBBIM JOKYMEHTaM BO BpeMs
JIOCTaBKHU.

OKCIUTYaTallMOHHYI0 W TEXHUYECKYI0 JIOKYMEHTAlMI0 K KPUOTOCPEACTBAM MOXKHO
MepechUIaTh 3aKa3HBIMU WJIU [ICHHBIMH MIOYTOBBIMU OTIIPABIICHUSMH.

3.11. Inst mepechUIKH KpPUINTOCPEACTB M KIIOUYEBBIX JOKYMEHTOB OHH JIOJDKHBI OBITh
MOMEUIEHBI B MPOYHYIO YIAKOBKY, HCKIIIOYAIOIIYI0 BO3MOXHOCTh UX (DU3HUECKOT0 MOBPEKIACHUS U
BHEIIHET0  BO3JEHCTBUA, B OCOOEHHOCTM Ha 3alMCAHHYIO KJIIOYEBYI0  MH(OpPMAIHUIO.
Kpuntocpencrtsa mnepecbuialoT OTAEIBHO OT KIIOYEBBIX JOKYMEHTOB K HuUM. Ha ymakoBkax
YKa3bIBalOT OllepaTopa WJIA OTBETCTBEHHOI'O IOJB30BATENS KPUITOCPEIACTB, IS KOTOPBIX 3TH
VIAaKOBKHM TMpenHa3HadeHbl. Ha Takux ymakoBKax JAenaloT NoMeTKy «JInuHo». VYmakoBku
OTEYaThIBAIOT TaKUM O0pa3oM, 4YTOOBl HWCKIIOYANach BO3MOXKHOCTh W3BICUCHHS U3 HHUX
COJIEP’KUMOTO 0€3 HapyIIEeHUs YITaKOBOK M OTTHCKOB T€YaTH.

Jlo mepBOHauanbHOW BBICBUTKMA (WJIM BO3BpAllCHHUs) aApecaTy COOOIAIOT OTICIbHBIM
MMMCbMOM OIMCAaHWE BBICHUIAEMBIX €MY YIAKOBOK W TII€4aTei, KOTOPHIMH OHH MOTYT OBIThH
OTeyaTaHbl.

3.12. Jly1st mepechblIKK KPUNTOCPEACTB, SKCIUTYaTAlIMOHHON U TEXHHYECKON TOKYMEHTAauU K
HUM, KIIIOYEBBIX JOKYMEHTOB CJEAyeT IOATOTOBUTH CONPOBOAUTEIBHOE IHCHBMO, B KOTOPOM
HEOOXOJMMO YKa3aTh: YTO MOCHUIAETCS U B KAaKOM KOJIMYECTBE, YUETHbIE HOMEpa HU3AeNud WU
JIOKYMEHTOB, a TaKXke, MPU HEeOOXOIMMOCTH, Ha3HAUYECHUE U MOPSIOK UCIIOIB30BAHUS BHICBLTIAEMOTO
otmpasienus. ConpoBOIUTENbHOE MMUCbMO BKJIAbIBAIOT B OJJHY U3 YIIAKOBOK.

3.13. [lonyyeHHble YMAaKOBKM BCKpPBIBA€T TOJBKO OMNEpaTop WJIM OTBETCTBEHHbBIN
MOJIb30BaTENb KPUIITOCPEACTB, AJI1 KOTOPBIX OHM MpeaHa3HaueHbl. Ecnu conepikuMoe morydeHHoN
YIAKOBKM HE COOTBETCTBYET YKa3aHHOMY B COIPOBOJUTENIHHOM IHCHbME WM caMa YIaKOBKa U
neyaTh - UX OIMHUCAHUIO (OTTHUCKY), a TaKXe €CJIM YNaKOBKa MOBPEXKIEHA, B PE3YJIbTaTe uero
oOpa3oBasicss CBOOOTHBIN JOCTYIl K €€ COJAEPKHUMOMY, TO MOJYy4areslb COCTABISET aKT, KOTOPBIN
BbICBIIaeT oTnpaBuTento. [lonydyeHHble ¢ TaKMMM OTIPABICHUSIMH KPUIITOCPEACTBA U KIIOUEBHIE
JIOKYMEHTBI JI0 MOTYYEHUs] YKAa3aHUI OT OTIPABUTENS IPUMEHATh HE pa3pelIacTCs.

3.14. Ilpu oOHapyXeHHH OpaKOBAHHBIX KJIIOUYEBBIX JOKYMEHTOB WJIM KPUITOKIIIOYEH OIWH
HK3EMIUISIP OpaKOBAHHOTO M3MENHsI CIeIyeT BO3BPATUTh U3TOTOBUTEINIO ISl YCTAHOBJICHHS IPUYNH
MPOUCHIEIIETO M HMX YCTpPAaHEHUS B JallbHEHIIEM, a OCTaBIIMECS SK3EMIUIIPhl XPaHUTh J0
MOCTYTUIEHUSI TONOJTHUTEIbHBIX YKA3aHUN OT U3TOTOBUTENS.

3.15. IlomyyeHne KpUNTOCPEACTB, SKCIUTYaTAlIMOHHOM M TEXHMYECKOM JOKYMEHTAlMU K
HUM, KJIIOYEBBIX JOKYMEHTOB JOJDKHO OBITH MOJITBEPKICHO OTIPABUTENIO B COOTBETCTBUU C
MOPSAZKOM, YKa3aHHBIM B COINPOBOAMUTEIBHOM IHcbMe. OTnpaBuUTeNb 005S3aH KOHTPOJIHUPOBATH
JIOCTaBKy CBOMX OTIIpaBJIeHHH ajpecaraM. Ecim OT azapecata CBOEBPEMEHHO HE MOCTYIHIIO
COOTBETCTBYIOILLETO MOATBEPKACHUS, TO OTIPABUTEINb JIOJKEH HANPaBUTh €My 3alpoC U MPUHATh
MepBhI K YTOUHEHHUIO MECTOHAXO0KEHUSI OTIPABIICHUMN.

3.16. 3aka3 Ha W3rOTOBIICHUE OYEPEOHBIX KIIOYEBBIX JOKYMEHTOB, WX HW3TOTOBICHUE U



pacchUIKy Ha MECTa HCIIOJIB30BaHUS JUIsl CBOEBPEMEHHOM 3aMEHbl JEHCTBYIOLIUX KIFOUEBBIX
JIOKYMEHTOB CJIeZ[yeT MPOU3BOAUTH 3a0JIarOBPEMEHHO. YKa3aHHE O BBOJE B JIEHCTBUE OUEPEIHBIX
KJIFOUEBBIX JJOKYMEHTOB MOXKET OBITh JAHO OTBETCTBEHHBIM MOJIb30BaTEIEM KPHIITOCPEICTB TOIBKO
10CJIe MOCTYIJICHHS OT BCEX 3aMHTEPECOBAHHBIX IOJIb30BaTeNIel KPUIITOCPEACTB MOATBEPKACHUS O
MIOJTyYEHUN UMM OUEPETHBIX KIHOUEBBIX JOKYMEHTOB.

3.17. Hencnonb30BaHHbBIE WM BBIBEICHHbIE U3 JEUCTBUS KIIIOYEBBIE JOKYMEHTBI MOJIEKAT
BO3BpAIlICHUIO OTBETCTBEHHOMY II0JIb30BAaTEI0 KPUMNTOCPEICTB WM IO €r0 YKa3aHUIO JOJDKHBI
OBITh YHUUTOKEHBI Ha MECTE.

3.18. VHUUTOXEHHE  KPUINITOKIIOUEH (MCXOMHOM  KIIOUeBOW  HWHQOpPMAIIMHM)  MOXKET
MIPOU3BOAUTLCA MyTeM (PU3NYECKOTO YHUUYTOXKEHUS KIIIOYEBOTO HOCHUTENS, Ha KOTOPOM OHH
pacIioNOXKEHbl, WIM IyTeM CTUpPaHus (pa3pylIeHUs) KPUITOKIOUeH (MCXOJHOM KIIFOueBOU
nHpopmaruu) 06e3 MOBPESKACHHUS KIIOYEBOTO HOCUTENS (i1 0OeCredeHHs] BO3MOXKHOCTH €TO
MHOTOKpPaTHOTO UCTIOJIb30BAHMS).

Kpuntokiatoun (MCXOAHYIO KIIOUEBYI0 MH(OPMAIMIO) CTHPAIOT MO TEXHOJIOTHH, MPUHSITOMN
JUISL COOTBETCTBYIOLIMX KJIFOUEBBIX HOCUTENIEH MHOTOKPAaTHOTO MCIOJIb30BAHMSI (IUCKET, KOMIIAKT-
nuckoB (CD-ROM), Data Key, Smart Card, Touch Memory u 1.1.). HenocpeactsenHnsle aeiicTBus
[0 CTHUPAHUIO KPUITOKIIOUEH (MCXOMHOM KIIIOueBOW WHGPOpPMALMU), a TaKkKe BO3MOXKHBIC
OTpaHMYEHUs Ha JajbHEeillee TNPUMEHEHHE COOTBETCTBYIOIIMX  KIIIOUEBBIX  HOCHUTENEH
MHOTOKPaTHOTO  HCIIOJIb30BAaHUSl  PENIAMEHTUPYIOTCS  OKCIUTyaTallMOHHOM M TEXHUYECKON
JOKYMEHTAI[Mel K COOTBETCTBYIOLIMM KPHUIITOCPEACTBAM, a TaKK€ YyKa3aHUSIMU OpraHU3allHH,
MPOM3BOMBILEH 3aMMCh KPUIITOKITIOUEH (MCXOAHOM KII0UeBOM HH(pOpMAaIIUN).

KiroueBble HOCHTENM YHUYTOXKAIOT MYyTEM HAHECEHHsS] UM HEYyCTPAHUMOTO (PU3MYECKOro
MOBPEXKACHNS, HCKIIIOYAIOIIET0 BO3MOXKHOCTh MX HCIOJIB30BaHMS, a TAaKKE BOCCTAHOBIICHUS
KJIroueBoi uMHGpopmaruu. HemocpencTBeHHble AEWCTBHUA MO YHUYTOXKEHUIO KOHKPETHOTO THUIA
KJIIOYEBOI'O HOCHTENS PENIAMEHTHPYIOTCS DKCIUIYaTallMOHHOM M TEXHUYECKOM INOKyMEHTAalMeW K
COOTBETCTBYIOIIIUM KPUITOCPENCTBAM, a TAKXKE YKa3aHUSAMU OpraHU3alluy, IPOU3BOIMBIIEH 3aUCh
KPUNITOKITIOUEH (MCXOAHOU KITIOUE€BON MH(POPMAIIHH).

bymaxkHple M TpouMe cropaeMmble KIIIOUEBBIE HOCHUTENH, a TaKXKe JKCIUTyaTallMOHHAs U
TEXHUYECKAss JOKYMEHTAIM K KPUITOCPEACTBAM YHUUTOXKAIOT ITYTEM CHKUTAHMSI WU C ITOMOIIBIO
TO0BIX OymMaropesareabHbIX MaITiH.

3.19. Kpunrocpeacrsa yHUUTOXKAIOT (YTUIM3UPYIOT) 110 PEILICHUIO OllepaTopa, BIaIeIoIIero
KPHUIITOCPEICTBAMMU, U C YBEIOMIICHNEM OpraHU3allMH, OTBETCTBEHHOU B cooTBeTcTBHH € [1K3-2005
3a OpraHU3alHIo MOYK3EMIUIIPHOTO Y4€Ta KPUIITOCPEACTB.

HameueHnHble K YHUYTOXKEHHIO (YTHWJIM3AIMM) KPHUIITOCPEACTBA MOJUICKAT H3BATUIO W3
anmnaparHbIX CPEe/ICTB, C KOTOPHIMU OHU (DYHKIIMOHMPOBaIH. [Ipy 3TOM KpUNTOCPEICTBAa CUMTAIOTCS
U3BSATBIMU W3 allapaTHbIX CPEACTB, €CIU HUCIOJHEHa MNPEeAyCMOTpEHHas HKCIUTyaTallMOHHOM u
TEXHUYECKOW JIOKyMEHTallMeld K KpPUITOCPEACTBaM Mpoleaypa YAAJIEHHS NPOrpaMMHOIO
o0ecreyeHrs KpUNTOCPEACTB U OHU MOJTHOCTHhIO OTCOEIMHEHBI OT allapaTHbIX CPEICTB.

3.20. Ilpuronssle uisl AaJbHEHIIETO MCMOJNB30BAHMS Y3/l U JAETANIU allllapaTHBIX CPEICTB
oOmiero Ha3HA4YeHMs, HE TNpeJHa3HAuYeHHbIe CIHEIUaJbHO JJIs  allapaTHOM peaju3aluu
KpUNTOrpaUIeCKUX aarOpUTMOB MM HMHBIX (YHKIUH KPHUITOCPENCTB, a TaKXe COBMECTHO
paboTaroriee ¢ KpUITOCPEACTBAMU 000pynOBaHUE (MOHUTOPBI, IPUHTEPHI, CKAHEPHI, KIaBUaTypa U
T.I.), pa3peniaeTcs HMCIONb30BaTh MOCJIE YHUYTOXEHHMS KPHUNTOCpeACTB Oe3 orpanuuenuil. Ilpu
3TOM HH(pOpMaLKs, KOTOpas MOXKET OCTaBaThCS B YCTPONCTBAX MaMsATH 000pyIoBaHUS (Harmpumep,
B IIpUHTEpax, CKaHepax), JOJKHA OBbITh HAJIEKHO yAalieHa (CTepTa).

3.21. KitoueBble JTOKyMEHTHI JIOJUKHBI OBITh YHUYTOXKE€HBI B CpOKH, YyKa3aHHbBIE B
HKCIUTYaTallMOHHON M TEXHUYECKOW JOKYMEHTAIMH K COOTBETCTBYIOLIMM KpunrtocpenctsaM. Ecinn
CPOK YHMYTOXXEHMS OHKCIUTyaTallHOHHOM M TEXHUYECKOW JOKyMEHTaluel He YCTaHOBJIEH, TO
KJIFOUEBBIE JIOKYMEHTBI JOJKHBI OBITh YHHUTOXKEHBI He mozaHee 10 cyTok mocie BbIBOJA MX U3
neiicTBUs (OKOHYaHMs cpoka JeHcTBUs). PakT YHUUTOKEHUS OPOPMIIIETCS B COOTBETCTBYIOLIUX
XKypHajaX MOIK3EMIUIAPHOTrO yueTa. B 3TH ke CpOKHM C OTMETKOH B TEXHHYECKOM (ammapaTHOM)
KypHaJIe TMOJUIeKaT YHUYTOXKEHUIO pa30Bble KIIOYEBBIE HOCUTENIM W paHee BBEICHHAs U



XpaHAlascs B KPUINTOCPEACTBAX WM MHBIX JIONOJIHUTENBHBIX YCTPOMCTBAaX  KJIHOUEBas
uHbOpMaIMs, COOTBETCTBYIOIIAs BBIBEJICHHBIM M3 JIEHCTBUS KPUMNTOKIIOYAM; XpaHALIUEecs B
KpUnTorpaguyeckyd 3allUIIeHHOM BHJE JaHHBIE CcllieiyeT mepemudpoBaTh Ha  HOBBIX
KPUOTOKITIOYAX.

3.22. Pa3oBble KIIIOYEBBIE HOCUTEIH, a TAKXKE AIIEKTPOHHbIE 3alIUCH KIIIOYE€BOM HH(pOpMaLny,
COOTBETCTBYIOLIIEH  BBIBEIEHHBIM M3  JEHCTBUS ~ KPUNTOKIIOYAM, HEMOCPEICTBEHHO B
KPUITOCPENCTBAX WIN UHBIX JTOMOJHUTEIBHBIX YCTPOUCTBAX YHUUTOXKAIOTCS TIOIb30BATEISAMH ITHX
KPUITOCPEICTB CAMOCTOSITENIHHO O] PACIIUCKY B TEXHUYECKOM (ammapaTHOM) )KypHaJe.

KitoueBble JTOKYMEHTBI YHHUYTOXKAIOTCS JIMOO TOJIb30BaTeIsIMU  KPUIITOCPEJCTB, JINOO
OTBETCTBEHHBIM I10JIb30BATEIEM KPHUIITOCPEACTB IO/ PACIHUCKY B COOTBETCTBYIOLIUX >KypHanax
MOSK3EMIUISIPHOTO Y4€Ta, a YHUUYTOKEHHE OOJIBIIOro 00beMa KIIHOUEBBIX JIOKYMEHTOB MOXKET OBITh
opopmiieHo akToMm. [Ipu 3TOM MoONIb30BaTENIM KPUNTOCPEACTB pa3peliaeTcss YHUYTOXKATh TOJIBKO
UCIIOJIb30BaHHbIE HENOCPEACTBEHHO HMHU (IIpeJHAa3HAu€HHbIE I HUX) Kpunrtoxiatoudn. Ilocne
YHUUYTOXXEHHSI T10JIb30BaTeNId KPUMNTOCPENCTB JOJKHBI YBEIOMHUTH 00 3TOM (TenepOoHOrpaMMOoi,
YCTHBIM COOOIIEHHEM MO TenedOoHy U T.II.) OTBETCTBEHHOIO IOJB30BATENsl KPUIITOCPEACTB IS
CIIUCAHUS YHUYTOXKEHHBIX JOKYMEHTOB C MX JINLIEBBIX CUETOB.

YHUUTOXKEHHUE 110 aKTy MPOM3BOIUT KOMHUCCHS B COCTAaBE HE MEHEE JIByX YEJIOBEK M3 UHCIa
JIUII, JOMYIIEHHBIX K MOJIb30BaHUIO KPUIITOCPEACTB. B akTe ykas3blBaeTcs UYTO YHUUYTOXKAETCA U B
KaKOM KoJIn4ecTBe. B KoHIle akTa Jienaercss HTorosas 3anuch (1iudpamMmu 1 NponHchio) O KOJTUYECTBE
HAaUMEHOBAaHUH U DJK3EMIULSIPOB YHHUUYTOXKAEMBIX KIIIOYEBBIX JOKYMEHTOB, HHCTAJUIMPYIOIIUX
KPUITOCPEICTBA HOCUTENIEH, DKCITyaTallMOHHOM M TEXHUYECKOW NOKyMeHTauuu. McrpasieHus B
TEKCTE aKTa JOJDKHBI OBbITh OTOBOPEHBI U 3aBEPEHbl IMOJMUCAIMU BCEX WJIEHOB KOMHCCHH,
IPUHUMABIINX y4acTUE B YHUUYTOXEHHHM. O NPOBEIEHHOM YHHUUYTOXKEHHU JAENAIOTCA OTMETKU B
COOTBETCTBYIOIIUX KypHaIaX MO3K3EMIUISIPHOTO yueTa.

3.23. KpunTokiatouy, B OTHOIIEHUWH KOTOPBIX BO3HHUKJIO MOJO3PEHHE B KOMIIPOMETAIUH, a
TaKXe JeHCTBYIOIINE COBMECTHO C HUMH JAPYTrue KPUNTOKIIOUM HEOOXOIMMO HEMENIJIECHHO BBIBECTU
U3 JEUCTBHA, €CIM HWHOW TOpSAAOK HE OrOBOPEH B OKCIUIYyaTallMOHHOM W TEXHUYECKON
JIOKYMEHTAIMN K KPUIITOCPEACTBaM. B upe3BbIUaliHBIX Cly4asX, KOIia OTCYTCTBYIOT KPUITOKIIIOUN
JUIsL 3aMEHBI CKOMIIPOMETHPOBAHHBIX, JOIYCKAETCs, MO PEIIEHUI0 OTBETCTBEHHOIO I10JIb30BATEIS
KPUITOCPE/ICTB, CONACOBAaHHOIO C  OINEpPaTopoM, MHCIIOJIb30BAaHWE CKOMIIPOMETHPOBAHHBIX
KpUNTOKIOUEH. B 3TOM ciyyae mepuon MCIoib30BaHUSI CKOMIIPOMETHUPOBAHHBIX KPHUITOKIIOUEH
JIOJOKEH OBITh MAaKCUMAJIbHO KOPOTKUM, a 3allyiaemMasi iHpopMaius Kak MO)KHO MEHee 1IEHHO.

3.24. O HapylIEHUsX, KOTOPbIE MOTYT NIPUBECTH K KOMIIPOMETAIMM KPUNTOKIKOUEH, UX
COCTaBHBIX YacTel WM MepeAaBaBIIMXCS (XpaHALIMXCS) C UX HCIOJIb30BAHUEM IMEPCOHAIBHBIX
JAHHBIX, MOJb30BATENIM KPUNTOCPEJACTB OO0s3aHBl COOOIIATh OTBETCTBEHHOMY  IOJIb30BATEIIO
KPHUIITOCPENCTB | (WUJIK) OTIlepaTropy.

OcMOTp KITIOUEBBIX HOCUTENEH MHOTOKPAaTHOIO MCIIOJIb30BAHUS TOCTOPOHHUMU JIMLIAMU HE
CleyeT paccMaTpuBaTh Kak MOJO3PEHHE B KOMIIPOMETAIMM KPUIITOKIIOYEH, eclu MpU ITOM
UCKJTIOYaIaCh BOBMOXXHOCTh UX KOITMPOBAHUS (YTCHHUS, PA3MHOXKEHUS ).

B choywasx HemocTauM, HENpPEObSBICHUS  KIIOYEBBIX  JIOKYMEHTOB, a  TaKke
HEOIPENIEICHHOCTH X MECTOHAX0XKIEHNSI IPUHUMAIOTCS CPOUYHBIE MEPBI K UX PO3BICKY.

3.25. MeponpusTusa MO pO3bICKY M JOKAIU3AIMU MOCIEICTBUNA KOMIIPOMETAIINHN KITFOUEBBIX
JIOKYMEHTOB OpPraHU3yeT U OCYILECTBIISET ONeparop.

3.26. KitoueBble JOKYMEHTBI JJIsi KPUIITOCPEACTB WM HCXOAHAs KitodeBas MHGOpManus
JUIs BBIpAOOTKM KIIFOUEBBIX TOKyMeHTOB m3rotaBinuBatoTcst @CBb Poccun Ha moroBopHoil ocHoOBe
Wi auuaMy, umeromnMy aunensnio @Chb Poccun Ha 1eATEIbHOCTD MO U3TOTOBIEHUIO KIIFOYEBBIX
JIOKYMEHTOB JUIsl KPUIITOCPECTB.

M3roToBnsTh KJIIOYEBBIE JIOKYMEHTHI M3 MCXOAHOM KJIIOUE€BOM HMH(QOpPMAMM MOTYT
omneparopbl MM OTBETCTBEHHBIE  IOJIB30BATENM  KPUNTOCPEACTB, IMPUMEHAS  IITaTHBIE
KPUIITOCPE/ICTBA, €CIU TaKas BO3MOXHOCTb MPEAYCMOTpPEHA SKCIUTYaTallMOHHOW M TEXHUYECKON
JIOKYMEHTAIMEN K KPUIITOCPEICTBAM.



4. Pa3melienue, creudagbHOe O00OpyIOBaHHME, OXpaHa W OpraHM3alus pexuma B
MOMEIIEHUSIX, TJI€ YCTAHOBIIEHBI KPUIITOCPECTBA WIIM XPAHATCA KIIFOUEBbIE JOKYMEHTBI K HUM.

4.1 Pa3menienue, crneunuanbHoe O00OpyIOBaHHE, OXpaHAa M OpraHM3alus peXuMa B
MIOMEIIECHMX, TJI€ YCTAHOBIEHBl KPUNTOCPEACTBA WIM XPAHATCA KIFOUEBBIE JOKYMEHTHl K HUM
(Tanee - peXHMHbIE MOMEIIEHUS), JOJDKHBI 00ecleunBaTh COXPAaHHOCTh MEPCOHAIBHBIX JaHHBIX,
KPUIOTOCPENICTB U KIHOUEBBIX JOKYMEHTOB K HUM.

IIpu o006OpyHOBaHMM PEXUMHBIX ITOMEIIEHUH JOJDKHBI BBITONHATHCS TpPeOOBaHUS K
pa3MeIIeHNn0, MOHTaXXy KPUITOCPEICTB, a TaKXKe APYroro o0opynaoBaHusi, (yHKIIMOHUPYIOLIETO C
KpUIITOCPEICTBAMH.

[TepeuncieHHble B HACTOSIIEM JOKYMEHTE TpeOOBaHUS K PEKUMHBIM MOMEUIEHUSIM MOTYT
HE TPEIbSBIATHCA, €CIM 3TO MPEAYCMOTPEHO IpaBWJIAMU IOJIb30BAaHUS KPUITOCPENCTBAMU,
cormmacoBanHbiMU ¢ @CB Poccun.

4.2. Pe)xuMHbBIE TIOMELICHHUSA BBIJEISIIOT C YYETOM pa3MEPOB KOHTPOJIMPYEMBIX 30H,
pErIaMEHTUPOBAHHBIX JKCIUTYaTAlIMOHHOM M TEXHUYECKOW JOKYMEHTAIMEN K KPUIITOCPEACTBAaM.
[TomemnieHns: TOMKHBI MMETh IIPOYHBIE BXOAHBIE BEPHU C 3aMKaMH, FapaHTHUPYIOLIUMHU HAJEKHOE
3aKpbITHE TOMelleHn B Hepabouee Bpemsi. OKHa MOMEIICHHUH, paclOOXKEHHBIX Ha MEPBBIX WU
NOCIIEAHUX ATaXkax 3[JaHUM, a TaKXKe OKHA, HaXOIALIMECS OKOJIO MOXApHBIX JIECTHUI[ U APYTUX
MECT, OTKy/la BO3MO)KHO IPOHUKHOBEHHUE B PEKUMHbBIE TOMELIEHHSI IOCTOPOHHUX JIULI, HEOOXOAUMO
000py/10BaTh METANTUYECKUMHU pEIIeTKaMH, WM CTaBHAMH, WM OXPAaHHOW CUTHATU3AIUeH, WU
JIPYTUMHU CPEICTBaMH, MPEMSATCTBYIOUIUMU HEKOHTPOJIUPYEMOMY HPOHUKHOBEHHIO B PEXUMHbBIE
MIOMEILICHMUS.

4.3. Pa3menienue, crnenuagbHOe O00OpYyIOBaHHE, OXpaHa M OpraHu3alus pexuMa B
MOMEUIEHUAX JOJDKHBI MCKJIIOUUTh BO3MOXKHOCTb HEKOHTPOJIMPYEMOIO TNPOHUKHOBEHMS WIIU
npeObIBaHMsI B HUX MOCTOPOHHHUX JIUI], a TaKXKE MPOCMOTPa MOCTOPOHHUMU JIMLIAMHU BEAYIIMXCS
Tam paboT.

4.4. PexxuM oOXpaHbl TIOMEIIECHHWHW, B TOM 4YHCJIE NpaBWiIa JONYCKAa COTPYIHHUKOB H
noceruteneii B pabouee M Hepabodee BpeMs, YCTaHABIMBAET OTBETCTBEHHBIM IOJIb30BaTENb
KPUITOCPENCTB 0 COIVIACOBAHUIO, MTPU HEOOXOAUMOCTH, C ONEPATOPOM, B MOMELIEHUSX KOTOPOTro
YCTAHOBJIEHBl KPHUIITOCPEACTBA WJIM XPAHATCS KIIOUEBBIE JOKYMEHTHI K HHMM. YCTaHOBIJIEHHBIN
PEXUM OXpaHbI JOJKEH IIPelyCMaTpUBaTh NEPUOAUIECKAN KOHTPOJIb 32 COCTOSTHUEM TEXHUYECKUX
CPEINCTB OXpaHbl, €CIM TaKOBbIE MMEIOTCS, a TaKK€ YUMTHIBAaTh IIOJOXKEHMSI HACTOSIIMX
TpeboBanuii.

4.5. ]Ieepu cHENNOMENICHUH JIOJDKHBI OBITh TOCTOSHHO 3aKpbhIThl Ha 3aMOK M MOTYT
OTKPBIBATHCS TOJIBKO JUIsI CAHKIIMOHUPOBAHHOTO MPOXOJa COTPYIHHUKOB M nocerurenen. Kirroun or
BXOJIHBIX JBEPEH HYMEPYIOT, YUUTBHIBAIOT M BBIJAIOT COTPYAHHKAM, MMEIOIIMM IIPaBO JOIyCKa B
pPEKMMHBIE TIOMEIICHHs, O]l PAaclHMCKy B JKypHaje ydeTa XpaHwiuil. JyOnukarel Kiroued ot
BXOJHBIX JIBepell TaKUX MMOMEILICHUH ClelyeT XpaHuTh B ceide omeparopa MIM OTBETCTBEHHOIO
IOJIB30BATENsl KPUIITOCPENCTBAMM.

4.6. lns mpenoTBpallieHUs] MPOCMOTpa M3BHE PEXHMMHBIX MOMELIEHUN HMX OKHA JOJKHBI
OBITH 3aIUIIEHEL.

4.7. PexxuMHBIE TIOMEIIEHUs,, KaK IMpPaBUJIO, JOMKHBI OBITh OCHAIIEHBl OXPaHHOU
CUTHalIM3allMel, CBA3aHHOM cO CIyxO0OH OXpaHbl 3/[aHUS WM JEKYpPHbIM IO OpraHU3allUU.
VcnpaBHOCTh  CUTHAJNM3AlMM  MEPUOJUYECKH  HEOOXOJUMO  TPOBEPSTh  OTBETCTBEHHOMY
MOJIb30BATENI0 KPUNTOCPEICTB COBMECTHO C MPEACTABUTENEM CIY>KObl OXpaHbl WM JEKYPHBIM I10
OpraHM3alyi C OTMETKOM B COOTBETCTBYIOIIMX JKypHaJIaX.

4.8. Jlma XpaHeHWs KIIOYEBBIX JOKYMEHTOB, OKCIUIyaTalHOHHOM M TEXHUYECKON
JOKYMEHTAIMH, MHCTAJUTUPYIOIUX KPUIITOCPEACTBA HOCUTENEH JOKHO OBITh MPEryCMOTPEHO
HEOOXOJMMOE YHCJIO HAJEKHBIX METaUIMYECKUX XPAHWIHIL, OOOpYIOBaHHBIX BHYTPEHHHUMU
3aMKaMU C JIByMsl 3K3eMIULIpaMHU KIOued M KOIOBBIMH 3aMKaMU WM HPUCHOCOONECHUSMH ISt
ONEYaThIBAHUS 3aMOYHBIX CKBaXXWH. OJIMH SK3EMIUIAP KIIF04Ya OT XPAaHWIHUINA JOKEH HAXOIUTHCA Y



COTPYIHMKA, OTBETCTBEHHOTO 3a XpaHwiuiie. J[yOnukarhl KIIO4ed OT XpaHWIHI COTPYIHHKHU
XpaHsT B ceiihe OTBETCTBEHHOTO IMOJIB30BATENsI KPUTITOCPEnCTB. JlyOnmuKkar kiroda OT XpaHWIWIIA
OTBETCTBEHHOTO TOJIH30BATENs] KPUNTOCPEACTB B ONEYaTaHHOW YIaKOBKE JOKEH OBITh MepeliaH Ha
XpaHEHHE OMEepaToOPy MO PACHUCKY B COOTBETCTBYIOILIEM >KypHAJIE.

4.9.1lo oxkoH4YaHHMH pPabOYEro MHS PEKUMHOE IOMEIIEHHWE M YCTaHOBICHHBIE B HEM
XPaHWINIIA JOHKHBI OBITH 3aKPBITHI, XpaHWIUIIA oredaTaHbl. Haxoasmpecs B MOJIb30BaHUHU KITIOUH
OT XPaHWIUI JOJDKHBI OBITh CIAAHBI MOl PACITUCKY B COOTBETCTBYIOIIEM JKYpHAJe OTBETCTBEHHOMY
MIOJIB30BATEII0 KPUIITOCPEICTB WU YITOJTHOMOUYEHHOMY (JACKYPHOMY), KOTOPBIE XPAHST 3TH KITHOUH
B JINYHOM WJIY CIIELIMATIbHO BBIJEIEHHOM XPaHUIUIIE.

Kiroun OT peXMMHBIX MOMEIICHUH, a TaKXKE KII0Y OT XpaHWIUIIA, B KOTOPOM HAXOIATCS
KIIFOYHM OT BCEX APYTUX XPAHWIHI PEKUMHOTO TIOMEIICHHSI, B OTIEYaTAHHOM BHUJE JOJKHBI OBITh
CIaHBI TIOJT PACIHUCKy B COOTBETCTBYIOIIEM >KypHaJ€ CIYKObl OXpaHbl WIH ACKYPHOMY TIO
OpraHu3alMy OJHOBPEMEHHO C MEpeNayed IMoJ OXpaHy CaMHUX PEKUMHBbIX nomeunieHui. [ledarn,
MpEAHA3HAUYCHHBIE I OINEYaThIBAaHUS XPAHWIHIL, JOJDKHBI HAXOIUTHCS Yy TOJIb30BaTENEH
KPUITOCPENCTB, OTBETCTBEHHBIX 3a 3TU XPaHUJIUILIA.

4.10. IIpu ytpare kiroda OT XpaHWIHINA WM OT BXOJAHOW JABEPU B PEKUMHOE IMOMEIICHUE
3aMOK HEOOXO/IMMO 3aMEHUTh WM Mepe/ieaTh ero CeKPET C M3TOTOBICHHEM K HEMY HOBBIX KITFOUEH
¢ TOKyMeHTaIbHBIM oopmieHremM. Eciu 3aMOK 0T XpaHWIHINA epeenaTh HEBO3MOXKHO, TO TaKOE
XpaHWINILE HEOOXOAUMO 3aMeHHTh. [lopsSIOK XpaHEHHs KIIIOUEBBIX W JPYTUX JOKYMEHTOB B
XpaHWJIUIIE, OT KOTOPOTrO YTpadeH K04, JO0 U3MEHEHHUs CEKpeTa 3aMKa yCTaHABJIMBAET ONEpaTop
WJIM OTBETCTBEHHBIN I10Jb30BATENIb KPUIITOCPEICTB.

4.11. B 0OBIUHBIX YCIIOBHSIX PEKHMHBIC MOMEIICHHS, HAXOMSIIUECS B HHUX OIlCYaTaHHBIC
XpaHWINILA MOTYT OBITb BCKPBITHI TOJBKO IOJNB30BATEISIMH KPUITOCPENCTB, OTBETCTBEHHBIM
MOJIb30BATENIEM KPUIITOCPEACTB WIIA ONIEPATOPOM.

[Ipn oOHapyXeHHH TPHU3HAKOB, YKA3bIBAIOIIMX HAa BO3MOXKHOE HECAHKIIMOHUPOBAHHOE
MPOHUKHOBEHHUE B 3TH MOMEIICHUS WA XPAHWIHIIA TOCTOPOHHUX JIWI, O CIYYUBIIEMCS JOJIKHO
OBITh HEMENJIEHHO COOOIIEHO OTBETCTBEHHOMY IOJB30BATENI0 KPUITOCPEACTB WU OIepaTopy.
[IpuOBIBIIMIT OTBETCTBEHHBIN TOJB30BATENh KPHUMNTOCPEACTB JODKEH OIICHUTh BO3MOXKHOCTH
KOMITPOMETALUH XPAHALIUXCS KIFOUEBBIX UM APYIHX JOKYMEHTOB, COCTaBUTh AKT U NPUHATH, IIPU
HEO0OXOMMOCTH, MEPHI K JIOKAJTU3AINH MMOCIEACTBUN KOMIIPOMETAIIMU TIEPCOHATBHBIX JAHHBIX U K
3aMEHE CKOMIIPOMETUPOBAHHBIX KPUIITOKIIFOUEH.

4.12. Pa3menienie W MOHTaX KpPUOTOCPEACTB, a Takke Jpyroro oOOpyl1oBaHUS,
(GYHKIIMOHUPYIOIIETO C KPUNTOCPEACTBAMHU, B PEKUMHBIX TMOMENIEHUSX MJODKHBI CBECTH K
MHHUMYMY BO3MOXKHOCTh HEKOHTPOJIMPYEMOTO JOCTyNMa MOCTOPOHHUX JHI[ K YKa3aHHBIM
cpenctBaMm. TexHHYeckoe OOCITYy)KHBaHHE TakKoro OOOpPYIOBaHHMS M CMEHa KPHUITOKIIOUeH
OCYIIECTBIIIOTCSI B OTCYTCTBHE JIUII, HE JOMYIICHHBIX K pad0Te ¢ JAaHHBIMH KPUITOCPEICTBAMHU.

Ha Bpems oTcyTcTBHS TONB30BaTeNe KPUMNTOCPEACTB YKa3aHHOE OOOpyIOBaHHE, IMPHU
HaJUYUN TEXHUYECKOM BO3MOXXHOCTH, JOKHO OBITH BBIKIIOYEHO, OTKJIFOUEHO OT JIMHWUU CBS3H U
yOpaHO B orneuaThiBaeMble XpaHWIHINA. B TPOTUBHOM Cllydae MO COIIACOBAHUIO C OTBETCTBEHHBIM
MOJIb30BaTEIEM KPUIITOCPEACTB HEOOXOIUMO TIPETYCMOTPETh OPTaHU3aIMOHHO-TEXHUYECKUE MEPHI,
HCKJIIOYAIOIIHE BO3MOKHOCTD HCIIOJIb30BAHUS KPUIITOCPEACTB NOCTOPOHHUMHU JTULIAMH.

[Ipunoxenue 1

OCHOBHbIE TEPMUHBI U OTIPEJCTCHUS

brnokupoBaHue epCOHANBHBIX TAHHBIX - BPEMEHHOE MpeKpaleHne c0opa, CucTeMaTHu3alui,
HAaKOIUICHUsI, MCIOJIb30BAHUS, PACHPOCTPAHECHUS IIEPCOHAJIBHBIX JaHHBIX, B TOM YHCIIE HX
nepeiaqm.

Joctyn k nungopManum - BO3SMOKHOCTh TOTY4YeHHs] HHPOPMAIIUU U €€ UCIIOJIb30BaHuS.

HNudopmanuonHasi cucreMa - COBOKYIMHOCTh COJAEpXKamieiics B 0a3ax JaHHBIX
uHGOpMAIIUN U O00ECIEUMBAIONINX €€ 00padOTKy MH(POPMALMOHHBIX TEXHOJIOTHNA U TEXHHYECKHX
CPENCTB.



HNudopmanuonnasi cucreMa NepCOHAJNBHBIX MAAHHBIX - HH(POPMALMOHHAS CHCTEMa,
MpeaCTaBIIsIoNas co00il COBOKYITHOCTh NMEPCOHATIBHBIX JaHHBIX, COJAEPKAIIUXCS B 0a3e aHHBIX, a
TaKke HH(QOPMAIIMOHHBIX TEXHOJOTUH W TEXHUYECKHX CPEICTB, IMO3BOJSIOMIUX OCYIIECTBIATH
00paboTKy TakuX NEPCOHAIBHBIX JAHHBIX C UCHOJIb30BAaHHEM CPEICTB aBTOMAaTH3alMU WIH 0e3
UCIIOJIb30BaHUS TAKUX CPENICTB.

KonTponupyemasi 30Ha - IpOCTPaHCTBO, B IpeJienax KOTOPOrO OCYIIECTBISAETCS KOHTPOIb
3a mpeObIBaHUEM U IEHCTBHUSIMH JIML ¥ (WJIM) TPAHCTIOPTHBIX CPEICTB.

['panuneii KOHTPOJIUPYEMON 30HBI MOXKET OBITh: TMEPUMETP OXpaHSIEeMOW TEePPUTOPUU
npeanpusaTua (yIpexJIeHus), OrpaxkJaroliie KOHCTPYKIIMM OXPaHSEMOro 3/aHus, OXpaHseMOn
YaCcTH 3/1aHUSl, BBIJICJICHHOTO TOMEIIEHHUS.

KoHpuaeHnanbHOCTh NEPCOHANBHBIX JAHHBIX - OO0s3aTelbHOE JUIA  COOJIOICHHS
OIepaTopoM WJIM MHBIM MOJYYMBIIUM JOCTYIl K IEPCOHAJIbHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE
JIOITyCKaTh UX pPacHpoOCTpaHeHHs Oe3 commacusi cyObeKTa MepCOHATbHBIX JAHHBIX WIM HAJTUYUs
MHOTO 3aKOHHOTO OCHOBaHUS

Kpunrocpeznctso - mmdpopansHoe (Kpuntorpapuueckoe) CpeicTBO, NpeIHa3HAYCHHOE JUIS
3alIUThl MTHPOpPMALMM, HE COJep Kallel CBEACHMH, COCTaBISIOUIMX TOCY/IapCTBEHHYIO TaiiHy. B
YaCTHOCTH, K KPHUIITOCPEICTBAM OTHOCSTCS CpPEICTBAa KPUNTOTpapUUecKol 3aluThl UH(GOpMaLUU
(CK3M) - mudpoBanbHbie (KpuntorpadguuecKue) CpeacTBa 3aluThl HHHOPMAIH C OTPAHUICHHBIM
JIOCTYIIOM, HE COZIEprKallell CBEIEHUH, COCTABIISAIOLINX TOCYIapCTBEHHYIO TallHy

Mogeab HapymiuTeasi - IPEINONOXKEHUS O BO3MOXHOCTAX HApyILIUTENs, KOTOpPhIE OH
MOXET MCIOJIb30BaTh Il pa3pabOTKU M MPOBEICHUS aTak, a Takke 00 OrpaHMYCHHMSX Ha ITH
BO3MOYKHOCTH.

Mogesnb yrpo3 - nepeueHb BO3MOXKHBIX YTPO3.

OO6paboTka MepcoHANbHBIX JAaHHBIX - JAeMCTBUS (Onepaluu) ¢ MepcoHaIbHBIMU JaHHBIMH,
BKJIIOUasi cOOp, cHcTeMaTU3alfio, HAKOIUICHHE, XpaHeHHe, yTouHeHHe (0OHOBIIEHHE, U3MEHEHHE),
UCIIOJIb30BaHUe, pacHpOCTpaHeHHE (B TOM 4YHCIe Mepenady), oOe3nnyuBaHHe, OJIOKHPOBaHUE,
YHUUYTOXXEHHUE NIEPCOHATIBHBIX TaHHBIX.

OO0menocTtynHble MepPcOHAJIbHbIE JaHHble - T[I€PCOHAJbHBIE JaHHbBIE, JOCTYI
HEOTPAaHMUYEHHOT0 Kpyra JHIl K KOTOPBIM IPEJOCTaBICH C COMIAcHs CyOBbEKTa MNEepCOHAIbHBIX
JaHHBIX WJIM Ha KOTOpbIE B COOTBETCTBHM C (heAepaibHbIMU 3aKOHAMHU HE paclpOCTpaHseTcs
TpeGoBaHue cOOMIOCHNS KOH(PUICHINATEHOCTH.

Oneparop - TOCYIapCTBEHHBIM OpraH, MYHULMIIAIBHBIA OpraH, OPUAUYECKOE WU
¢du3nueckoe JIMI0, OPraHU3yIoIINe U (UIH) OCYLIECTBISIONIME 00pabOTKy MepCOHANBHBIX JaHHBIX,
a TaKXke OMpeeAolre eI U coAepkKaHre 00padOTKU MEPCOHATBHBIX TaHHBIX.

[lepconanbHble AaHHBIE - JH00as HMH(pOpPMAIMSA, OTHOCSIIASNCS K ONpPEACICHHOMY WU
oTpesieNiieMOMY Ha OCHOBAaHUHU Takoil MH(opMaluu puandeckoMy JHIy (CyObeKTY MepCOHATbHBIX
JTAaHHBIX ), B TOM YHCIIE ero paMHuiIus, UMsl, OTYECTBO, IO/, MECSI], JaTa U MECTO POXKICHHS, aJIpec,
ceMeiiHoe, colMalbHOEe, UMYIIECTBEHHOE MOJIOXKEeHHe, 00pa3oBaHue, npodeccus, JOXOIbl, Apyras
uHpOpMAaIus.

[Moab30Barens - JUIO, Yy4yacTBYIOLEE B OKCIUIyaTalldd KPUOTOCPEACTBA WM
UCTIOJIB3YIOIIIEE Pe3yIbTaThl €ro PYHKIIMOHUPOBAHMUS.

PacnipocTpaHeHne NepCcOHAJBHBIX JAHHBIX - JCWCTBUS, HAlpaBiICHHbIE Ha Mepenavy
NEePCOHAJBHBIX JaHHBIX ONpPENENIeHHOMY Kpyry JuIl (Iepefada MepcoHANbHBIX JAaHHBIX) WIM Ha
O3HAaKOMJICHHE C T[I€PCOHAJbHBIMU JaHHBIMU HEOTPAaHMYEHHOTO Kpyra JUI, B TOM 4HCIE
00HapOJOBaHUE NEPCOHAJBHBIX JAHHBIX B CPEICTBAX MAacCOBOM HH(OpMaIM, pa3MelleHHe B
MH(GOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIU MPEeA0CTaBIeHHE JOCTyNa K MepCOHaIbHBIM
JAHHBIM KaKMM-JINOO MHBIM CIIOCOOOM.

PexumHble moMmenieHusl - MOMENIeHUs, IJI€ YCTaHOBJIEHb KPUITOCPEACTBA WM XPaHITCS
KJIIOUEBBIE JIOKYMEHTHI K HUM.

CpenctBo 3amuThl HHGOPMALMM - TEXHUYECKOE, IMIPOrPaMMHOE CPEJCTBO, BELIECTBO M
(unu) Marepua, IpeAHa3HaYeHHbIE WM HCIIOIb3yeMble JJIS 3aIUThl HHPOPMAITUH.

[Mudposanbhbie (KpunTorpadguyeckre) CpeacTBa - KPUITOCPEICTRA!



a) cpeacTBa  MM(POBAaHUS — alllapaTHble, MPOrpaMMHbIE M amllapaTHO—IPOrpaMMHBIE
CpPEeICTBa, CHUCTEMbl M  KOMIUIEKCHI, pEaJM3YyIOUIMe  alfOPUTMbI  KpPUNTOTpaduiyecKoro
npeoOpa3oBaHus UHPOPMAIIUN U MPEAHA3HAYEHHbIE JUIS 3aIIUThl MH(OpPMAIMK MPH Iepenayde Io
KaHajgaM CBSI3U M (WJIM) JUIsl 3alIMThl MHQOPMALMKU OT HECAHKIIMOHHWPOBAHHOTO JIOCTyHa MpU €e
00paboTKe U XpaHEHUH;

0) cpeacTBa MMUTO3AIIUTHI — allllapaTHbIE, MPOrpaMMHBIE W aNlapaTHO—TIPOTrpPaMMHBIE
CPEACTBA, CUCTEMbl U  KOMIUIEKCHI, pEAJM3yIOIlUMe  aJrOpUTMBlI  KpUOTOrpaduuecKoro
npeoOpazoBaHusi WHGOpPMAMU W TpeAHa3HAUYEHHbIE [UIsl 3aIIUThl OT HaBSA3BIBAHUS JIOXKHOMN
UHpOpMaIuH;

B) CPEICTBA AIEKTPOHHON HU(PPOBOM MOAMUCH — allapaTHbIe, IPOrpaMMHbIE U alnapaTHO—
IpOrpaMMHBIE CpENICTBa, OOECIeUMBAIOIINEe HAa OCHOBE KPHUMNTOrpaduyecKux NpeodpazoBaHUN
peaTu3anuio XOoTs Obl OTHOM U3 CeAYIoMMX (PYHKIHA: CO3MaHne dIEKTPOHHOU IU(PPOBON MOAUCH
C HCHOJb30BAaHHUEM 3aKPBITOTO KIIOYA 3JEKTPOHHOM IM(PPOBOM MOANHMCH, TMOATBEPKIECHHE C
HCIIOJIb30BaHUEM OTKPBITOTO KIFOUa 3JIEKTPOHHOM IIU(PPOBOI MOJNMCH MOUIMHHOCTH 3JIEKTPOHHOMN
U(PPOBOI MOAMUCH, CO3JaHHE 3aKPBITHIX U OTKPBITHIX KIIIOYEH MIEKTPOHHOM H(POBO moanucu;

) CpecTBa KOAMPOBAHUS — CPE/ICTBA, PEATU3YIOIINE aITOPUTMbl KPHUITOTPaduIecKoro
npeoOpa3oBaHus MH(OPMAIMK C BBHIMOJHEHUEM YacTH MpeoOpa3oBaHMs MyTEM PYUHBIX OIEpanuit
WM C UCTIOJb30BaHHEM aBTOMATH3MPOBAHHBIX CPEJCTB HA OCHOBE TaKHX OINepaluii;

J1) CPEACTBAa M3TOTOBJICHHS KIIIOUEBBIX JIOKYMEHTOB (HE3aBUCHMMO OT BHJA HOCHTEIS
KIIIOUE€BOM MH(pOpMAIIIH);

€) KIII0UEeBbIEe JJOKYMEHTHI (HE3aBUCHMO OT BUa HOCHUTEIS KIIOUeBOW HHPOPMALIUH).



[Tpunoxxenue 2

TUIIOBAS ®OPMA
KypHaJIa MOK3EMIUISIPHOTO y4eTa KpUIITOCPEACTB, HKCIUTYaTalluOHHON U TEXHUYECKON
JOKYMEHTAIIMH K HUM, KITFOUEBBIX JTOKYyMEHTOB

OTMmeTKa 0 HOJTy4eHHN OtMeTKa 0 BbIgaue
HanMeHoBanme Perucrpannonnsie
KPHUIITOCPEACTBA. Homepa CK3H, Howepa
) f o f oo | PKCTVIYaTaIMOHHOMH 1 SK3CMILIAPOB Hara n
No | KCIUIYATALHONHON TEXHUYECKOM (xpurrrorpaduuec- HOMeEp ®.1.0. Jara u
¥ TEXHHUUYECKOH KHe HoMepa) Ot xoro
ILII. JIOKyMEHTAINH K CONPOBOAHU- | ToONB30BaTENs | pacHucka B
JIOKYMCHTAIMI K ) “Homepa cepuit KIOICBBIX MOMYHCHEL | e tproro | kpunrocpencts | momyuenmn
HUM, KJTIOYEBBIX 2 pa cep p pen i
’ KJIFOYEBBIX JIOKYMEH- AOKYMEHTOB nuchMa
JIOKyMEHTOB
TOB
1 2 3 4 5 6 7 8
Otmerxa o HoxKmoueHUH (yeranoske) CK3U Otmetka 00 m3psaTn CK3U U3 anmapaTHbIX CpeacTs,
YHHYTOKCHHH KITIOYEBBIX JOKYMCHTOB
Homepa
Jara annapaTHbIX
®.1.0. nons3oBareiis | MOAKIIOUEHUS CpEnCTB, B Jara ®.1.0. nonb3oBareis Homen axra
KPHIITOCPECTB, (ycTaHOBKH) U KOTOPBIE CK3U1, P Tpumeyarue
U3BSATHS WM pacruckKa
MPOU3BOIUBIIETO HOJIKCH JINLI, | YCTaHOBJIEHBI (yHuTO IIPOU3BOUBILETO o6
TIOJIKITIOYCHUE MPOU3BEIINX | HJIM K KOTO- o U3bSITHE
JKEHUS) YHUUYTOXKCHUU
(ycTaHOBKY) MOAKIIIOUCHHUE | PBIM MOAKIIIO- (yHHYTOXCHUE)
(YCTaHOBKY) | YEHBI KPHIITO-
cpencTea
9 10 11 12 13 14 15




[Tpunoxenue 3

TUITIOBAS ®OPMA
TEXHUYECKOTO (armapaTHoro) KypHaja
OTt™meTka 00
Vcnionb3yemble KPUITOKITIOUN YHUUTOXKCHUN
Tun u
(ctupanun)
perucTpa-
3amucu no Howmep pazoBo-ro
IIOHHBIE V-
o0CITyXH- CepuiiHblii, KJIFOYEBOTO
Ne HOMeEpa IIpume-
Hata BaHUIO Tun KpumTorpagu- HOCHTEJIS] HIN
ILII. HCIIONb3Y- . Tloxgmuce YyaHue
KPHUNTO- | KIIIOYEBO- | YeCcKuil HOMep U 30HBI

€MBIX Jara | momb3o-Barens
CpencTB TO IOKY- | HOMEp 9K3eMII- | KPHIITOCPEICTB,

KPUITO- KPUITOCPE/ICTB
cpelcTB MeHTa Jspa KIIIOYEBO- | B KOTOPYIO BBe-
P ro JOKyMEHTa JIEHBI KPUIITO-

KJIIOYH
1 2 3 4 5 6 7 8 9 10
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