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METOAUYECKUE PEKOMEHJIAIIUN

10 00eCNneYeHHI0 C MOMOUIBI0 KPUNITOCPEACTB
0€30I1aCHOCTH MEePCOHATBbHBIX JJaHHBIX IIPH UX 00padoTKe
B HH(POPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHbIX
€ UCIOJIb30BAHUEM CPEACTB ABTOMATH3ALUH



BBenenue

Hacrosumme Metoanueckure peKoOMEeHIAlUU M0 00ECHEeYeHUI0 C MOMOIIbI0 KPUIITOCPEICTB
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX TpU HUX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax
MEPCOHANIBHBIX JIAaHHBIX C HCIIOJIb30BAaHHUEM CPEJICTB aBTOMATH3aIu (nanee — MeToaudeckue
pEKOMEHIalNuN) pa3paboTaHbl B COOTBETCTBUU C II. 2 mocTaHoBieHus [IpaButenscTBa Poccuiickoii
Oenepanuu ot 17 HosiOpss 2007 roga Ne 781 «O6 yrBepxknenun [lonoxenust 06 obecredeHUN
0€30MacHOCTH TEPCOHATBHBIX JaHHBIX TpU HUX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax
MIEPCOHAJIBHBIX TAHHBIX).

MeTtoauueckne pPEKOMEHIAIMU TPEIHA3HAYeHbl [UIsl OMepaTopoB U  pa3paboOTUMKOB
WH)OPMAITMOHHBIX CHCTEM TIEPCOHATBHBIX JAaHHBIX W  OXBaTBIBAIOT BOMPOCHI  3aAITUTHI
MEPCOHANIBHBIX TAHHBIX C MIOMOIIbIO KPUIITOCPEICTB.

MeToauyecKkuMu PEKOMEHIAITUSMHA HEOOXOIUMO PYKOBOJICTBOBATHCS B CITydae ONPEACIICHUS
OTIepaTopoM  HEOOXOIMMOCTH  oOecredeHus O€30MacHOCTH  MEePCOHANBHBIX  JAaHHBIX  C
WCITOJIb30BAaHUEM KPHUIITOCPEACTB (32 MCKIIOYCHHEM CiIy4asi, KOTJla OIEpaTopoM SIBISETCS
dbusznyeckoe IUI0, HUCIOJIB3YIOIIee MEepPCOHANbHBIE MAHHBIE HCKIIOUUTENBHO M JIMYHBIX U
CEeMEHWHBIX HYXKI), a TaKXke Mpu O00eCredeHHH O€30MacHOCTH TMEPCOHAIBHBIX JTaHHBIX TIPH
00paboTke B  MH(OPMAIIMOHHBIX cHCTeMaX, OTHeceHHBIX K KommereHuun PCb Poccuu. B
YaCTHOCTH, METOINYECKUMH PEKOMEHIAIUSIMUA HEOOXOJUMO PYKOBOJCTBOBATHCS B CIEIYIOIIUX
CIyvasx:

npu 00ecleueHn ¢ WCIOIb30BAaHUEM KPHUITOCPEICTB O€30MaCHOCTH TIEPCOHATBHBIX
JaHHBIX TPU HUX 00paboTKe B TOCYIAPCTBEHHBIX WH(MOPMAIMOHHBIX CHUCTEMax IMEePCOHATBHBIX
naHHbIX (vacth 5 denepanbHoro 3akoHa oT 27 utons 2006 roma Ne 149-03 «O6 uHbpopmanmu,
WH(GOPMAITMOHHBIX TEXHOIOTUAX U O 3alIUTe UHHOOPMAITUNY);

MIPU UCTIOJIb30BAHUM KPHUIITOCPENICTB JJIsi 0OCCIIEUCHHsI TIEPCOHANIBHBIX JAHHBIX B CIydasX,
npenycMoTpeHHbIX 1. 3 [TonoxkeHust o pa3paboTke, MPOU3BOJCTBE, Pealn3allud U IKCILTyaTalluu
m@poBanbHbIX (KpunTorpadguyeckux) cpencts 3amuTsl nHpopMmauu ([lonoxenue 11K3-2005).

Hacrosinmmme MeTtoanueckne peKOMEHIAIMU HE PACIPOCTPAHSIOTCS Ha WH(OOPMAIMOHHBIE
CHUCTEMBI TIEPCOHATBHBIX TAHHBIX, B KOTOPBIX:

NepCOHANBHBIE TaHHBIE 00padaThIBAOTCS 0€3 UCIIONB30BaHUs CPEICTB AaBTOMATH3AIINY;

00pabaTpIBalOTCSl TIEPCOHANIBHBIC JaHHBIC, OTHECEHHBIC B YCTAHOBJIEHHOM TIOPSJIKE K
CBEJICHUSIM, COCTABIISIOIINM TOCY/IapCTBEHHYIO TalHY;

TEXHUYECKHE CpEJICTBA YACTHYHO WJIM LEJIMKOM Haxo[saTcs 3a mpeaenamu Poccuiickoit
denepauuu.



OcCHOBHBIC TEPMUHBI H UX OINIPe/ieIeHUSA

B nacTtosmmx MeTroguueckux peKOMEHIAlUsAX W MPU B3aUMOJCHCTBUM C JIMIEH3UATaMHU
®Cb  Poccum,  sBusomMMHCA — pa3pabdOTUMKAMU  KPUIITOCPEICTB,  pa3paboTUMKaMu
MH(GOPMAIIMOHHBIX CHCTEM IE€PCOHAIbHBIX JAHHBIX, B KOTOPBIX HCIOJIB3YIOTCSI KPUITOCPEICTBA,
WIM CHEUMAIM3UPOBAHHBIMU OpPraHU3alUsAMH, NPOBOMALIMMH TEMAaTUYECKHUE MCCIEI0BAaHUA
KPUITOCPENICTB, UCTIONB3YIOTCS CIEAYIOUINE OCHOBHBIE TEPMHUHBI.

ABtomarusupoBanHas cucrema (AC)—cucrema, cocTosinas M3 MepcoHalia M KOMIUIEKca
CPEICTB aBTOMAaTHU3allUM €ro JesTENbHOCTH, peaju3ylolas HH(POPMALUOHHYI0 TEXHOJIOTHIO
BBINIOJIHEHUS YCTAHOBJICHHBIX (yHKIIHIA',

ABTOMaTH3MpOBaHHAs  CHUCTeMa B  3allMIIeHHOM  ucnonHeHuun  (AC3U) -
ABTOMATH3UPOBAHHAS CUCTEMA, peaTU3yrolas HHPOPMAIMOHHYIO TEXHOJIOTHUIO BBIIOJTHEHUS
YCTAaHOBJEHHBIX (QYHKIMA B COOTBETCTBUU C TpeOOBAaHUSIMU CTaHAAPTOB U (MJIM) HHBIX
HOPMATHUBHBIX JJOKYMEHTOB TI0 3aIUTE UHPOPMAIIHHU.

Ataxka — 1ieJIeHanpaBieHHble JAEMCTBHUSI HApyIIMTENS C HCIOJb30BAaHUEM TEXHHUUECKHX U
(MM) TPOTPaMMHBIX CPEACTB C IETbI0 HApyUICHHs 3aJaHHBIX XapaKTePUCTUK O€30MacHOCTH
3alUIIaeMOI KPUIITOCPEICTBOM MH(GOPMAIIUHU W C LIETBI0 CO3/1aHUs YCIOBUH TSl 3TOTO.

be3onacHOCTh — COCTOSIHME 3AIIUINEHHOCTH JKU3HEHHO BAXKHBIX HWHTEPECOB JIMYHOCTH,
00IIeCTBa U FOCYIAPCTBA OT BHYTPEHHUX U BHENIHHX yIpo3’.

be3onacHoCTh 00BEKTa — COCTOSIHME 3AIIMIICHHOCTH O0bEKTa OT BHEUIHUX W BHYTPEHHHUX
yrpos3.

Ilpumeuanue

Lannoe onpedenenue pacnpocmparnsiemcs Ha a000U peanvHuli 00beKm, 6 Kauecmee
KOMOpPO20 MO2ym GblCMynams MexHuueckue cpeocmea, npocpammuble cpeocmed, UHGopmayus,

unghopmayuonnvie MexHonoculU, ungopmayuonHvlie cucmembl, unghopmayuonro-
meeKOMMYHUKAYUOHHbLEe CemU, 30AHUSL, COOPYHCEHUSA U M.O.
biokupoBanue MEePCOHAIBHBIX JTaHHBIX — BPEMEHHOE MIpEKpanieHue cbopa,

CUCTEMATHU3allN1, HAKOIIJIEHUsI, UCIIOJIb30BAHUS, PACIIPOCTPAHEHNUS NIEPCOHAIBHBIX JAHHBIX, B TOM
YHCIIE UX Tepenaun’.

BcerpanBanue kpuntocpencTsa — pouecc NOAKIIOUEHUS KPUIITOCPEACTBA K TEXHUUECKUM U
IPOrPaMMHBIM ~ CPEICTBAaM, COBMECTHO C KOTOPBIMH  MpEAINOJiaraeTcsi €ro  IITaTHoe
(GYHKIIMOHUpPOBaHME, 32 UCKIIOUEHHEM ITPOIecca HHCTAIUISIINY.

JoxymenTtupoBanHble (aexnapupoBanHbie) BozMoxkHoCcTH [IO (TC) — dyHKIMOHANBHBIE
BozmoxkHocTH [10 (TC), onucannsie B fokymentanuu Ha [10 (TC).

JlocTyr K nH(GOPMALUK — BO3MOXHOCTB MOJyYEeHHsT HH()OPMALIUK U €€ MCTIOIb30BAHUS .

JKu3HeHHO BakKHbIE MHTEPECHI — COBOKYITHOCTh MOTPEOHOCTEH, YIOBIETBOPEHUE KOTOPBIX
HaJIe)KHO OOecreynBaeT CYIIECTBOBAHME M BO3MOXKHOCTH IMPOrPECCUBHOTO Pa3BUTHS JIMYHOCTH,
o0IecTBa U rocyaapcTaa’,

3ammmaemas wHpOpManus — uHGOpPMaINKsA, I KOTOpol oOmamateneM HWHGOPMAIUHA
OTIpe/IeNIeHbl XapaKTePUCTUKU ee 0e3011acHOCTH.

WucTannsanust — ycTaHOBKA MPOTPpaMMHOTO MPOJYKTa Ha KoMIbioTep. MHCTamusIust 0ObIYHO
BBITIOJIHSETCS. TI0J, YIPAaBICHUEM HHCTAUIATOpAa — IPOrpaMMBbl, KOTOpas MNPUBOIUT COCTaB U
CTPYKTYpY YCTaHaBIMBA€MOI'O NPOrPAaMMHOIO H3JEIHs B COOTBETCTBUE C KOHQUrypauuen
KOMIIBIOTEpPA, @ TAaKXE HAcTpPauBaeT NPOrpaMMHBIE IapaMeTphbl COMIACHO THUILy HMEIOLIEHCs
ONEpAIMOHHON CHUCTEMBI, KJaccaM pelIaeMbIX 3ajad M pekuMaM paborel. Takum oOpazom,
MHCTAJUIALUSA J€JlaeT IPOrPaMMHBIM MPOMYKT NPUTOAHBIM JUIS MCIOJIB30BaHHSA B JIaHHOMN
BBIUMCIUTENIFHOM CHUCTEME W TOTOBBIM pEIIaTh OMNPEAENEHHBIM KJacc 3ajad B OIpe/eIeHHOM

' TOCT 34.003-90.

2 TOCT P 51624-2000.

3 3axon Poccuiickoit Oeneparun "O 6e3omacHOCTH.

4 MenepanbHbIA 3aKoH «O NEPCOHATBHBIX JAHHBIXY.

> ®denepanbubiii 3akoH «O0 nHbOpMaI, HHOOPMAITMOHHBIX TEXHOJOTHIX U O 3alTUTe HH(POPMALIAN.
¢ 3akon Poccuiickoii ®enepanuu "O GezomacHoCTH".



peskume paboThl’.

Undopmanus — cBeaenust  (cooOleHusi, JaHHbIE) HE3aBUCUMO OT  (opMBl  HX
IpEe/ICTaBIICHUS",

HNudopmanmonHas cuctemMa — COBOKYITHOCTb cojiepikalieiicss B 0a3ax JaHHBIX WHGOpMaIuu
¥ 00€CIIEUNBAIOIINX €€ 00pabOTKy MH(POPMAIIMOHHBIX TEXHOIOTHH U TEXHMYECKUX CPEICTB’.

WHdopmanmoHHas cucTeMa TEpPCOHANBHBIX  JaHHBIX — HHQOPMAIMOHHAsT  CHCTEMA,
NpeACTaBISIomas co00il COBOKYITHOCTh NEPCOHANBHBIX JTaHHBIX, COJIEpKAIIUXCs B Oa3e JaHHBIX, a
TaKkKe WH(QOPMAIIMOHHBIX TEXHOJOTUH W TEXHUYECKHX CPEICTB, IO3BOJSIONIMX OCYIIECTBIATH
00paboTKy TakMX MEPCOHAIBHBIX JAHHBIX C HCIOIb30BAHHMEM CPEJICTB aBTOMATH3alMH WU 0e3
UCIIONIL30BaHMs TaKUX cpencts'’.

WndopmanimoHHble  TEXHOJIOTHH — MPOLIECChl, METOABI  IOWCKa, cOopa, XpaHEHHs,
00pabOTKH, MPEAOCTABICHUS, PACIPOCTPaHEHHUS HH()OPMAIMH W CIIOCOOBI OCYIIECTBICHHUS TaKHX
IPOIIECCOB U METOIOB''.

HNHpOopMamoHHO-TeIeKOMMYHUKAITHOHHAS CETh — TEXHOJIOTHIECKas cucrema,
npeAHa3HauYeHHas JUisd [epelayd [0 JIMHUSAM CBA3M HMH(OpPMAIlUMHM, JOCTYH K KOTOpOH
OCYILECTBISETCS C UCIIOIb30BAHUEM CPEICTB BHIUMCIIUTEILHON TEXHUKH .

WNHdpopmManinoHHO-TEIEKOMMYHUKAIMOHHAs CETh OOILEro Mojb30BaHUs —MH(OPMAIIMOHHO-
TEJIEKOMMYHUKAI[HOHHAS. CETh, KOTOpas OTKPBITA UISI WCIOJNB30BaHUS BCEMHU (DH3MUECKUMHU W
IOPUIMYECKUMH JIMLAMH U B YCIIYTax KOTOPOM 3THM JIMLIAaM HEe MOXET ObITh OTKa3aHoO.

Hcnonb30BaHne TEPCOHANBHBIX  JTAHHBIX — JEHCTBUS  (OMEpamnun) ¢ TePCOHATBHBIMA
JAHHBIMM, COBEpILAEMBbIEC OINEPATOPOM B IENAX MNPHHATUS DPEUICHUH WIM COBEPIIEHUS HHBIX
NEHCTBUH, MOPOXKAAIONINX IOPHINYECKHE TMOCIEICTBUS B OTHOIICHHUH CYyOBEKTa IepCOHATBHBIX
JAHHBIX WM JPYTruX JUI JIMOO WMHBIM 00pa3oM 3aTparvBaroLIUX IpaBa U CBOOOIBI CyOBEKTa
HEPCOHAJILHBIX JAHHBIX WM JPYTHX JIUIL".

Kanan ataku — cpenia nepeHoca ot cyObekTa K 0ObEKTY aTaku (a, BOSMOXHO, M OT 00bEKTa K
CYOBEKTY aTaku) IEeHCTBHIA, OCYIIECTBISIEMBIX ITPH MTPOBEICHUH aTaKH.

KonTponupyemas 30Ha — IPOCTPAHCTBO, B IpeJieax KOTOPOTO OCYLIECTBISETCS KOHTPOIb
3a mpeObIBaHUEM U JEHCTBUSMHU JIUI] U (WJIH) TPAHCIIOPTHBIX CPEJCTB.

I'panureil KOHTpPONIHMPYEMOH 30HBI MOXKET OBITh: MEPUMETP OXpaHAEMONH TEPPUTOPHH
npeanpusaTus (YIpexkIeHus), OrpakIaloNine KOHCTPYKIIMH OXPaHSIEMOro 3/IaHUs, OXpaHsSeMOU
YaCTH 3[aHHUs, BBIIEIEHHOTO OMeNIeHus .

KonpuaenmmansHOCT ~ WHPOpPMAIUH — 00S3aTEIbHOE  UIT  BBITMIONHEHHUS  JIMIIOM,
MNOJTYYMBIIUM JIOCTYN K OIpelesieHHOW uH(opMaluy, TpeOoBaHHWE HE TIepeaaBaTh TaKylo
UH(POPMAIIHMIO TPETHUM JIMIaM Oe3 cortacus ee oonagaress .

KoHpuaeHnanbHOCTh ~ MEpPCOHANBHBIX  JAHHBIX — 00s3aTeNIbHOE  JUIL  COOJIOICHMSA
OTIepPaTOPOM HJIM WHBIM TOJYYHBIIUM JIOCTYIl K MEPCOHAJIBHBIM JaHHBIM JIUIIOM TpeOOBaHHE HE
JIOITyCKaTh UX pPacHpoOCTpaHeHHs Oe3 commacusi cyObeKTa MepCOHATbHBIX JAHHBIX WIM HAJTUYUs
MHOTO 3aKOHHOTO OCHOBaHWUs'°.

Kpunrorpapuueckn omacnas wuHpopmauus (KOW)—undpopmanus o0  COCTOSHUSAX
KPHUIITOCPE/ICTBA, 3HAHKE KOTOPOIl HApyIIUTEJIeM TIO3BOJIUT €My CTPOHTH alTOPUTMBI OTIPEIEICHUS
KJIFOUeBOU MHPOpMAIUK (WK €€ YacTH) WIH aITOPUTMbI OECKIII0YEBOTO YTECHUSI.

KpunrocpenctBo — mmdpoBanbHoe (KpUnTorpaguueckoe) CpeacTBo, MpeIHa3HAYCHHOE IS
3alIUThl MHGOPMALMU, HE COAEpKalleld CBEJCHHMH, COCTABISIONIMX TOCYIapCTBEHHYIO TaiiHy. B

7 B. Jlopor, ®. HoBukoB «TONKOBBIH CIIOBaph COBPEMEHHOM KOMIBIOTEPHOM Nekcuku», CI16., BXB-IletepOypr, 2004.

8 ®denepanbrblil 3akoH «O0 nHbOpMaIl, HHOOPMAITMOHHBIX TEXHOJIOTHIX U O 3alTUTe HH(POPMALIUN.

? denepanbHpli 3aKoH «O6 HHbOpPMALKH, HHPOPMALMOHHBIX TEXHONOTHSX H O 3aIIUTE HH(DOPMALIH.

10 Mdenepanbhblii 3aK0H «O MEPCOHATBHBIX JAHHBIXY.

! Denepanbubiii 3akon «O6 HH(OPMAIHH, MHPOPMAMOHHBIX TEXHOIOTHSX H O 3aIIHTE HH(YOPMAITHH».
12 DenepanbHblii 3ak0H «O6 HHPOPMALIH, HHYOPMALMOHHBIX TEXHOIOTHSX 1 O 3aIHTe HHPOPMALII.
®enepanbHbIi 3aKk0H «O NEPCOHANBHBIX TaHHBIXY.

" TOCT P 51624-2000.

denepanbhbiii 3ak0H «O0 nHGOpMaIK, HHPOPMAMOHHBIX TEXHOJIOTHUSX U O 3aIIUTE HH)OPMAIHN».
DenepanbHbli 3aK0H «O MEPCOHANBHBIX AaHHBIX .



YaCTHOCTH, K KPHUIITOCPEICTBAM OTHOCSTCS CpPEACTBA KPUNTOTpapUuecKol 3amuThl UH(GOpMaLUn
(CK3M) - mudpoBanbHbie (KpuntorpadguuecKue) CpeacTBa 3aluThl HHHOPMAIH C OTPAHUICHHBIM
JI0OCTYIIOM, HE COJIEpIKAIIEH CBENEHHH, COCTABISIOIIMX TOCYIAPCTBEHHYIO TaliHy' .

Mozenb HapyIuTeNs — MPEANONI0KEHUS O BO3MOKHOCTAX HAPYIIUTENS,, KOTOPbIE OH MOXET
UCITIOJIb30BaTh ISl pa3padOTKM M TPOBEACHHMS arak, a Takke OO0 OrpaHMYeHMSX Ha OSTH
BO3MOYKHOCTH.

Mogens yrpo3 — nepe4eHb BO3MOKHBIX yIpo3.

Hapymmrens (cyObekT araku)—auno (WiId WHULUHPYEMBIH UM IIpoliecc), MPOBOAAIIEE
(TpoBOASIINIA) aTaKy.

HerarusHebie (byHKIMOHAIbHbBIE BO3MOYXHOCTH — JIOKYMEHTUPOBAHHbIE u
HEIOKYMEHTUPOBAHHBIX ~ BO3MOXKHOCTM  IIPOIPaMMHBIX M alllapaTHbIX  KOMIIOHEHTOB
KPUIITOCPENCTBA U cpeibl GYHKIIMOHUPOBAHUS KPUITOCPEICTBA, IO3BOJISIFOIINE:

Moau(UIUpPOBaTh WM MCKaXaTh aJIrOPUTM pabOThl KPUIITOCPEJICTB B IpOIEcce HX
UCIIOJIb30BaHUS;

MoAM(UIMpPOBaTE WM HCKAXaTh WHGOPMALMOHHBIE WM YHPABISIOMIME IOTOKH U
IIPOLIECCHI, CBA3aHHbIE C (PYHKIIMOHUPOBAHUEM KPUIITOCPEACTBA;

nojayyarb JOCTYNl HapylIUTENsIM K XpaHALIeWcs B OTKPBITOM BHUAE KJIKOUEBOM,
UACHTU(DUKAIIMOHHOW M (WiIM) ayTeHTHUIUpyroue uHpopMmanuu, a Takke K 3alluiaeMon
UH(POPMAIUH.

HenoxymeHnTupoBaHHbIE (HenexIapupOBaHHBIE) BO3MOXXHOCTH 1O (TC) -
¢dynkumonanbabie Bo3MoxxHOCTH [10 (TC), He onucaHHbIE UM HE COOTBETCTBYIOIINE ONMCAHHBIM B
JOKYMEHTAI[MH, TMpPU  HCIOJIb30BAaHUM KOTOPBIX BO3MOXKHO  HapylIEHHE XapaKTepUCTHUK
0e30MacHOCTH 3aIUIIaeMoit uadopmarmu'®,

Hocutenu cBeneHuii, cocTapisiONIMX rOCyIapCTBEHHYIO TailHy, — MaTepuajibHble 0OBEKTHI,
B TOM 4Hcie (pu3nYecKue Iojsi, B KOTOPBIX CBEIEHUS, COCTABIAIOIINE TOCYIAPCTBEHHYIO TaifHY,
HaXoJsT CBOE OTOOpa)KeHHE B BUJE CHUMBOJIOB, O0Opa30B, CUTHAJIOB, TEXHUYECKUX pEIICHUN U
nporeccos’’.

Illpumeuanue

Tak Kak 1O CBOEW NPHUPOAE CBEAECHUS, COCTABISIIOIIME TOCYIApCTBEHHYIO TailiHY, HE
OTIIMYAIOTCA OT BCEX OCTAJIbHBIX CBEICHHI, TO NPUBEACHHOE OINpENeIeHHE MOXXHO KOPPEKTHO
UCIIOJIb30BaTh JJIs1 JIIOOBIX CBEJCHUH.

VYuurteiBas omnpeneneHUE TMOHATUS «UHPOpMALMs», TEPMUH «HOCHUTEIb HH(POPMAIHI)
MOJKHO HCII0JIb30BaTh B KAYECTBE CHHOHMMA TEPMHUHY «HOCUTENb CBECHUID.

O06e31MuuBaHUEe NEPCOHAIBHBIX JTAHHBIX — JEHCTBUS, B PE3Y/IbTaTe KOTOPHIX HEBO3MOXKHO
OTIPENIeNIUTh TMPHUHAUIEKHOCTh MEPCOHATBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY MEepCOHAIbHBIX
TaHHBIX .

Ob6nanarens WHGOPMALMHU — JIUIIO, CAMOCTOSTENBHO CO37aBlliee HH(pOpMaIHo  JTHO0
MOJTyYMBIIEe HA OCHOBAHMU 3aKOHA WJIM JOrOBOpa MpPaBO pa3peliarbh UM OrPaHUYUBATh JOCTYH K
MH(OPMAIMH, OTIPEAEIIEMON MO KAKUM-JIM00 NpU3HaKaMm®',

OO0paboTka NepcoHaIbHBIX JaHHBIX — ACUCTBUS (ONEpalnn) C NepCOHATBHBIMU JaHHBIMH,
BKJIIOUasi cOOp, cHcTeMaTU3alfio, HAKOIUIEHHE, XpaHeHHe, yTouHeHHe (0OHOBIEHHE, U3MEHEHHE),
UCIIOJIb30BaHUe, pacHpOCTpaHEHHE (B TOM 4YHCIe Mepenady), oOe3nnyuBaHHUe, OJIOKHPOBaHUE,

17 @lonoxenne o pa3paboTKe, MPOM3BOACTBE, PCATU3AUN U IMUPPOBAITBHBIX (KPUITOrPpaUIECKUX) CPEACTB 3allIATHI
nndopmaryu (Ionoxenue ITK3-2005)», 3aperncrpupoaHo Muntoctom Poccun (perncrparmonnsiii Ne 6382 or 3 mapra
2005 roma)

8 JlanHoe  ompemeneHue  ABIAeTCs  O0OOLIEHMEM  ONpPENENEHMs  IOHATHA  «HEJNOKyMEHTHPOBAHHBIE
(nenexnmapupoBanHbie) Bo3MoxkHocTu 10y, nmpuBenenHoro B PykoBoasiiem aokymente l'octexkomuccuu Poccum.
«3amuTa OT HECAaHKIMOHHPOBAHHOTO nocTyma K uHopmarmu. Yacte 1. IlporpammHOoe obecrieueHHe CpencTB
samuThl uHbopManuu. Krnaccudukaius mo ypoBHIO KOHTPOJS OTCYTCTBHS HEACKIAPHPYEMBIX BO3MOKHOCTEH)»
(BBeneH B neiictBue [Ipukazom [Ipencenarens T'ocrexkomuccun Poccun Nel14 ot 04.06.1999).

3akon Poccuiickoit @eneparun "O Ge3omacHOCTH".

®enepanbHblil 3aK0H «O MEPCOHANBHBIX JAHHBIX).

19
20

21 .
DenepanbHblii 3aKk0H «O0 nHOpPMaIK, HHPOPMALMOHHBIX TEXHOJIOTHSIX U O 3aIlIUTE HH()OPMALIN».



YHUYTOXKEHHUE TIEPCOHATLHBIX JAHHBIX ™,

OO61enocTynHbie NepcoHaIbHbIE JTaHHbIE — [IEPCOHAJIbHBIE JaHHBIE, JOCTYI
HEOTPAaHMUYEHHOT0 Kpyra JHUIl K KOTOPBIM IPEJOCTaBICH C COMIAcHs CyOBbEKTa MNEepCOHAIbHBIX
JAHHBIX WJIM Ha KOTOpbIE€ B COOTBETCTBHM C (hefepalbHbIMU 3aKOHAMHU HE paclpOCTpaHseTcs
TpeGoBanre COOMONEHNS KOHPUIEHIMATBHOCTU .

O6bexT nHPOpPMATU3ALUN — COBOKYITHOCTh HH()OPMALIMOHHBIX PECYPCOB, CPEACTB U CUCTEM
0o0paboTku HH(}OpMAIMK, HCIOIB3yEMBIX B COOTBETCTBHUM C 3a/JaHHONH HH(OpMAIMOHHON
TEXHOJIOTUEH, CpeICTB olecneueHuss oObekTa HHQPOpMAaTHU3alMK, MOMEUIEHUH WM OObEKTOB
(31aHMi, COOPYKEHHH, TEXHUYECKUX CPEACTB), B KOTOPBIX OHU YCTAHOBJIEHBI, MJIM TOMEIIECHHS U
OOBEKTHI, TIPETHA3HAYEHHBIE IS BEAEHHS KOHQHIEHIMAIBHBIX IEPETOBOPOB=",

Omneparop — rocynapcTBEHHbII OpraH, MYHUIMIAIbHBIA OpraH, HOPUIUYECKOE WIH
(bU3HYECcKOe JUI0, OPTraHU3YIONIKEe U (MJIH) OCYIIECTBISMIOMNUE 00pab0TKy IEPCOHABHBIX JaHHBIX,
a TaKKe OMPEIEISIONIHE LETU U COJlepKaHne 00pabOTKU MEPCOHAIBHBIX JTAHHBIX ™,

Ony6nukoBanHble BO3MOXKHOCTH [1O wmnum TC — BO3MOXKHOCTH, CBENEHUS O KOTOPBIX
COZIEpKaTCs B OOIIETOCTYITHBIX OTKPBITBIX UCTOYHHKAX (TEXHUYECKUE U JFOObIe Ipyrue Marepuatbl
pa3paborunka [IO wiu TC, monorpadum, nyonukauuu B CMMU, martepuansl koHbepeHUUH H
npyrux ¢popymMoB, nHpopmMalus u3 cetu Internet u T.71.).

[lepconanbHble JaHHBIE — Jt00ass HHQOpPMAIMS, OTHOCSIIASCS K ONPEACIEHHOMY WIIH
oTpeseNIIeMOMY Ha OCHOBAaHMH Takoil nHpopManuu pusnyeckomy Juny (CyObeKTy NepCOHaTbHbIX
JAHHBIX), B TOM 4HClie ero (aMuiusi, UMs, OTYECTBO, TOJ, MECSL, JlaTa U MECTO POXKIEHHUS, ajpec,
ceMeifHoe, ColMaabHOe, UMYIIECTBEHHOE IOJIOKEeHHE, 00pa3oBaHue, Mpodeccus, TOXObl, Apyras
UHpOpMAIHI .

[Tonb30Barenp — U0, Y4aCTBYIOIIEE B AKCIUTYaTallUd KPUIITOCPEACTBA MIIM MCIIONb3YIOLIEE
pe3ynbTaThl €ro PyHKIHOHUPOBAHUS.

I1O — nporpamMHoe obecrieyeHue.

Pacripoctpanenue mnepcoHadbHBIX JaHHBIX — ACWCTBUS, HAalpaBICHHbIE Ha Iepeaady
NEePCOHAJBHBIX JAHHBIX OMNpPEIeNICHHOMY Kpyry JuIl (Tmeperaya NMEpCOHAJbHBIX JAHHBIX) WM Ha
O3HAaKOMJICHHE C T[€pPCOHAJbHBIMU JaHHBIMU HEOTPAaHMYEHHOTO Kpyra JUI, B TOM 4HCIE
00HapOJOBaHUE NEPCOHAJBHBIX JAHHBIX B CPEICTBAX MAacCOBOM HH(OpMaIMM, pa3MelleHHe B
MH(GOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIU MPEeA0CTaBIeHHE JOCTyNa K MepCOHaIbHBIM
JMAHHBIM KaKMM-THM00 UHBIM cIocooom?’.

CrieunanbpHasi 3allldTa — KOMIUIEKC OPIraHM3allMOHHBIX M TEXHUYECKHX MEpONpHUATHH,
00ecreYrBaONUX 3aIUTY HHPOPMALIMU OT YTEUKH 110 KaHajJaM MOOOYHBIX U3TYYEHUH 1 HABOJOK.

Cpena ¢ynkunonupoBanusi kpumnrocpeactBa (CPK)— COBOKYNHOCTh TEXHHUYECKUX U
IPOTPaMMHBIX CPEJCTB, COBMECTHO C KOTOPBIMH MHPEAINOJIAraeTcsi MTaTHOE (PYHKIIMOHHMPOBAHUE
KPUITOCPEICTBA M KOTOpPBHIE CIOCOOHBI TOBIMSTH HAa BBIINOJHEHHE NPEIbIBISIEMbIX K
KPHUIITOCPE/ICTBY TPeOOBaHUIA.

CpenctBo 3aMThl HHPOPMALIUK — TEXHUYECKOE, POrPaMMHOE CPEJCTBO, BEHIECTBO U (HMJIN)
Marepuall, IpeIHa3HAYEHHbIE UJIH UCTIONb3yEMBIE JUIS 3aIUThl HHPOpMALHn™®,

CpenctBo BbrunciauTenbHoit TexHuku (CBT) - cCOBOKyImHOCTh MpOrpaMMHBIX U TEXHUYECKUX
SIIEMEHTOB CHCTEM OOpabOTKH MAHHBIX, CHOCOOHBIX (PYHKIIMOHHPOBATH CaMOCTOSTEIbHO WIH B
COCTaBe JPYIHX CHCTEM™’.

TpaHcrpanuuHas Iepenaya MEPCOHANBHBIX JAHHBIX — [I€peadya IEPCOHAIbHBIX JaHHBIX
onepatropom dyepe3 locymapcTtBeHHyro rpanuily Poccuiickoit ®@enepanuu oOpraHy BJIacTH

2 MenepanbHbIN 3aKoH «O MEPCOHATBHBIX JAHHBIXY.

DenepanbHbIN 3aK0H «O MEPCOHANBHBIX JaHHBIX».
* TOCT P 51275-99.
¥ @enepanbHbIii 3aK0H «O TEPCOHATBHBIX JAHHBIXY.
®enepanbHbIi 3aKk0H «O NEPCOHANBHBIX TaHHBIXY.
®denepanbHbIi 3ak0H «O MEPCOHANBHBIX TaHHBIXY.
*  TOCT P 50922-96.
¥ TOCT P 50739-95.
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MHOCTPAHHOTO IOCYIapCTBa, (PU3NUECKOMY WU FOPHIMYECKOMY JIMILYy HHOCTPAHHOTO TOCYIapcTBa’™.

TC — TexHUUYECKOE CPENCTRO.

VYrpo3a 0€30MacHOCTH — COBOKYITHOCTh YCJIOBHM M (PaKTOpOB, CO3AAIOLIMX OMACHOCTb
’KU3HEHHO Ba)KHBIM HHTEPECAM JIMUHOCTH, OOIECTBA U TOCYIapCTBa’ .

VYrpo3a 6e30macHOCTH OOBEKTa — BO3MOXKHOE HapyIlIeHHE XapaKTepUCTUKU O€30MacHOCTH
00BeKTa.

YHUYTOXKEHUE TEPCOHAIBHBIX JAHHBIX — JEHCTBUS, B PE3YJIbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTaHOBHTbH COZEpKaHHE MEPCOHANbHBIX JAHHBIX B MH()OPMALMOHHOW CHCTEME MEPCOHAIBHBIX
JAHHBIX WM B PE3YJIbTAaTe KOTOPBIX YHUYTOXKAIOTCS MaTepUalibHbIE HOCUTENHM NEPCOHAJIBHBIX
TAHHBIX Z.

VYenemHas araka — araka, JOCTUTIIAs CBOEH LIEIH.

YpoBeHb  Kpunrorpaguueckoil  3auThl  MHGOPMAIUU — COBOKYITHOCTh  TpeOOBaHMIA,
IPENBABISIEMbBIX K KDUIITOCPECTBY.

XapakTtepucTuka 0e30MacHOCTH 00BeKTa — TpeOOBaHME K OOBEKTY, WM K YCIOBHSIM €Tro
CO3JaHMsI W CYIIECTBOBaHUS, WIM K HMHPoOpManmuu o0 OOBEKTE W YCIOBUSX €ro CO3JaHHus U
CYLIECTBOBAHMSI, BBIMIOJIHEHNE KOTOPOrO HEOOXOIUMO i 0OeCreueHus 3alUIEHHOCTH )KU3HEHHO
B)XHBIX MHTEPECOB JINYHOCTH, OOIIECTBA HITH TOCYIapCTBa.

[Mudposanbhbie (kpunTorpaduyeckre) CpeacTna:

a) cpeacTBa  MM(POBAaHUS — alapaTHble, MPOrpaMMHbIE M amllapaTHO—IPOTrpaMMHBIE
CpPEeICTBa, CHUCTEMbl M  KOMIUIEKCBHI, pEAJM3YIOUIMEe  alTOPUTMbl  KpPUNTOTpaduvyecKoro
npeoOpa3oBaHusl UHPOPMAIIUN U MPEAHA3HAYEHHbIE JUIS 3aIIMThl MH(GOpPMAIMK MPH Iepenayde Io
KaHajaM CBSI3U M (WJIM) JUIsl 3aIlIMThl MHQOPMALMKU OT HECAHKIIMOHHWPOBAHHOTO JOCTyHa MpU ee
00paboTKe U XpaHEHUH;

0) cpeacTBa MMHUTO3AIIUTHI — allllapaTHbIE, MPOrpaMMHBIE W  anlapaTHO—TIPOrpaMMHBIE
CPEACTBA, CHUCTEMbl U  KOMIUIEKCHI, pEAJM3yIOIlue  aJrOpUTMBl  KpUOTOrpaduuecKkoro
npeoOpazoBaHusi WHGOpPMAMU M TpeAHa3HAYEHHbIE [UIsl 3aIIUThl OT HaBSA3BIBAHUS JIOXKHOMN
UH(pOpMaIuHy;

B) CPEICTBA AIEKTPOHHON HU(PPOBOM MOAMUCH — allapaTHbIe, IPOrpaMMHBIE U allapaTHO—
NpOrpaMMHBIE CpENICTBa, OOECleUunBAIOIINEe HAa OCHOBE KpHUMNTOrpaduyeckux NnpeodpazoBaHUN
peaTu3anuio XOTs Obl OJTHOM U3 CeAYIoMMX (PYHKIHA: CO3MaHne dIEKTPOHHOU IU(PPOBON MOATUCH
C HCHOJb30BAaHHUEM 3aKPBITOTO KIIOYa 3JIEKTPOHHOW IM(PPOBOM MOANHMCH, TMOATBEPKIECHHE C
HCIIOJIb30BaHUEM OTKPBITOTO KIFOUa 3JIEKTPOHHOM IIU(PPOBOI MOJNMCH MOUIMHHOCTH 3JIEKTPOHHOMN
U(POBOI MOAMUCH, CO3JaHHE 3aKPBITHIX U OTKPBITHIX KIIOYEH MEKTPOHHOHN H(POBO moanucu;

) CpecTBa KOAMPOBAHUS — CPE/ICTBA, PEATU3YIOIINE aITOPUTMbl KPHUITOTPaduIecKoro
npeoOpa3oBaHus MH(OPMAIMK C BBHIMOJHEHUEM YacTH MPeoOpa3oBaHMs MyTEM PYUHBIX OIEpanuit
WM C UCTIOIb30BaHHEM aBTOMATH3MPOBAHHBIX CPEJCTB HA OCHOBE TaKHX OINepaluii;

J1) CPEACTBAa M3TOTOBJICHHUS KIIIOUEBBIX JIOKYMEHTOB (HE3aBUCHMMO OT BHJA HOCHTEIS
KIIIOUE€BOM MH(pOpMAIIIH);

€) KJIIOYEBBIE JJOKYMEHTHI (HE3aBUCHUMO OT BUJIA HOCUTENS KIIFOUEBOM MH(OpMarmm)®.

OcHOBHBIE MOJI0KEHU S

Pabotel mo obecreueHHI0 € TOMOIIbIO KPUNTOCPEACTB OE30IMacCHOCTH MNEepPCOHATIBHBIX
JaHHBIX TpU uX o00paboTke B HMH(POPMALMOHHBIX CHUCTEMaX IEPCOHANBHBIX JIAHHBIX C
UCIIOJIb30BaHUEM CpEACTB aBTOMAaTH3alMM (Jajee — MH(OPMAIMOHHAs CUCTEMA) MPOBOISATCS B
COOTBETCTBUH CO CJIEIYIOIIMMU OCHOBHBIMU JIOKYMEHTAMU:

@enepanbHblii  3akoH  oT 27 wmions 2006 roma  Ne 149-03  «O6 wunpopmanmw,
WH()OPMAITMOHHBIX TEXHOJIOTHSIX U O 3alUTe WHHOPMAITHI;

0 ®enepanbHblii 3aK0H «O MEPCOHANBHBIX JAHHBIX».

3akon Poccuiickoit @eneparun "O Ge3omacHOCTH".

®enepanbHbIi 3aK0H «O EPCOHANBHBIX JaHHBIX .

[ocranosnenne IlpaBurenscrBa Poccuiickoit ®enepanyn ot 23 centsiops 2002 roga Ne 691 «O6 yTBepkaeHUH
MOJIOKEHU O  JIMIEH3UPOBAHUM  OTHEJIBHBIX BHJOB  JICTEIBHOCTH, CBSI3aHHBIX C  HIM(POBAJIbHBIMU
(xpuntorpaduuecknmu) cpencreamu» (CoOpanue 3akoHonmarenscTBa Poccuiickoir @epeparym, 2002 1., Ne 39,
ct. 3792).



®enepanbhblil 3ak0H 0T 27 utona 2006 rona Ne 152-D3 «O nepcoHaIbHBIX JaHHBIX»;

[Tonoxenune o0 obecrieueHUH OE30MACHOCTH MEPCOHAIBHBIX JAHHBIX MPH UX 00pabOTKe B
UH(QOPMAIIMOHHBIX ~ CHUCTEMax MEepPCOHAJbHBIX JIAaHHBIX, YTBEP)KACHHOE MOCTAHOBJICHHEM
[IpaButenscTBa Poccutickoit ®eneparuu ot 17 Hosiopst 2007 roma Ne 781 (manee — [onoxenue);

[Mopsimox mpoBeneHust kiaccupukanuu MHOOPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBIX,
yrBepxkaeHHbd  Tipukazom DPCTOK Poccun, ®Cb Poccum um Munundopmcssazu Poccunm ot
13 despans 2008 roga Ne 55/86/20 (3apeructpupoBan Muntoctom Poccun 3 ampens 2008 roxa,
peructpanroHHbId Ne 11462) (nanee — [lopsiiox);

[Tonoxenue o pazpaboTke, MPOU3BOJCTBE, pealu3allii M HKCILTyaTaluu MH(POBaIbHBIX
(xpunirorpadguueckux) cpencts 3auuTsel uHbopmamu (Ilonoxenue I1K3-2005), yTrBepxaeHHOE
npukazom ®CB Poccun ot 9 despans 2005 roga Ne 66 (3apeructpupoBan Muntoctom Poccun 3
Mmapta 2005 roxa, peructpanroHHbIi Ne 6382);

TunoBble TpeOOBaHUS MO  OpraHU3alMM ¢ OOECHEUYEeHUI0  (PYHKIHOHHUPOBAHUS
mUPPoBaNbHBIX (KpUNTOrpaduIeCcKrX) CPEACTB, MPeIHA3HAYEHHBIX JJIs 3aIlIUThl HHGOPMAIUH, HE
coJeprKalllel CBEIEHU, COCTABISAIOUINX FOCYAapCTBEHHYIO TaliHy, B CIy4ae UX UCIIOJIb30BaHUS 1JIs
oOecrieueHrss 0€30MACHOCTH TEPCOHAJBHBIX JAaHHBIX NpU UX 00paboTKe B HMH(POPMALMOHHBIX
cuctemax nepcoHanbHbIX JaHHBIX (PCB Poccuu, Ne 149/6/6-622, 2008);

HacTosmue MeToanyeckue peKoMeH 1alluu.

B coorBerctBun ¢ 1.2 IlonmoxkeHus O0e30MacHOCTh NEPCOHAIBHBIX JaHHBIX NpPU HUX
00paboTke B HWHGPOPMAIMOHHBIX CHCTEMaxX OOECTIEUYMBAETCS C TOMOIIBI0 CHCTEMBI 3alUTHI
NEPCOHABHBIX JTAHHBIX, BKJIIOYAIOLIEH OpraHU3alliOHHBIE MEPhI U CPECTBA 3alUTHl HHPOPMALIUU
(B ToM wumcie muppoBadbHble (KpUNTOrpaQUuecKue) CpeAcTBa, CPEeACTBa MPEIOTBPALCHUS
HECaHKI[MOHUPOBAHHOTO JIOCTYIA, YTEUYKW MH(POPMALMU 1O TEXHHUYECKUM KaHaslaM, IPOrpaMMHO-
TEXHUYECKUX BO3/IEUCTBUN HA TEXHUUECKHUE CPEACTBA 00pAaOOTKU MEPCOHATBHBIX JIAHHBIX), @ TAKKE
UCTIOJIb3yeMble B HMH(OPMAIMOHHON cHucTeMe WH(POPMALMOHHBIE TEXHOJIOTUU. TeXHUYEeCKue Hu
IIPOrpaMMHBIE  CpPEACTBA JIOJDKHBI  YJOBJIETBOPATH YCTaHABIMBAa€MbIM B COOTBETCTBUU C
3akoHOnaTenbcTBOM  Poccuiickoit  @enepauuu  TpeOoBaHMSAM, OO0ECIEUMBAIOIIMM  3AILUTY
uHbOpMaIIH.

B cootBerctBuM ¢ 1. 12 TlomoxeHuss HEOOXOAMMBIM YCIOBHUEM pPa3pabOTKH CHUCTEMBI
3alIUTHl TEPCOHANBHBIX JIAaHHBIX sBiIgeTcd (OPMUPOBAHUE MOJEIM yrpo3 0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX (Jajlee — MOJIEb YIPO3).

Kpome »storo, B coorBerctBuu c¢ 1. 16 Ilopsnka wmomens yrpo3 HeoOXoauma JUis
OTpe/esIeHus KJlacca CrieualbHOW HHPOPMAITMOHHONW CHCTEMBI.

Mogens yrpo3 ¢opMupyeTcss U YTBEPXKIAeTCS ONEpaTopoM B COOTBETCTBUU C
METOJIMYECKHUMHU JOKYMEHTaMH, pa3pa0OTaHHBIMM B COOTBETCTBUHU C IYHKTOM 2 TOCTaHOBJIEHUS
[TpaButensctBa Poccuiickoit ®enepaunu ot 17 HoaOps 2007 . Ne 781 «O6 yTBepxkaeHUU
[Tonoxxenust 06 oOecrieueHMH OE30MACHOCTU TEPCOHANBHBIX MJAHHBIX TNPH HX OOpaboTKe B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX» .

B caywsae oOecneueHuss 0O€30MacHOCTH NEPCOHATBHBIX JaHHBIX 0€3 HCIOIb30BAHUS
KPUNTOCPEACTB IpU (OPMUPOBAHUU MOJEIH YTPO3 HCIOJB3YIOTCS METOAWYECKHUE JTOKYMEHTHI
OCTIK Poccun.

B cinywae ompeneneHuss omepatopoM HEOOXOIMMOCTH OOecredeHus 0e30macHOCTH
NEePCOHATBHBIX JAHHBIX C MCIIOJIb30BAHUEM KPUIITOCPEACTB MpH (POPMUPOBAHMM MOJEIH YIpo3
ucnonbp3yroTcss Mertogudeckue JokyMeHTbl DCTOK Poccum w  Hacrosmume Metogudeckue
pexomenmauuu. Ilpm 3toM un3 1Byx coxepxkamuxcs B gokymeHtax @OCTOK Poccun n
MeToanvecknx peKOMEHIAIMAX OJJHOTUITHBIX YIPO3 BIOUpaeTcs 0oiee onacHasl.

ITo cornacoBanuto ¢ ®CTIK Poccun u ®Ch Poccun nomyckaercst GopMUpOBaHUE MOJETU
YIpO3 TOJBKO Ha OCHOBAHUY HACTOSAIMX METOIMYEeCKUX PEKOMEHIAIIHIA.

IIpu oOecneyeHnn O€30MACHOCTH TEPCOHANBHBIX JAaHHBIX MpU  00paboTKe B
WH()OPMAITMOHHBIX CHCTEMax, OTHeCeHHbIX K kommeTeHiuu OCb Poccum, Momenu yrpos
(bOopMHPYIOTCS TOIBKO HA OCHOBAaHMH HACTOSIIMX MeTONUeCKUX PEKOMEHJalUM.

3 Cobpanue 3akoHonarenbcTa Poceuiickoii ®enepamu 2007, Ne 48, wacts 11, ct. 6001.



B cnysae wucnonb3oBaHuMS B MH(POPMALMOHHOM CHUCTEME KPHUITOCPEACTB  IpH
HEOOXOAMMOCTH K (POPMHUPOBAHUIO MOJETU YTpO3 MOTYT npuBiekarbes nuien3uarel @Ch Poccun,
SBJISIFOIIMECS Pa3padOTYMKAMU KPHUITOCPEACTB WM CIEHUAIN3UPOBAHHBIMU  OpPTraHU3ALUSIMH,
MIPOBOJIALIMMH TEMaTHUECKHE UCCIIEI0BaHUS KPUIITOCPEICTB.

Mopenb yrpo3 MOXeT ObITh IEPeCMOTPEHA:

[0 PEUICHHIO OrepaTopa Ha OCHOBE MEPUOAMYECKH MPOBOIMMBIX UM aHajlW3a U OLEHKU
yrpo3 0€30MacHOCTH NEepPCOHAJbHBIX JaHHBIX C Y4eToM OCOOeHHOCTeH U (WiIM) H3MEHEHHMH
KOHKpPETHOM MH(OPMALIMOHHON CUCTEMBI;

0 pe3ysibTaTaM MEpONPUSATHIA 110 KOHTPOJIIO 3a BBIIOJHEHUEM TpeOOBaHUH K 00eCIeueHUI0
0€3011acCHOCTH MEePCOHAIBHBIX JIaHHBIX IIPU UX 00paboTKe B MHPOPMAIIMOHHOM CHCTEME.

Metonosorust GopMHpoOBaHUs MOJEJIH YIPO3

OO61re NpUHIUITBI

Pa3paboTtka Mozienu yrpo3 1oibkHa 0a3UpoBaThes Ha CISTYIOIUX MPUHIUIAX:

1) be3onacHOCTh EPCOHANBHBIX JTaHHBIX MPU UX 00paboTKe B MHGOPMAIIMOHHBIX CHCTEMaX
o0ecrieyrBaeTcsi ¢ MOMOUIbI0 CHUCTEMbI 3alUThl MEPCOHAIBHBIX AAaHHBIX (M. 2.2 MeTonnuyeckux
PEKOMEH 1IN ).

2) Ilpu popMHUpPOBaHUH MOJIENIN YIPO3 HEOOXOIUMO YUUTHIBATh KaK yTrPO3bl, OCYIIECTBICHUE
KOTOPBIX HapyllIaeT 0e30MacHOCTh MEPCOHANBHBIX JTAHHBIX (J1ajiee — MmpsiMasi yrpo3a), Tak U yrpo3bl,
CO3/IaI0IIME YCIIOBUS /IS MOSIBIIEHUS IPSMBIX YIpo3 (Jlajee — KOCBEHHBIE YTPO3bl) UM KOCBEHHBIX
yIpo3.

3) IlepconasibHble JaHHBIE 00pPabATHIBAIOTCS M XPaHATCA B MH(OPMAIIMOHHON CHCTEME C
UCIIOJIb30BaHUEM ONPEIECICHHbIX HH(GOPMAIIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPENCTB,
HOPOXKJIAIOMIUX OOBEKTHI 3aLIUThl PA3IMYHOIO YPOBHS, aTakd Ha KOTOpPbIE CO3JAIOT MpsSMbIE WIN
KOCBEHHbIE YI'PO3bI 3alIMIIaeMOi HH(OPMAIIUH.

4) KpunrocpencTBO  MITaTHO  (YHKIMOHUPYET COBMECTHO C  TEXHHUYECKUMH H
IIPOrPaMMHBIMH CPEACTBAMH, KOTOPbIE€ CIIOCOOHBI MOBIHUATH HA BHINOJIHEHHE MPEABIBISEMBIX K
KPHUIITOCPEICTBY TPeOOBaHUN M KOTOpble 00pa3yloT cpeldy (PyHKIMOHHPOBAHUS KPUITOCPEACTBA
(COK).

5) Cucrema 3alMThl NEPCOHANBHBIX JAHHBIX HE MOXKET 00ECHEeUYMTh 3aluTy WH(POpPMALUU
OT JEWCTBUM, BBINOJHSAEMBIX B pPaMKaxX IPEIOCTaBICHHbIX CYObEKTYy IeHCTBHIM NOIHOMOYHUI
(HampuMep, KPUIITOCPEJICTBO HE MOXKET 00ECIEeUHTh 3aIIUTy MHPOPMAIIUK OT PACKPBITHS JTUIAMHU,
KOTOPBIM MPEIOCTABICHO MPABO Ha IOCTYI K ATON HHPOpMAIIIH).

6) Hapymnrens MOXET JE€MCTBOBaTH HA paA3IMYHBIX JTalax JKU3HEHHOIO IMKJIA
kpuntocpenctsa 1 COK (mox stumMu 3TanamMu B HaCTOAIIEM JTOKYMEHTE MOHUMAIOTCS pa3paboTka,
IIPOM3BO/ICTBO, XPAHEHNE, TPAHCIIOPTUPOBKA, BBOJ B AKCIUTyaTalMIO, SKCIUTyaTalMs IPOrpaMMHBIX
U TEXHUYECKUX cpencTB kpuntocpenctsa 1 COK).

7) ns obecrieueHus: 0€30MAaCHOCTH MEPCOHAJBHBIX JAHHBIX MNP HUX 00paboTke B
MHGOPMAIIMOHHBIX CHCTEMax JIOJUKHBI HCIIOJIb30BAThCS  CEPTU(GUIMPOBAHHBIE B CHCTEME
ceprudukanuu @Chb Poccun (MMeromiye moioxuTeIbHOE 3aKIIF0UeHUE YKCIIEPTHOM OpraHu3aiuu o
COOTBETCTBUM TpPEOOBAHHSAM HOPMATHBHBIX JIOKYMEHTOB IO O€30MacHOCTH HH(OpPMALINN)
KpUIITOCPENICTBA.

B cnyuyae oTCyTCTBHSI TOTOBBIX CEPTHQHUIMPOBAHHBIX KPUIITOCPEACTB, (PYHKIHNOHAIBHO
NPUTOJIHBIX JUIg o0ecredeHus: Oe30IMacHOCTH NEepPCOHAJbHBIX MJAHHBIX IMPH UX 00paboTke B
KOHKPETHOM HMH(QOpPMAIIMOHHOM CcHCTEMe, Ha JTale aBaHMpPOEeKTa WIM 3CKU3HOTO (ICKHU3HO-
TEXHUYECKOT0) TMPOEKTa pPa3paboTYMKOM HH(POPMAIMOHHON CHCTEMBI C y4yacTHEM olleparopa U
IPEANOIaraéMoro pa3padoTdynKa KpPUITOCPEACTBA TOTOBUTCS OOOCHOBAaHHUE I€I€CO00pa3HOCTU
pa3pabOTKH HOBOTO TUIA KPUITOCPEJCTBA U OINPENENAIOTCS TPeOOBaHUs K €ro (pyHKIIMOHAIBHBIM
CBOMCTBaM.

Pa3paboTka HOBOTO THIIa KPUNTOCPEACTBA OCYIIECTBISIETCS B COOTBETCTBUU ¢ [lonokeHuem
ITK3-2005.

Pa3znnyaror Mozens yrpo3 BEpXHETO YPOBHS U JETAIU3UPOBAHHYIO MOJIEb YIPO3.

Mogens yrpo3 BepXHEro YpOBHS TNpedHa3HaueHa MJis ONpEeAeNIeHUs XapaKTEepPUCTUK



0€30IacCHOCTH 3aIIMIIAEMbIX MEPCOHAIBHBIX JAaHHBIX M JAPYTrUX OOBEKTOB 3AIIUTHI (MIPUHLIUIBI 2 U
3). OTa MozAenb TakXKe ONpeesieT UCXOJHbIEe JaHHbIE TS IeTaJIN3UPOBaHHON MOJIETH yIpo3.

Jleranu3upoBaHHas MOJENb Yrpo3 MpeAHa3HauyeHa JJIs OIpelesieHus] TpeOyeMoro ypoBHA
KpunTorpaduyeckon 3aiuThl.

MeTonosnorusi popMupoOBaHHUs MOJEIH YTPO3 BEPXHEro ypOBHS

dopmHUpoBaHHE MOJEIN YIrpo3 BEPXHEro YpPOBHS OCYIIECTBISETCS Ha 3Tane cbopa u
aHalM3a MCXOJHBIX JAaHHBIX MO MH(OPMAIMOHHON CHUCTEME B COOTBETCTBUHM C YCTAHOBJICHHBIM
[Topsiakom.

JUis  mpaBWIBHOTO ONpEIENCHUs KPHUITOCPEACTB, HEOOXOAMMBIX [UIs OOecrHeYeHus
0€30MacHOCTH TEPCOHAJIbHBIX JIaHHBIX, JOTMOJIHUTEIBHO K JaHHOMY OJTamy MpelbsSBISIOTCS
cleayroIue TpeOOBaHMs.

Onpenenenne yCIoBHM CO3AaHUs U UCIIOJIb30BaHMS IEPCOHATIBHBIX JaHHBIX

JloIKHBI OBITH OMMCAHBI YCIOBUS CO3/1aHUS U MCIOIb30BAaHUS MEPCOHAIBHBIX JNaHHBIX. [{ns
ATOTO OIpPENEAIOTCS:

CYOBEKTBI, CO3/IAIOLINE MEepCOHAJbHbIE JaHHbIE (B Ka4eCTBE TAKOTO CYOBEKTa MOXKET
BBICTYNATh JIUIIO WJIH €r0 MPEACTaBUTENb B BUE MPOTPAMMHOIO MJIK TEXHUYECKOTO CPEACTBA);

CYOBEKTBI, KOTOPBIM NIEPCOHAJIbHBIE JaHHbIE MTpeTHA3HAYCHBI,

IpaBuiia J0CTYIA K 3alluiiaeMoi HHpopMaIuy;

UH(QOPMAIIMOHHBIE TEXHOJIOTUH, 0a3bl JAaHHBIX, TEXHUYECKHE CPEICTBA, HCIIOIb3yeMble IS
co3maHusl 1 00pabOTKH MEPCOHATBHBIX JAHHBIX;

UCTIOJIb3YEMbIe B MPOLECCE CO3/AaHUS U HCIOIb30BAHUS MEPCOHAIBHBIX JAHHBIX OOBEKTHI,
KOTOpblE MOTYT OBITh OOBEKTaMHM yTPO3, CO3JAIOUIMMH YCJIOBHUS JUIsl TOSIBICHUS YTPO3
NEepCOHAJBHBIM JaHHBIM. Takoro pojpa OOBEKTaMH MOTYT ObITb, HAlpUMEpP, TEXHUYECKUE U
IIPOrpaMMHBIE CPEJICTBA.

CreneHp AeTanu3alyy OMUCAHUA JO0JDKHA OBITh JOCTATOUYHOM JJIsi BHIIIOJHEHUSI OCTaJIbHBIX
TpeboBaHMi1 K ATanmy cOopa M aHaIn3a UCXOHBIX JAaHHBIX 1O HH(GOPMAIIMOHHON CUCTEME.

Onucanne ¢popm npeacraBjieHns NEPCOHAIbHBIX JAHHBIX

[lepconanbHble JaHHBIE UMEIOT pa3iuyHble (OpMblI IpencTaBieHus (PopMbl QUKCAINH) C
YY4ETOM HCHOJb3yeMbIX B HWH(MOPMAIMOHHOW cHcTeMe HWH(POPMALMOHHBIX TEXHOJIOTUH U
TEXHUYECKHUX CPEICTB.

Heo0xonumo natk onucanue 3Tux Gopm npexacrasienus (hopm (ukcaum) nepcoHatbHbIX
naHHbIX. K TakuM ¢opmam oTHOCSTCS 0071acTH ONEPAaTUBHOM mamsTH, (ailnibl, 3anucu 6a3 JaHHBIX,
MIOYTOBBIE OTIPABICHUS U T.1.

Onucanne wuHGOpMAIMK, COMYTCTBYIOUIEH mponeccaM CO3AaHHMs M UCIOJIb30BaHUS
NIEPCOHANIBHBIX JaHHBIX

Ha ocHoBe ananuza ycnoBuil co3aHusi M MCHOJIb30BAHUS MEPCOHAIBHBIX JaHHBIX J0JDKHA
ObITh ompezaeneHa HHGoOpMalMs, COMYTCTBYIOIAs IMpoleccaM CO3AaHMs W HCIOJIb30BAHUS
NEePCOHANBHBIX JaHHBIX. [Ipy 3TOM mpencTaBisieT HHTEpEC TOIBKO Ta MH(OpMAaIUs, KOTOpask MOXKET
OBbITb 00BEKTOM YI'pO3 M MOTPEOyeT 3alUTHI.

K yxazanHoil nnopmanuu, B 4aCTHOCTH, OTHOCUTCS:

KJIFOUeBast, ayTeHTU(HUIMPYIOLIast ¥ napobHas HHPOPMALIUs KPUIITOCPEICTBA;

kpuntorpapuyecku onacHas nadopmanus (KON);

KOH(UTypaluoHHasi UH(OpMaIus;

ynpasistonias HHGpopMaIus;

UH(OPMAIUS B NEKTPOHHBIX XKypHaJlaX PerucTpaluu;

noOOYHbIE CHUTHAJbI, KOTOPhlE BO3HUKAIOT B Mpolecce (PyHKIMOHUPOBAHMS TEXHUUECKUX
CPEICTB M B KOTOPBIX IOJHOCTHIO MJIM YACTUYHO OTPAXKAIOTCS NEPCOHAJIBHBIE JaHHBIE WM Apyras
3amuiaeMas nHpopMmaIus;

pe3epBHbIe Konuu (pailioB ¢ 3amumaemMoil MH(opMmalmen, KOTopple MOTYT CO3/1aBaThCs B
npoiiecce o0paboTKH 3TUX (HansIoB;

ocTaToyHas HH(OpMaIlis Ha HOCUTENAX HH(POPMALIUH.

B Tex caywasx, korma Moneiab Yrpo3 paspabaTbIBaeTcsl JIMLAMHU, HE SBISIOUIMMUCS



crenyaiucTaMu B 00JIaCTH 3aIlUThl HHPOPMALIUN, PEKOMEHYETCSl OTPAaHUYUTHCS PUBEIECHHBIMU
BBINIIE TIpUMEpaMH WH(OPMAIUK, COMYTCTBYIONIEH MpoIeccaM CO3JaHus W HCIOIh30BaHUS
NEePCOHAIBbHBIX JAHHBIX.

Pa3paboruniku Mozmenu yrpo3 - creuuaducThl B OONacTW 3alMThl MH(OPMAIMU MOTYT
YTOYHHUTH YKa3aHHbBII BBIIIE MEpeYeHb HMH(POPMAIUH, COIYTCTBYIOIIEH MpolieccaM CO3JaHHsi U
HCIIOJIB30BaHUA TICPCOHAJIBHBIX JOAaHHBIX, C MTPUBECACHHUEM COOTBECTCTBYIOIUX 000CHOBAHHH.
PexomeHyeTcsi yka3aHHOE YTOYHEHHME JieNlaTh TOJBKO B Cllyyae HEOOXOAMMOCTH pa3pabOTKu
HOBOTI'O THIIa KPpUIITOCPEACTBA.

YTouHeHne mepeuHss HMHGQOpMAlIMM, COMYTCTBYIOIIEH IpoleccaM  CO3JaHusl |
HCIIOJIB30BaHUA NMEPCOHAIIBHBIX JAHHBIX, JOJIKHO OCYHICCTBIIATLECA IIYTCM!

- HCKJIIOYEHMS THIIOB paccMarpuBaeMoil HMH()OpPMAIMM W3 YKAa3aHHOTO BBINIE IEPEUHS,
KOTOpBIE ABJISIOTCSA M30BITOUHBIMU B CHUJTY ClIEU(UKHA KOHKPETHON HH(POPMALIMOHHON CUCTEMBI;

- KOHKpPETH3allu{ M JIeTaJu3alMi He UCKIIOYEHHBIX THIIOB paccMaTpuBaeMol MH(popMaluu
C YYETOM KOHKPETHBIX YCJIOBUMN IKCIUTyaTalluu HHPOPMAIIHOHHOM CHCTEMBI;

- OIMCaHMs THUIIOB paccMaTpuBaeMoi MH(OpMalMM, HE yYKa3aHHBIX B MPUBEIEHHOM BBIIIE
nepeyHe.

Omnpenenenre XapakTepUCTHK 0€30MacHOCTH

HeoOxomnmo ompenenuTs XapaKTepUCTUKH O€30IacHOCTH HE TOJNBKO MEPCOHAIBHBIX
JAHHBIX, HO U XapaKTepUCTUKU OE30MacHOCTH BCEX OOBEKTOB, KOTOpbIE OBUIM ONpEAETCHbI Kak
BO3MO)XHBIE OOBEKTHI yTPO3.

OCHOBHBIMU (KJTaCCHMYECKHUMN) XapaKTepUCTUKAMHU 0€301acHOCTH SBIISTFOTCS
KOH(bI/I)IeHHI/IaHI)HOCTB, OEJIOCTHOCTE U JOCTYITHOCTD.

B nononHeHne k mepeyrcieHHbIM BbIIIIE OCHOBHBIM XapaKTepPUCTUKaM 0€30MacHOCTH MOTYT
paccMaTpuBaThCsl TAaKXKe MW JIPYyTH€ XapaKTEePUCTHKH O€30MacHOCTH. B dYacTHOCTH, K TakuM
XapaKTEPUCTUKAM OTHOCATCS HEOTKa3yeMOCTh>, YYETHOCTH® (MHOIJAa B KaueCcTBE CHHOHMMA
UCIIONB3YETCS TEPMUH «ITOJKOHTPOILHOCTB»), ayTEHTHYHOCTH' (MHOIJIA B KA4eCTBE CHHOHHMMA
UCIIOJIB3YETCS TEPMHUH «OCTOBEPHOCTBY) U aIEKBATHOCTH 8.

HpI/IBe)IeHHI)II\/’I CITMCOK XapaKTCPUCTHK 0€30MMacHOCTH HE SIBIISIETCS HUCYCPIIBIBAIOIIIM.
B03MOXXHOCTH GONBIIOrO YHCIa XapaKTEePUCTUK OE30MaCHOCTH KPOETCS B ONpPENeICHUN MOHATHUS
«XapaKTEePUCTHKA OE30MaCHOCTH O0BEKTay:

«XapaKTepUCTHKa OE30MacHOCTH 00BbEeKTa — TpeOoBaHME K OOBEKTY, MJIU K YCIOBHUSIM €ro
CO3gaHud M CYLICCTBOBAHHA, WIN K I/IH(l)OpMaHI/II/I 00 0o0BexTe u YCIIOBHUAX €TI0 CO3JaHusA U
CYIIECTBOBAHMS, BBITIOJIHEHUE KOTOPOTO HEOOXOIUMO JJIsl 00ecTiedeHHs 3aIlUIIEeHHOCTH KU3HEHHO
Ba)XHBIX MHTEPECOB JINYHOCTH, OOIIECTBA WII TOCYIAPCTBAY.

Kak mpaBuio, ycioBusi CO3MaHHMsI U CYIIECTBOBaHMS pealbHBIX OOBEKTOB JOCTAaTOYHO
CJIOKHBI M, KaK CJICACTBHUC, K HUM MOXHO MNPEABABUTL JOCTATOYHO MHOI'0 CaMbIX pPa3IMYHBIX
TpeGoBaHUil.

Tak kak yrpo3a 0e30MacHOCTH OObEKTa — BO3MOXHOE HApYIIEHHE XapaKTePUCTHUKH
0e30macHOCTH O0BEKTa, TO NMEPEYeHb BCEX XapaKTEPUCTHK OE30MacHOCTH JJIsl BCEX BO3MOXKHBIX
00BEKTOB yTPO3, TIO CYTH, OTIPENEISIET MOIETh YTPO3 BEPXHETO YPOBHSI.

% HeoTka3yeMoCTh — CIIOCOOHOCTh JI0Ka3aTh, YTO JEHCTBHE MM COOBITHE MPOM3OILIO TAaKUM 00pa3oM, 4To (akT

JIEHCTBUS WK COOBITHS He MOXeT ObITh orpoeprayT (MCO 7498-2:99 u UCO 13888-1:2004).

3% Yuernocrs

— CBOMCTBO, 00€CIIEUHBAIOIIEE OJHO3HAYHOE OTCIEKHMBAHHE COOCTBEHHBIX JEHCTBHI JIIOOOr0 JOTMYECKOIO OOBEKTa
(MCO 7498-2:99);

— obecrie4eHre TOro, 4TO JAEHCTBHUs CyOBEKTa IO OTHOLICHHIO K OOBEKTY MOTYT OBITh IPOCIEXEHBbl YHHKAIBHO IO

OTHOIIICHUIO K CYOBEKTY.

37 AYTeHTHYHOCTh

— CBOMCTBO oleclieueHusl WACHTHYHOCTH CyObEKTa WM pecypca 3asBICHHOHM HWACHTHYHOCTH. AYTCHTHYHOCTD
NpUMEHSETC K TaKUM CyObEKTaM Kak I10JIb30Bareny, mpouecchl, cucrembl n uH(opmanus (ISO/IEC 13335-
1:2004);

— MJCHTHYHOCTD OOBEKTA TOMY, 4TO 3asIBJICHO.

? 8 AJIeKBaTHOCTB — CBOMCTBO COOTBETCTBUA MNpEAHAMEPEHHOMY MOBeaeHUI0 u pesynsraram (ISO/IEC 13335-
1:2004).



Hanpumep, ecau B nHdopMalMoHHON cucteMe TpedyeTcsi 00ecneuuTh TONBKO 3alUTy OT
YHUUTOXEHHUS, IEJIOCTHOCTh M JIOCTYITHOCTh 3aliuiiaeMoil nudopmanuu (B KauecTBe BO3ZMOXKHOTO
npuMepa Takod HMH(GOPMAIMOHHON CHCTEMBl MOXKHO TPUBECTH HH()OPMAIIMOHHYIO CHUCTEMY
IIKOJIBHOTO YYMTENS, COJEpKalllyl0 OOIEAOCTYNHbIE MEePCOHANbHBIE TaHHbIE YYallluXcs), TO
MOJIENIb YTPO3 BEPXHETO YPOBHS COAEPIKUT CIEAYIOLIMI IEPEYEHb yTPO3:

yrpo3a YHUUTOKEHUS 3aliuiaeMoil nudopmanuu;

yrpo3a HapyUIeHUs eTOCTHOCTH 3aluiaeMoii uHGopManuu;

yrpo3a HapyleHHs JOCTYIMHOCTH 3allUIaeMoi HH(OpMaIUK.

Mertonosnorus GopMUpOBaHUS AETATU3UPOBAHHON MOJIENTH YTPO3

CornacHo mnpuBeneHHoMy B 3akoHe Poccuiickoit ®enepanmuun  «O  06e30macHOCTH
OTIPEICIIEHUIO TTOHATHUS «YTpo3a 0€30IacCHOCTHY», HEOOXOMMO OTIPEICIUTh COBOKYITHOCTh YCIOBUI
U (aKTOpOB, CO3JMAIOIIMX OMNACHOCTh HApPYIIEHUS XapaKTepUCTHK O€30MacHOCTH BO3MOXKHBIX
00BEKTOB yTpo3. ITO U €CTh COAEPKaHUE paboT MO CO3/IAHUIO JIeTAIM3UPOBAHHON MOJIEIH yTPO3.

MoXHO MpUBECTH MPUMEPHI, KOTNa 1eeCO00pa3HO CO3/IaHUE MOJENe yrpo3 HECKOIbKUX
YPOBHEH JI€TaIn3aluy.

O4eBUIHBIM TPUMEPOM MOXKET CIYXKHUTb OOBEKT YIrpo3, NIpPEICTABISIOMIUNA CIOXKHYIO
TEPPUTOPUAIBHO PACIPEAEICHHYI0O aBTOMATU3HPOBAHHYIO CHUCTEMY, JUIsI KOTOPOW YCJIOBHSA
(YHKIIMOHUPOBAHUS PA3IIMYHBIX COCTABHBIX YACTEHl CHCTEMbI MOTYT CYHIECTBEHHO pa3INyYaThCsl.
IIpu aHann3e Takol CHUCTEMBI, KaK MPaBUIIO, UCIOIB3YETCS NPUHLHUI JEKOMIIO3ULUU CIO0XKHOIO
oObekTa. Ecnu ke cocTaBHBIE YacTUM CHUCTEMBI TakKe BeChbMa CJIOXHBI, TO MX aHaJlU3 CHOBa
notpedyeT HCMONb30BaHUE MPUHIUIA JEKOMIIO3UIMH CIOKHOTO o0Obekra. B paccmarpuBaemMom
cllydae LeJecoo0pa3HO CO3AaHHE MOJeNe yrpo3 uis KakKJIoro 0ObeKTa, MOJIy4aromierocs B
npouecce JeKOMIIO3ULHMH.

[Tpu onpenenenuu yrpo3 6e30MacHOCTH OObEKTa CIeNyeT pa3inyaTh:

YIpO3bl, HE SIBJIAIOIINECS aTaKOM;

aTaKy.

PexoMmeHyeTcs NCNIOIB30BaTh CIAENYIOLIYIO CTPYKTYPY YIPO3, HE ABISAIOLIMXCS aTaKaMU:

yrpo3bl, HE CBSA3aHHBIE C JEATEIbHOCTHbIO YEJIOBEKAa: CTUXWUHHBIE O€ACTBHSI M MPUPOAHbBIE
SIBJICHUS (3EMJICTPSACEHUS, HABOJJHEHHUS, yparaHbl 1 T.11.);

yrpo3bl  COIMAIILHO-TIOIMTUYECKOTO  XapakTepa: 3a0acToBKH, caboOTax, JIOKaJIbHbBIE
KOH(JIUKTHI U T.11.;

omnOOYHbIEe JAeWcTBUS U (WIM) HapylIeHHWs TeX WIM UHBIX TpeOOBaHUI JUIaAMHU,
CaHKI[MOHUPOBAHO B3aWMOJICUCTBYIOUIMMH C BO3MOXHBIMH OOBeKTamMH yrpo3. Ecnu, nHanpumep, B
KauecTBe OOBEKTa Yrpo3 BHICTYNAET aBTOMATU3WPOBAHHAS CHUCTEMa B 3allMIICHHOM HCIIOJIHEHUU
(AC3H), To kK TaKUM JIEHCTBUSAM U HAPYIIEHUSM, B YACTHOCTH, OTHOCSITCS:

HEIPENYMBIIIICHHOE UCKAKEHNE WU YIaJICHHE TPOrpaMMHBIX kKoMnoHeHTOB AC3U;

BHEPEHUE U UCIIOJIb30BAHNE HEYYTEHHBIX IIPOrpaMM;

UTHOPUPOBAHHE OPraHMU3AIlMOHHBIX OrpaHUYEHUN (YCTaHOBJIEHHBIX MpPaBHII) MpH padoTe C
pecypcamu AC3U, BkiTtouasi cpeicTa 3auTsl HHpopMmaru. B yactHOCTH:

HapyllleHue MpaBUil XpaHEeHUs MH()OpPMAlUK OrpaHUYEHHOTO TOCTYIa, UCIOIb3YEeMOH MpHU
OKCIUTyaTalldd CPEJCTB 3allUThl HH(pOpManuu (B YAaCTHOCTH, KIIOUEBOM, MapoibHON U
ayTeHTHUQUIHpYOIIeld nHPOpMaIuN);

IPEJOCTABIEHUE ITOCTOPOHHUM JIMIIAM BO3MOXHOCTH JIOCTYIIa K CPEACTBAM 3aIMThI
uHbOpMaIK, a TaKK€ K TEXHUYECKUM M MPOrPaMMHBIM CpPEICTBaM, CIHOCOOHBIM MOBIHATH Ha
BBINOJTHEHHE NPEABSABISIEMbIX K CPEACTBAM 3aIlUThl HHPOpMaIuK TpeOOBaHuUH;

HACTpOiika U KOHQUTYpUPOBAHHUE CPEACTB 3aIIMTHI MHGOPMAINH, a TaKXKe TEXHUUYECKUX U
INPOTPAMMHBIX CPEJCTB, CIOCOOHBIX MOBIHMATH Ha BBINOJHEHHE MNPEIBSABIAEMBIX K CpPEACTBAM
3alUThl HHGOpMAIMK TpeOOBaHUH, B HAPYILIEHNE HOPMATUBHBIX U TEXHUUECKHUX JOKYMEHTOB;

HecooOmieHne o  ¢akrax yTparbl, KOMIPOMETAllMM  KJIIOYEBOW, MAapoibHOM U
ayreHTU(HUIUpYIOmEed HHPOpMaNUU, a Takke Jo00N mapyrod wuHGOPMAMK OTPaAaHUICHHOTO
JOCTyTIA.

YIrpo3bl TEXHOTEHHOTO XapaKTepa, OCHOBHBIMU M3 KOTOPBIX SIBIISIFOTCS:



aBapuu (OTKJIIOYEHUE DIIEKTPONMMUTAHUS, CUCTEMBbl 3a3€MJICHHS, pa3pyLIeHHE HWHKEHEPHBIX
COOPY)KEHUH U T.1.);

HEHCIIPaBHOCTH, COOM amlmapaTHbIX CpPEACTB, HECTAOMJIBHOCTh MapaMETPOB CHUCTEMBbI
AJIEKTPOIUTAHMS, 3a3€MJICHHS U T.11.;

MIOMEXH M HABOJKH, IPUBOAIINE K COOsIM B paboTe anmapaTHbIX CPEACTB.

Crenyer OTMETUTH, YTO, KAaK IPaBUJIO, 3allUTa OT YIpO3, HE SBISIOIIMXCS aTakaMu, B
OCHOBHOM pEIIaMEHTHPYETCS] MHCTPYKIHMAMH, pa3pabOTaHHBIMU U YTBEPXKIEHHBIMHU OINEpaToOpaMu
C YYETOM 0COOEHHOCTEH IKCIUTyaTanuu MHGOPMAIIMOHHBIX CUCTEM U JEUCTBYIOIIEH HOPMAaTHBHOMN
0a3bl.

Kak mokaszanm MHpOBOW M OTEYECTBEHHBIM ONBIT, aTaku SBIAIOTCA HauOojiee OMACHBIMHU
yrpozamMu (4to OOYCJIOBJIEHO UX TIIATEIbHOM MOATOTOBKOW, CKPBITHOCTBIO MPOBEICHHS,
1IeJICHANPABICHHBIM BHIOOPOM OOBEKTOB M IIEJICH aTak).

ATaku TOTOBATCA M NPOBOJATCS HAPYLIMTEIEM, IPUYEM BO3MOYKHOCTH IPOBEACHHUS aTak
00ycCJIOBJIEHBl BO3MOXHOCTAMHU HapymuTens. MHbIMEH cloBamMH, KOHKpPETHBIE BO3MOXXHOCTHU
HapYIIXATENS ONPENEISIIOT KOHKPETHBIE aTaKH, KOTOPhIE MOKET IPOBECTH HAPYIIUTED.

Ho torga ¢ ydeToM omnpezeneHus MOHATUSA «MOAENb HAapYLIUTENS» BCE BO3MOMKHBIE ATaKU
OIPENEIAIOTCA MOACIIBIO HAPYILIUTEIIS.

Mogens HapylmMTeNns TECHO CBSA3aHa C MOJEIBIO YIpO3 U, MO CYTH, SIBISETCS €€ YacTbIO.
CMBICIIOBBIE OTHOLIEHHS MEXAYy HUMHU clefyoumue. B Moznenu yrpo3 conepkUTCs MaKkCUMallbHO
MIOJTHOE OIMCaHue yrpo3 0e30MacHOCTH O0bekTa. Mojenb HapyIIUTENsl COAEPKHUT OIMCaHUE
MPEATONIOKEHNS O BO3SMOKHOCTAX HApyLIUTENs], KOTOPbIE OH MOXET UCIOIb30BaTh AJS Pa3paboTKH
U TIPOBE/ICHNUS aTak, a Takke 00 OrpaHMUYEHUSX Ha 3TH BOBMOXKHOCTH.

Metononorust GopMHpOBaHUA MOJEJIH HAPYLUHTEIS

CornacHo nociegHeMy U3 ONpeaeIeHHbIX B I1. 3.1 MeToguuecknx peKkoMeH Al IPUHIUITY
(mpuHUMO 7) HapyHIIMTENb MOXET JeHCTBOBaTh Ha pa3IMYHBIX JTalax >KU3HEHHOTO IIMKIIA
kpuntocpenctsa 1 COK (mox stumMu 3TanamMu B HaCTOAIIEM JTOKYMEHTE MOHUMAIOTCS pa3paboTka,
IIPOM3BO/ICTBO, XPAHEHNE, TPAHCIIOPTUPOBKA, BBOJ B AKCIUTyaTalMIO, SKCIUTyaTalys IPOrpaMMHBIX
U TEXHUYECKUX cpencTB kpuntocpeacts u COK).

Oranbl pa3paboTKH, NMPOU3BOJICTBA, XPAHEHUS, TPAHCIOPTUPOBKH, BBOAA B JKCILTYaTaIUIO
TEXHUYECKHUX U IPOrpaMMHBIX cpencTB kpunrocpeactsa 1 COK

Ha »ramax pa3paboTku, TNpPOM3BOACTBA, XpPaHEHHs, TPAHCIOPTHPOBKH, BBOAA B
AKCIUTyaTallil0 TEXHUYECKUX M MPOrpaMMHBIX cpelacTB Kpunrocpenctsa u COK obpaborka
NEePCOHAIBHBIX JaHHBIX HE Mpou3BoAUTCs. [103TOMYy 00BbEKTaMu aTak MOTYT OBbITh TOJIBKO CaMH 3TH
CpelICTBa U JOKYMEHTAUs HA HUX.

B cBsI31 € M3710’)K€HHBIM Ha YKa3aHHBIX 3TallaX BO3MOXKHBI CIEAYIOLINE aTaKU:

BHECEHHE HETaTHBHBIX (DYHKIMOHAJIBHBIX BO3MOXKHOCTEH B TEXHHYECKUE U MPOrpaMMHbIE
KOMITOHEHTHI Kpuntocpencrtsa 1 CPOK, B TOM 4Mcie ¢ UCHOIB30BAHUEM BPENOHOCHBIX MPOTrpamMm
(KOMIBIOTEPHBIE BUPYCHI, TPOSHCKHUE KOHU» U T.11.);

BHECEHHUE HECAHKLIMOHMPOBAHHBIX M3MEHEHUI B JOKYMEHTALIMIO Ha KPUIITOCPEACTBO H
TEXHUYECKHE U TporpaMMHbie KoMITOHEHTH COK.

Heo0xonnmMo 0TMETHTD, UTO yKa3aHHbIE aTaKu:

Ha JTamnax pa3paboTKH, MPOU3BOACTBA M TPAHCIIOPTUPOBKH TEXHUYECKHUX U MPOTPAMMHBIX
cpenctB kpunrocpenctsa M1 CPOK MOryr mnpoBOAMTBCS TOJIBKO BHE 30HBI OTBETCTBEHHOCTH
oreparopa;

Ha dTale XpPaHEHUs TEXHUYECKUX U MPOrpaMMHBIX cpelacTB kpunrocpenctsa u COK moryr
IIPOBOAMUTHCS KaK B 30HE, TAK U BHE 30HBI OTBETCTBEHHOCTH OIIEpaTopa;

Ha JTale BBOJA B DKCILTyaTallMI0 TEXHUYECKUX U MPOTPaMMHBIX CPEICTB KPUIITOCPEACTBA U
C®K MoryT npoBOAMTHCS B 30HE OTBETCTBEHHOCTH OIIEPaTOpa.

B cBs34 ¢ U3J10:KEHHBIM OIIEPATOPHI JOJKHBI IPEAYCMOTPETh MEPHI KOHTPOJIS:

COOTBETCTBUSl TEXHHYECKMX U TNPOrpaMMHBIX CpeAacTB Kpunrtocpenctea u COK m
JIOKYMEHTAUX Ha OTH CPEICTBA, IIOCTYINAOIIUX B 30HY OTBETCTBEHHOCTH OIEpaTopa, dTAJIOHHBIM
obpasmam (Hampumep, oreparop IOMKEH TpeOOBaTh OT IMOCTABIIMKOB TapaHTHUH COOTBETCTBUS



TEXHUYECKUX U IIPOrpaMMHBIX cpeAcTB Kpunrocpeactsa 1 COK n qoKkymMeHTalMu Ha 3TU CPEACTBA,
MOCTYNAIOUIMX B 30HY OTBETCTBEHHOCTH OIEpaTopa, AITAJOHHBIM 00pa3liaM WM MEXaHU3MbI
KOHTPOJISI, IIO3BOJISIOIIHNE OTIEPATOPY YCTAHOBUTH CAMOCTOSITEIILHO TAKOE COOTBETCTBHE);

LEJIOCTHOCTH TEXHUYECKMX M MPOTrpaMMHBIX cpeAcTB kpumnrocpenctea u COK w
JIOKYMEHTAIMU HA 3TH CPEACTBA B MPOLIECCE XPAaHEHUS M BBOJA B DKCILTyaTallMI0 ATHX CPEACTB (C
UCIIOJIb30BAaHUEM KaK MEXaHM3MOB KOHTpPOJIS, ONMUCAHHBIX B JIOKyMEHTAllUW, HalpuMmep, Ha
KPUITOCPENCTBO, TAK M C MCIOJIb30BAHUEM OPTraHMU3ALMOHHBIX U OPraHU3alMOHHO-TEXHHUYECKHUX
Mep, pa3pabOTaHHBIX OINEPaTOpPOM C YYETOM TpeOOBAHWUU COOTBETCTBYIOIIMX HOPMATUBHBIX M
METOJIMYECKHX TOKYMEHTOB — CM. 1II. 2.1 MeToanyecKkux peKoMeHAaui).

OTar 3KCIUTyaTalMi TEXHUYECKUX U ITPOrpaMMHBIX cpeAcTB Kpunrtocpeacrtsa u COK

Ataka kak m000€ IIeJIeHANPaBICeHHOE JEHCTBUE XapaKTEePU3YeTCs PsJIOM CYIIECTBEHHBIX
npu3HakoB. K ATHM CyIIeCTBEHHbIM MpU3HAKaM Ha »JTale JKCIUTyaTallud TEXHUYECKUX U
IIporpaMMHBIX cpencTs kpunrocpeactsa 1 COK BroaHe eCTECTBEHHO MOXHO OTHECTH:

HapYIIUTENS - CyOhEKTa aTakw;

O0OBEKT aTaKH;

LeJb aTaKu;

UMEIOIYIOCS Y HapyIIUTeNss HHPOpPMAIUio 00 00BEKTe aTakH;

UMEIOLINECS Y HApYIIUTENs CPEICTBA aTaKy;

KaHaJ aTakKH.

Bo3moxxHbIe 00BEKTHI aTak W 1€KW aTak ONpeAeNsoTcs Ha dTarne (GOpMUPOBAHUS MOJAETU
yIpO3 BEPXHETO YPOBHSI.

[Ipu ompeneneHnn OOBEKTOB aTak, B YAaCTHOCTH, JOJDKHBI OBITh PAacCMOTPEHBI Kak
BO3MO)KHBIE OOBEKTHI aTak U MPU HEOOXOIMMOCTH KOHKPETH3UPOBAHBI C YUETOM HCIIOIB3YEMBIX B
MHGOPMAIIMOHHOM cucTeMe MH(OPMALMOHHBIX TEXHOJIOTUNH M TEXHUYECKUX CPENICTB CIEAYIOLIUe
OOBEKTBI:

JIOKYMEHTAIUsS Ha KPUIITOCPEACTBO U Ha TEXHUYECKHE U IporpaMMHble KoMIoHeHThl CDK;;

3alMIIAEMbIE TIEPCOHAIIBHBIE JaHHBIE;

KJIIOUEBast, ayTeHTU(PUIMPYIOIIas U naposibHas HHGOpMaIus;

kpunrorpaduyecku onacHas uHpopmarus (KON);

KPUITOCPENCTBO (IPOrpaMMHBIE U annapaTHble KOMIIOHEHTHI KPUIITOCPEICTRA);

TEXHUYECKHE U TIPOrpaMMHbIe KOMITOHEHTHI CDK;;

JTaHHbIE, TIepe/laBaeMble 110 KaHalaM CBS3H;

MIOMEILEHUs], B KOTOPBIX HAXOAATCA 3alMIaeMble pecypchl HH(POPMAIIMOHHOMN CUCTEMBI.

B Tex caywasx, korma Moneiab Yrpo3 paspabaTbIBaeTcsl JIMLAMHU, HE SBISIOUIMMUCS
CHenuaIucTaMi B 00JIaCTH 3aIlUThl HHPOPMALIUU, PEKOMEHYETCSl OTPAaHUYNUTHCS PUBEIEHHBIMU
BbIIIIE IPUMEpPaMH BO3MOKHBIX OOBEKTOB aTak.

Pa3zpaboTunku MoJenu yrpo3 - CIEHUATUCTHl B 00JAcTH 3allUThl WH(POpPMALUU MOTYT
YTOUHUTh YKa3aHHBIM BBIIIE TE€PEUYEHb BO3MOXKHBIX OOBEKTOB aTak C IPHUBEICHUEM
COOTBETCTBYIOIIMX 00OCHOBaHMU. PeKoMeHyeTcsl yKa3aHHOE YTOUHEHHE JeJlaTh TOJBKO B CiIydae
HEO0OXOIMMOCTH pa3pabOTKH HOBOTO THUITA KPHUITTOCPEICTRA.

YTouHEeHHEe NepedHsi BO3MOKHBIX OOBEKTOB aTakK JJOJKHO OCYIIECTBISTHCS IyTEM:

UCKJIIOYEHUS OOBEKTOB aTaK M3 YKa3aHHOTO BBIIIE MEPEeYHs, KOTOpBIE SBIISIFOTCS
U30BITOYHBIMU B CHJTY CHEIIM(UKHM KOHKPETHOM HH(POPMALIMOHHOM CUCTEMBI,

KOHKpPETU3allui U JeTalu3alii He HCKIIOUYEHHBIX OOBEKTOB aTaKk C YYETOM KOHKPETHBIX
YCIIOBUI AKCIITyaTalluy MH(MOPMAIIMOHHON CHCTEMBI;

OMMCaHUs OOBEKTOB aTak, HE YKa3aHHBIX B IPUBEICHHOM BBIIIIE ITEPEYHE.

C yueToM H3J0KEHHOTO MOJE]Ib HApyLIMTENs JJs 3Tana JKCIUTyaTallud TEXHUYECKUX U
MPOTrpaMMHBIX cpenicTB kKpunrocpenctsa 1 COK nomkHa UMETh CIEAYIONIYIO CTPYKTYPY:

OIMCaHKEe HapyluTesnel (CyObeKToB aTak);

MPEINONI0KEHHS 00 UMEIOIIEHCs Y HapyIIUTeNs HHPopMaluu 06 00beKTax aTak;

NPEATNONIOKEHNST 00 UMEIOLUXCS Y HApYIIUTENs CPEACTBAX aTak;

OIMCaHNE KaHAJIOB aTak.



Onucanue HapymuTene (CyObeKTOB aTak)

1) Paznuyaror mecth OCHOBHBIX THNOB Hapymmreneii: H1, H2, ..., H6.

[Ipennonaraercs, yto Hapymmrenu tuna HS n H6 mMoryTt craBuTh paboOTHI MO CO3aHHUIO
CIIOCOOOB W CpEACTB arak B HAy4YHO-HCCIENOBaTEeNbCKUX LIEHTpaX, CIEHUaTU3UPYIOLUUXCS B
oOnacTH pa3paboTKu 1 aHau3a kpunrocpeacts 1 COK.

Bosmoxxnoctu Hapymutens tuna Hi+1 BxiroyaroT B ce0si BOSMOXKHOCTH HApyLIUTENS TUIA
Hi(l £i¢5).

Ecnu BHemHwuii HapymuTenb 007alaeT BO3MOXHOCTSMHU 1O CO3[JAaHUIO CIOCOOOB
MOJTOTOBKM aTaK, aHAJOTMYHBIMU COOTBETCTBYIOLIMM BO3MOXKHOCTSIM Hapymurtens tuna Hi (3a
UCKJIIOYEHHEM  BO3MOXKHOCTEH, MPENOCTaBIsAEMbIX MpeObIBAHHEM B MOMEHT araku B
KOHTPOJUPYEMOH 30HE), TO ATOT HAPYIIUTEIb TAKKe OyeT 0003HauaThCsl Kak HapymuTens tuna Hi
2 <1< 6).

2) laHHBIN pazaen MOJeIN HapyIIUTeNs JOKEH COAepkKaTh:

HIEpEYEHb JIUL, KOTOPhIE HE PACCMATPUBAIOTCS B KAUECTBE ITOTEHLUAIbHBIX HAPYIIUTEIEH, U
000CHOBaHHE TOTO MepedHs (TPU HEOOXOAMMOCTH),

IPEIOI0KEHNE O HEBO3MOXXHOCTH CrOBOpa HapyluTeNnen (JUisl BCEX TUIIOB HApyLIUTEIEH )
WIM TPEANoNIOKEHUSI O BO3MOXXHOM CrOBOpPE HApYIIMTENEH M O XapakTepe CroBopa, BKIIIOUas
NIEPEYUCIIEHUE JOIMOJHUTENBHBIX BO3MOKHOCTEH, KOTOPBIE MOT'YT HCIIOJb30BaTh HaXOZSIIMECS B
CrOBOPE HAPYIIMUTEH JUIsl OATOTOBKH M MPOBeAeHUs aTak (11 HapymmTtened tuna H4 - H6).

[Ipumeuanue

JlaHHBII pa3en MOJEIu HaApYIIUTEN] UMEET CIEAYIOIIEee TUIIOBOE COJIEpKaHUE.

CHauana Bce (u3MUECKUE IUIA, UMEIOIIUE JOCTYl K TEXHHYECKHMM U TMPOrPaMMHBIM
cpeacTBaM HHPOPMALIMOHHOW CUCTEMBI, PA3JIEISIOTCS Ha CISAYIOUINE KAaTerOpUU:

kareropus [ —nna, He MMelIMe I@paBa J0CTyIa B  KOHTPOIMPYEMYIO  30HY
MH(GOPMAIIMOHHOMN CHCTEMBI;

kareropus Il —nuna, uMeromMe MpaBO IOCTOSHHOIO WM  pa3oBOro0  JocTyna B
KOHTPOJUPYEMYIO 30HY UH()OPMALIMOHHON CUCTEMBI.

Jlanee Bce noTeHIIMaIbHBIE HAPYIIUTENIN OAPA3IEIISIIOTCS Ha:

BHEILIHUX HApYyIIUTENEH, OCYHIECTBISIOMMX aTaKh U3-3a NPEIEIOB KOHTPOIUPYEMOU 30HBI
MH(POPMAITMOHHOW CUCTEMBI;

BHYTPEHHUX  HapyLIUTENEH, OCYHWIECTBISIOIIMX  AaTakd, Haxo4schb B Ipenenax
KOHTPOJIUPYEMOi1 30HBI HHPOPMAITHOHHOW CHCTEMBI.

Koncrarupyercs, uto:

BHEIIHUMH HaPYIIUTEIIMU MOTYT OBITh Kak Jiuma kareropus I, Tak u nuna xareropus 11;

BHYTPEHHUMU HAPYIIUTEISIMU MOTYT OBITh TOJIbKO Juna Kareropuu I1.

Jlaercs omucaHue TNPHUBWICTUPOBAHHBIX IMOJb30BaTeNell HMH()OPMAIIMOHHONH CHCTEMBI
(4IeHOB TpyMIbl aAMUHUCTPATOPOB), KOTOPbIE HA3HAYAIOTCS U3 YHcla 0c000 JOBEPEHHBIX JIHI] U
OCYLIECTBJIAIOT ~ TEXHUYECKOE  OOCIYKMBaHHME TEXHUYECKUX M  IPOrPaMMHBIX  CPEICTB
kpuntocpenctsa u COK, Bkitouas ux HaCTPOIKy, KOHPUTYPUPOBAHUE U paCIpEIesIeHUE KIFOUeBON
JIOKYMEHTAIMU MEK/y HEIIPUBUIETMPOBAaHHBIMU I10JIb30BATEISIMHU.

Janee cnenyer 000CHOBaHME UCKIIOUEHUS T€X WJIM UHBIX THIOB JUI Kateropuu Il u3 ymcna
NOTEHUMANbHBIX  HapymuTened.  Kak  mpaBuio,  IPUBWIETMPOBAaHHBIE  I10JIb30BATENU
MH(GOPMAITMOHHOM CHUCTEMbI UCKITIOYAIOTCS U3 YKCia MOTEHIIMATbHBIX HAPYIIUTENEH.

W, nakoHen, paccMaTpuBaeTCsi BOIIPOC O BO3MOXHOM CI'OBOPE HAPYIIUTEINIEH.

[Ipenmnonoxenus: 06 UMeErOIIEHCS y HapymuTess nHdopmaruu 00 00bEKTax aTak

JlaHHBIN pa3ies MOAEIN HAPYLIUTEIIS TOJKEH COJIEPHKATD:

MPEIINOJI0KEHHE O TOM, YTO MOTEHUHUATbHbIE HApYUIUTENU 00JaaaioT Bcell nHpopMaluen,
HEOOXOIUMOHN ISl MOJATOTOBKM W TPOBEICHMS arak, 3a MCKIOUYEHHEM HH(POpPMAIUH, AOCTYI K
KOTOPOM CO CTOPOHBI HApyHIMTENs HCKIOYaeTcss cucteMoi 3amuThl uHpopmauuu. K Takoi
UH(OPMAIUH, HAIIPUMEDP, OTHOCUTCS MapoJibHAs, ayTeHTU(UIMPYIOLIas U KIroueBast HH(pOpMaIus.

000CHOBAaHHbBIE OTPaHMYEHUS HA CTENEHb WH(OPMUPOBAHHOCTH HapylmuTesns (TepedyeHb
CBE/ICHUI, B OTHOILIEHUU KOTOPBIX MPEANONAraeTcs, YTO OHU HapYLIUTEIO HEAOCTYIIHBI).



[Ipumeuanue

O6ocHOBaHHBIE OTpaHUYEHUS Ha CTENeHb HHPOPMHUPOBAHHOCTH HAPYLIUTENS MOTYT
CYIIECTBEHHO CHU3UTh TPEOOBAaHUS K KPUIITOCPEIICTBY MPH €ro pa3paboTke.

[Ipu onpeneneHuy OrpaHUYEHUN HA CTENEHb HWH(OOPMUPOBAHHOCTH HApPYLIUTENS, B
YaCTHOCTH, TOJKHBI OBITh PACCMOTPEHBI CIIEYIOIINE CBEICHUS:

COJIep’)KaHNE TEXHUYECKOM JTOKYMEHTAllMH HAa TEXHUYECKHE U NPOrPAMMHBIE KOMIIOHEHTHI
COK;

JIOJITOBPEMEHHBIE KITFOYM KPUIITOCPECTBA;

BCE BO3MOXKHBIC JaHHBIC, II€pEAAaBacMble B OTKPBITOM BHJE II0 KaHajlaM CBs3U, HeE
3alUIIEHHBIM OT HecaHKuuoHupoBaHHoro nocryna (HCI) x umHpopmanuu opraHu3zaloHHO-
TEXHUYECKMMHU MepaMu (¢a3oBble MYCKH, CHHXPOMOCHUIKH, He3alM(poBaHHbIE ajpeca, KOMaH bl
yIpaBiIeHUs U T.I1.);

CBEJIEHUS O JIMHUSIX CBSI3H, [0 KOTOPBIM IepeaeTcs 3amuinaemMas nHpopMalus;

BCE CETH CBsI3U, padOTaIOIIUE HAa EMHOM KJIIOUE;

BCE TPOSABIAIONIMECS B KaHamax CBs3u, He 3ammmeHHblx or HCJ k wunbopmanuun
OpPraHU3allMOHHO-TEXHUYECKUMH MEpPAMH, HAPYIICHUS IMpaBUJ JKCILIyaTallMd KPUOTOCPEIACTBA U
COK;

BCE TPOSBISIOMIMECS B KaHajlax CBs3W, He 3ammmeHHbix or HCI x wuHbpopManum
OpraHU3aIMOHHO-TEXHUYECKUMH MEpaMM, HEHUCIPAaBHOCTH U COOM TEXHUYECKHX CpE/ICTB
kpunrocpenctsa u COK;

CBEJICHUsI, MOJlyJyaeMble B pe3ylibTaTe aHallnu3a JIFOOBIX CUTHAJIOB OT TEXHHUUYECKUX CPENICTB
kpunrocpenctsa 1 COK, KoTopble MOKET IEPEXBATUTH HAPYLIUTENb.

Tonbko HapymuTensm Tuna H3 - H6 MoryT ObITh M3BECTHBI BCE CETH CBSA3H, paboTaroIue Ha
€MHOM KJIFOUE.

Tonbko Hapymmrenu tuna HS - H6 pacnomararor Hapsiiay ¢ JOCTYNHBIMH B CBOOOIHOM
MpoJlake JTOKyMeHTanuen Ha kpunrtocpeactBo M CPOK HCXOAHBIMM TEKCTaMU MPUKIATHOTO
IPOTrPaMMHOTO 00ECTIEUECHUSI.

Tonmpko Hapymmrenu tuna H6 pacnomnararoT Bce TOKyMEHTaUMed Ha KPHUNTOCPEACTBO U
COK.

B Tex caywasx, korma Moneiab Yrpo3 pas3pabarbIBaeTcsl JIMLAMHU, HE SBISIOUIMMUCS
CHenuaIucTaMid B OONacTH 3alUThl MH(OpMAIMK, PEKOMEHAYETCS OTPAaHUYMTHCS HPUBEACHHBIM
BBIIIIE TIPEINOI0KEHUEM O TOM, YTO MOTEHIHAIbHBIE HAPYIIUTENNU 00NaaloT BCcell HHPOpMalMei,
HEOOXOIMMOM /IJIs1 TOJITOTOBKYU U ITPOBE/ICHUS aTaK.

Pa3paboruniku Mozmenu yrpo3 - creuuaducThl B OONacTH 3alMThl MH(OPMALMU MOTYT
HOATOTOBUTH OOOCHOBaHHbIE OrPAaHMYEHHs Ha CTENeHb MH(OPMUPOBAHHOCTH HAPYIIUTES.
PexoMenayercsi ykazaHHOE OTpaHMYEHHUE JielaTh TOJBKO B cllydyae HEOOXOAMMOCTH pa3padOTKU
HOBOT'O THUIIA KPUIITOCPEACTBA.

[Tpennonoxenust 06 UMEIOIIUXCSA Y HAPYLIUTEIS CPECTBAX aTaK

JlaHHBIN pa3en MOAEIN HAPYIUUTEI JOJKEH COAEPKATh:

MPEINOJI0KEHHE O TOM, YTO HAPYIIUTENbh UMEET BCE HEOOXOIMMBIE JJIsl TPOBEACHHUSI aTak Mo
JIOCTYIIHBIM €My KaHaJlaM aTaK CPEICTBA, BOBMOXKHOCTH KOTOPBIX HE IPEBOCXOAAT BO3MOXKHOCTH
AQHAJIOTMYHBIX CPEICTB arak Ha MHQOPMALMIO, COAEPXKAILIYI0 CBEIEHHUS, COCTAaBISIOLINE
TOCYapCTBEHHYIO TaliHY;

000CHOBAaHHBIE OIPAaHUYECHHSI HA UMEIOLINECS Y HapyIIUTENs CPEACTBA aTak.

[Ipumeuanue

OO6ocHOBaHHBIE OTrpaHUYEHHS] Ha UMEIOUIMECS y HapylIIUTeIsl CpeacTBa aTak MOTYT
CYIIECTBEHHO CHU3UTh TPeOOBaHUS K KPUIITOCPENICTBY MPH €ro pa3paboTke.

IIpn onpeneneHnn OrpaHUYEHHM Ha MMEIOIIMECS y HapylIUTENs CpeACTBa arak, B
YaCTHOCTH, JTOJDKHBI OBITh PACCMOTPEHBI:

anmnaparHble KOMIIOHEHTHI Kpunrtocpeactsa u COK;

JIOCTYIIHBIE B CBOOOAHOM Mpo/iaXke TEXHUUECKHUE CPEACTBA U ITPOrpaMMHOE 00ecIieueHue;

CHeIHaJIbHO pa3paboTaHHbIe TEXHUYECKUE CPEJCTBA U TPOTrPaMMHOE 00ECIICUEHUE;



LITaTHBIE CPENICTBA.

Hapymurenu tima H1 m H2 pacmonararoT TOMbKO MOCTYMHBIMH B CBOOOTHOW MpOJaxe
annapaTHbIMU KOMIIOHEHTaMHu Kpuntocpenctsa u COK.

JlononHuTenbHbIE BO3MOXKHOCTH Hapymmtened tuna H3-HS no momydeHunro anmaparHbIX
KOMIOHEHT KpurnrtocpenctBa 1 COK 3aBUCAT OT peaan3oBaHHBIX B MH(OPMAIMOHHON cUCTeMe
OpraHU3alMOHHBIX MEp.

Hapymurenu Ttuma H6  pacmonmaraioT  mi0OBIMH  amnmapaTHbIMH — KOMIIOHEHTaMH
kpunrocpenctsa u COK.

Hapymmrenu tuna H1 MoryT ncnonb30BaTh IITaTHBIE CPEACTBA TOIBKO B TOM CIlydae, €Clu
OHM PACIIOJIOKEHBI 3a MPEAEIAMU KOHTPOIUPYEMOM 30HBI.

Bosmoxxnoctu Hapymutenei tuna H2-H6 no ucnonbs30BaHMIO IITATHBIX CPEACTB 3aBUCST OT
peaNn30BaHHBIX B MH(GOPMAIIMOHHON CHCTEME OpraHU3aI[MIOHHBIX MEp.

Hapymurenu tuna H4-H6 moryTt npoBoauTh 1a0opaTopHbIe UCCIIEA0BAaHHUS KPUTITOCPECTB,
MCIOJIb3YyEMBIX 3a MpeieaMi KOHTPOJIUPYEMOM 30HbI HH()OPMALIMOHHON CUCTEMBI.

B Ttex caywasx, Korma Mojenb yrpo3 pa3padarhIBaeTCs JIMIAMH, HE SBISIOIIUMUCS
crenuaJucTaMd B oOJIacTH 3alMThl HMH(QOpPMAlMM, PEKOMEHIYETCS OTPaHUYUTHCS TOJIBKO
[IPUBEACHHBIMU BBILIE CPEICTBAMMU ATAK.

Pa3paboruniku Mozmenu yrpo3 - creuuaiucThl B OONacTH 3amMThl MH(OPMAIMU MOTYT
YTOYHUTH IIPUBEACHHBIA BBIIIE IIEPEYEHb CPEICTB arak. PEKOMEHIyeTcs yKa3aHHOE yTOYHEHHUE
JIeJIaTh TOJIBKO B clydyae HEOOXOAMMOCTHU pa3pabOTKU HOBOTO TUIIA KPUIITOCPECTBA.

Onucanue KaHaJIOB aTak

C npakTU4YEeCKOM TOYKM 3PEHMS ITOT pas3liell sSBISIETCS OJHMM M3 BaXHEHIIMX B MOJEIH
HapymmTens. Ero coxmepkaHue 1Mo CyLIECTBY ONpenensercs KauecTBOM (OPMHUPOBAHUS MOJEITU
YIPO3 BEPXHETO YPOBHH.

OCHOBHBIMU KaHaJIaMHM aTakK SBJISIOTCS:

KaHaJbl CBSI3U (KaKk BHYTPH, TaK U BHE KOHTPOJIMPYeMOii 30HbI), He 3amuiienHbie or HC/ k
UH(POPMAIIUN OPraHU3allMOHHO-TEXHUYECKUMH MEPaMH;

LITaTHBIE CPENICTBA.

Bo3MOXHBIMM KaHaIaMU aTak, B YaCTHOCTH, MOTYT OBITh:

KaHajJbl HEMOCPEICTBEHHOIO J0CTyna K OOBEKTY aTaku (aKyCTHUECKHM, BH3yallbHBIM,
buznueckuii);

MAaIIMHHbIE HOCUTENN NH(OpMaIUY;

HOCUTENIN MH(OPMAIMH, BBIBEJCHHBIE U3 YIIOTPEOICHNUS;

TEXHUYECKHE KAHAIIBI YTEUKH;

CUTHAJIbHBIE LICIIH;

LEIN IEKTPOIUTAHMS;

LIEIU 3a3E€MJICHUS;

KaHaJ YTeUKH 3a CUET IEKTPOHHBIX YCTPOICTB HETJIACHOTO MOIyYeHUsI HHPOpMAaIHH;

UH(pOpMaIMOHHbIE U yrpasistomue narepdeiicsl CBT.

B Tex caywasx, korma Moneiab Yrpo3 pas3pabaTbIBaeTcsl JIMLIAMHU, HE SBISIOUIMMUCS
CHenuaiucTaMd B OOJNIACTH  3allMThl MH(POPMAILMH, PEKOMEHAYETCS OrPaHHUYUTBHCS TOJIBKO
IIPUBEJCHHBIMU BBIIIE OCHOBHBIMU KaHAJIAMH aTak.

Pa3zpaboTunku MoJenu yrpo3 - CIEHUATUCTHl B 00JAcTH 3allUThl MH(POPMALUU MOTYT
YTOYHUTh NPHUBEICHHBIN BBIIIE NIEPEUCHb KAHAJIOB aTak. PEKOMEHIyeTCs YKa3aHHOE YTOYHEHHE
JIeNaTh TOJBKO B CIIy4ae HEOOXOIUMOCTH pa3pabOTKU HOBOT'O TUIA KPUIITOCPEACTBA.

Onpenenenue THUNa HAPYIIUTEIS

Hapymutens otHocutes k Tuny Hi, eciau cpenu npeamnonokeHuid 0 ero BO3MOXHOCTSIX €CTh
MPENONIOKEHHE, OTHOCAIEeCs K HapymuTensM Tuma Hi u HeT mpeamnonokeHuH, OTHOCSAIIMXCS
TOJNBKO K HapymuTensMm tuna Hj (j > 1).

Hapymrens otHocutcss k Tuny H6 B uHPOpMAIMOHHBIX CHCTEMax, B KOTOPBIX
oOpabarpiBatoTCs. Hanboiee BaKHbIE TIE€PCOHANIbHBIE JIaHHBIE, HapyLICHHE XapaKTePUCTHK
0€3011acCHOCTH KOTOPBIX MOKET MPUBECTU K 0CO00 TSKEIIBIM MOCIEICTBUSM.



PekomeHnyeTcs Nmpu OTHECEHHMHM omeparopoM Hapymutens K tuny H6 comacoBsiBaTh
Mozenb Hapymutens ¢ @Ch Poccun.

VYpoBeHb KpunTorpaduyeckoil 3alMThl MEPCOHANBHBIX JTaHHBIX, YPOBHH CIELUAIbHOM
3alIUTHl OT YTEUKH MO KaHajaM IO0OOYHBIX HU3IYyYEHUH W HABOAOK W YPOBHM 3alllUTHI OT
HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

Paznuyatot mects ypoBueit KC1, KC2, KC3, KB1, KB2, KA1 kpuntorpadguueckoii 3amuTsl
NIEPCOHANBHBIX JAHHBIX, HE COAEPXKALIMX CBEACHUMH, COCTABISIIOIIMX TOCYAApCTBEHHYIO TaliHY,
ONpe/eNIEHHbIX B TOPSAAKE BO3pAacTaHMUs KOJMYECTBA M JKECTKOCTH TPEABSBISAEMBIX K
KPHUIITOCPE/ICTBAM TpeOOBaHMWM, U, COOTBETCTBEHHO, ILIECTh KJIACCOB KPUIITOCPEICTB, TAKKE
ob6o3nauaembix yepe3 KC1, KC2, KC3, KB1, KB2, KA.

VYpoBeHb  KpunTorpauyeckol 3amMThl MEPCOHAIBHBIX JaHHBIX, OOecreYyrMBaeMoi
KPUITOCPEICTBOM, OINpPEAESETCS ONeparopoM IIyTeM OTHECEHHUsS HapylIUTeNs, JeHCTBUSIM
KOTOPOTO JOJKHO IPOTUBOCTOSITh KPUIITOCPEACTBO, K KOHKPETHOMY THITY.

[Tpu oTHeceHun 3aKkazyuMKoM Hapymwurens k Tuny H1 kpunrocpencTtBo JOMKHO 00€CTIeYUTh
kpunrorpaduyeckyto 3amuty mno yposHio KC1, k tuny H2 — KC2, x tuny H3 — KC3, x Tunmy H4 —
KB1, x Tuny H5 — KB2, x Tuny H6 — KA.

Paznmnuatror tpu ypoBHs KC, KB u KA cnenuanbHOM 3amMThl OT YTE€YKH IO KaHajgam
NOOOYHBIX M3ITYYeHHH W HaBOJOK MpHU 3alIUTe MEPCOHAIbHBIX JaHHBIX C HCIOJIb30BaHHUEM
KPUIITOCPENCTB.

[Ipu otHecenuu Hapymutens k tuny HI-H3 nomxna ObITh OOecneueHa crenuaibHas
3amuTa 1o yposHio KC, k tunny H4-H5 — no yposHio KB, x Tuny H6 — o yposHio KA.

B cayyae mnpuHATHS oOmeparopoM pemIieHuss O 3allUTe IEepPCOHAJIbHBIX JIAHHBIX B
UH(POPMAIIMOHHON CUCTEME OT HECAHKIIMOHUPOBAHHOTO JOCTYIAa B COOTBETCTBUH C HOPMATUBHBIMU
nokymeHTamu O@CB Poccun paznuuarot mects ypoBHelt AK1, AK2, AK3, AK4, AKS, AK6 3amuTs
OT HECAHKIMOHUPOBAHHOTO JIOCTYNa K MEPCOHANBHBIM JIAHHBIM B MH(OPMALMOHHBIX CHCTEMaX,
OTIpe/ICNICHHBIX B TMOPSIIKE BO3PACTaHUS KOJIWYECTBA U KECTKOCTU MPEIbSABISEMBIX K CHCTEMaM
3alIUThl TpeOOBaHMUN, M, COOTBETCTBEHHO, LIECTh KIACCOB HMH()POPMAIIMOHHBIX CHUCTEM, TaKXke
ob6o3nauaembix yepe3 AK1, AK2, AK3, AK4, AKS, AKe6.

[Ipu oTHECceHnu 3aka3uyukoM HapymmTens K Tuiny H1 B uHpOpManmoHHON cucTeMe J10hKHa
ObITh oOecrieyeHa 3alluTa OT HECAaHKIMOHMPOBAHHOIO JOCTYNAa K IMEPCOHAIbHBIM JaHHBIM IO
ypoBHio AK1, k Tuny H2 — no ypoBHio AK2, k tuny H3 — no yposHto AK3, x tuny H4 — no
ypoBHio AK4, x Tunmy HS — o yposnto AKS, k tuny H6 — o yposnio AK6.

TpeOoBaHus K KOHTPOJIIO BCTPAMBAHUSI KPHIITOCPEACTBA

BerpauBanue kpunrocpencts kiacca KC1 um KC2 ocymiectBisiercst 0e3 KOHTpOss €O
ctopobl ®Cb Poccum (ecnu 3TOT KOHTPOJIb HE NPENYCMOTPEH TEXHUYECKMM 3aJlaHueM Ha
pa3paboTKy (MOIEpHU3AINIO) HHPOPMAIIUOHHON CUCTEMBI).

Berpauanue kpunrocpencts kinacca KC3, KB1, KB2 u KAl ocymiecTBisieTcst TOJIBKO HOJ
koHTposieM co ctopoHbl ®Ch Poccun.

BerpauBanue kpuntocpencts kiacca KC1, KC2 umn KC3 Moxer ocymiecTBisATbCs MO0
CaMHUM TOJIb30BaTEJIEM KPUMNTOCPEACTBA PU HANMYUKU cooTBeTCTBYIomEeH nuien3nn ®Ch Poccun,
b0 opraHu3aluel, UMeroIIe cooTBeTcTRyoMYo JuiieH3u0 @Ch Poccun.

BcerpanBanue kpunrocpenctsa kinacca KB1, KB2 unn KA1 ocymecTBisieTcst opraHu3ammei,
uMeroniei coorsercTryomyto auneH3no OCh Poccun.

B xone konTpons co croponsl @Cb Poccuu BeTpanBaHus KpUNTOCPEACTBA MOTYT PEIIATHCS,
B YaCTHOCTH, CIEAYIOLINE 3a/1auH:

poBepKa TpeOOBaHUM TOKYMEHTAIlMH Ha KPUITOCPEICTBO, OTHOCSIIUXCS K BCTPAUBAHUIO
KPUIITOCPENCTBA, B TOM YHUCIIE:

aHaJIU3 KOPPEKTHOCTH BCTPAaUBAHUS;

aHaJU3 NPaBUWIBHOCTH (DYHKIIMOHUPOBAHUS CUCTEMBI YIIPABICHUS KIFOUaMH;

SKCIIEpPUMEHTaJbHAas MpoBepKa pabOTOCMOCOOHOCTH KPHUNTOCPEACTBA U MPABHIBHOCTH
BBITOJTHEHHS BO3JIOKEHHBIX Ha HETO LEJeBBIX (DYHKINT;

OLICHKA BIIMSHUS TEXHUYECKUX U MPOrPaMMHBIX CpPEICTB, COBMECTHO C KOTOPBIMH



NPEATNOoIaraeTcs MTaTHOe (PYHKIIMOHUPOBAHNUE KPUIITOCPE/ICTBA, HA BBHIOJHEHUE MPEIbSIBIIEMbIX
K KpUIITOCPEACTBY TPEOOBAHU.

Mertoauka 1 mporpaMMa KOHTPOJISi BCTPAauBaHUs KPUIITOCPEACTBA pa3padaTbIBaOTCA U (MIIH)
000CHOBBIBAIOTCA CIIEUATM3UPOBAHHON OpraHU3aIieil, MPOBOAIIEH TeMaTHYECKUE UCCIE0BaHUS
KpUNTOCPENCTBa, U cortacoBbiBatoTcs ¢ @Cb Poccnn.



