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O0o3HauyeHNs U COKpPALIEeHU S

ABC — aHTHBUPYCHBIE CPE/ICTBA

BIIp — BpenonocHas nporpamma

NCIIIx — nadopMallMOHHAS CUCTEMA MEPCOHANIBHBIX JaHHBIX
K3 — konTponupyemas 30Ha

MDD — MexkceTeBOM DKpaH

H/IB — HeneknapupoBaHHBIE BO3MOXKHOCTH

HCJ/I — HecaHKIIMOHUPOBAHHBIN TOCTYII

I1/IH — nmepcoHanbpHbIC TaHHBIE

[IMB — nmporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBUE

[1O — nporpamMmmHOe obecrieueHue

[I9BM — nepcoHanbHast 3JIEKTPOHHO-BBIYMCINUTEIbHAS MallIHA
[IOMUWH — no6oyHbIe STEKTPOMATHUTHBIC U3TyYCHUSI K HABOJIKH
CA3 — cucrema aHanmu3a 3alUIIEHHOCTH

C3U — cpencTra 3amuThl HHPOPMAITHH

C3IIdH — cucreMa (mocucTeMa) 3aIUThI IEPCOHATBHBIX JaHHBIX
COB — cucrema oOHapyXeHUsI BTOP>KEHUI
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1. TepMuHBI U oNpeAeIeHUS

B HacrosmeMm JOKyMEHTE WCHOJIB3YIOTCS CIEIyIOIIHEe TEPMHUHBI M HX
ONPEEIICHHUS:

be3onacHOCTh NEPCOHANBHBIX [JAHHBIX — COCTOSHHME 3alIUMIIEHHOCTH
NEPCOHANIBHBIX JAHHBIX, TP KOTOPOM OOECHEYMBAIOTCA UX KOH(UIECHUIUAIBHOCTD,
JOCTYITHOCTh U IIEJIOCTHOCTh NpPH UX 00paboTke B MH(GOPMALMOHHBIX CUCTEMAX
MIEPCOHAIBHBIX TAHHBIX.

biokupoBaHue nepcoHANbHBIX JAHHBIX — BPEMEHHOE IMpeKpalieHue coopa,
CUCTEMATHU3allMM, HAKOIUIEHUS, HCIOJIb30BAHUS, PACIPOCTPAHEHHUS IMEPCOHAJIBHBIX
JAHHBIX, B TOM YHCJIE UX MEepeIayu.

Bupyc (koMnbHOTEpPHBI, NPOrPAMMHBIN) — HCIOJHIEMBbI NPOrpaMMHBIN
KOJl WM WHTEPIPETHUPYEMbIii Ha0Op WHCTPYKIMM, OOJaaroNIuii CBONWCTBAMHU
HECAaHKIIMOHUPOBAHHOTO PACHPOCTPAHEHUSI U camoBocmnpousBeneHus. Co3naHHbIE
nyOnuKaThl KOMITBIOTEPHOTO BHpPyCa HE BCEr/la COBIAJAIOT C OpPUTHHAIOM, HO

COXPaHSIOT CIIOCOOHOCTD K JanbHENIIeMy pacupoCTpaHEHUIO U
CaMOBOCHPOU3BEICHHUIO.
BpenonocHasi mporpamma —  @OporpaMma, —I[peJHa3HayeHHas Ui

OCYILIECTBJICHUS HECAHKIIMOHMPOBAHHOTO JOCTynma u (WJu) BO3JACUCTBUS Ha
NEPCOHANIbHBIE JIaHHBIE WJIM PECYpPChl MH(POPMALMOHHON CHCTEMBbI MEPCOHAIBHBIX
JTAHHBIX.

BcenomoraresibHbIe TeXHHYECKHE CPeICTBA M CHCTEMbI — TEXHHYECKHE
CpEICTBa U CUCTEMbl, HE NpeJHA3HAYECHHbIE I Mepeaayu, oOpabOTKU U XpaHEHUs
NIEPCOHAJIBHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMHU
U CHCTEMaMH, NpeJHa3HAYEHHBIMU JJIs1 0OpaOOTKH MEPCOHANBHBIX JAHHBIX, WIH B
MOMEILEHUAX, B KOTOPBIX YCTAHOBJIEHbI HH(POPMAILIMOHHBIE CUCTEMBI MTEPCOHATBHBIX
JTAHHBIX.

Joctyn K WH(OPMAaMM — BO3MOXXHOCTh IOJIy4eHUS MH(pOpPMAIUU U €€
UCIIOJIb30BAHUSI.

3amumaemas uHopManusa — wuHPOpMaLMs, SBIAOMIAACS MPEAMETOM
COOCTBEHHOCTH UM MOJUJIeXalllas 3alluTe B COOTBETCTBUU C TPEOOBAaHUSIMHU MPABOBBIX
JIOKYMEHTOB WJIK TPEOOBAHUSIMU, YCTaHABIMBAEMbIMH COOCTBEHHUKOM MH(OPMALIUH.

UnenTndukanusa — npucBoeHHe CcyObeKTaM M 00bEeKTaM J0oCTyna
uaeHTu(UKaTOpa U (UJIM) CpaBHEHUE MIPENBABIAEMOrO UICHTU(UKATOPA C IEPEUHEM
IPUCBOEHHBIX UIEHTU(UKATOPOB.

NudopmanumonHasi cucreMa NepCOHAJNBHBIX AAHHBIX — HH(OpPMalMOHHAs
CUCTeMa, MpEeJCTaBistoNmas Cco0OW COBOKYNHOCTh IEPCOHANBHBIX  JAHHBIX,
colaepKammxcss B 0Oa3e JaHHBIX, a TakkKe HH(OOPMALMOHHBIX TEXHOJIOTUNA U
TEXHUYECKUX  CPEACTB, TO3BOJSIOLUIMX  OCYHIECTBIATH  OOpabOTKy  Takux
NEPCOHAIBHBIX JAaHHBIX C MCIHOJIb30BAaHUEM CPEACTB AaBTOMAaTH3allUd WU 0e3
UCIIOJIb30BAHUS TAKUX CPENICTB.

NudopMmannonHble TeXHOJOTMM — IIPOIECChl, METOJbl IOMCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEICTABIEHUS, PACIPOCTPAHEHUT UHPOPMALIUK U CIIOCOOBI
OCYUIECTBJICHUS TAKUX MPOLECCOB U METOJIOB.
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KonuaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — 00s3aTelbHOE IS
COOIOJIEHUsI OINEpaTOPOM MM HMHBIM TOJYYHMBIIMM JOCTYIl K IE€PCOHAIBHBIM
JTAHHBIM JIUIIOM TpeOOBaHWE HE JOMYyCKaTh WX pacCIpoCTpaHeHUs Oe3 coryiacus
CyOBEeKTa MepCOHAIBHBIX JAHHBIX WJIM HAJTUYHSI HHOTO 3aKOHHOTO OCHOBAHHMSL.

KounTpoaupyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHUS, 31aHUE, YACTh 37aHUs,
MIOMEIICHHE), B KOTOPOM MCKIIFOUEHO HEKOHTPOJIUPYEMOE NMPeObIBAHUE TOCTOPOHHUX
JIULL, a TAK)KE€ TPAHCIIOPTHBIX, TEXHUYECKUX M UHBIX MaTEPUATIbHBIX CPECTB.

MexcereBoidi  3KpaH  —  JIOKaIbHOE€  (OJJHOKOMIIOHEHTHOE)  WJIU
(GyHKIHOHATBHO-pacIpeieIEHHOE IPOrpaMMHOE (mporpaMMHO-anmapaTHoOe)
CPEICTBO (KOMILIEKC), pealiu3ylollee KOHTPOJb 32 MHGOpMaIHel, MOCTyMnae B
MH(POPMALMOHHYIO CHUCTEMY HEPCOHAIbHBIX JaHHBIX W (WJIM) BBIXOJAIIEH U3
UH(OPMAITMOHHOW CUCTEMBI.

HenexnapupoBaHHble BO3MOKHOCTH — (PYHKIMOHAJIbHBIE BO3MOXHOCTHU
CPEICTB BBIYUCIUTENHbHON TEXHUKH M (MJIM) OPOrpaMMHOrO OOECHedeHHUs, He
ONHMCAHHBIE WJIA HE COOTBETCTBYIOIIME ONUCAHHBIM B JOKYMEHTALMH, IPH
UCIIOJIb30BAaHUM  KOTOPBIX  BO3MOXKHO  HapylIeHHE  KOH(UJIEHUHUAIbHOCTH,
JIOCTYITHOCTH WJIM LIETIOCTHOCTU 00padaThiBaeMoil HHPOpMaLIUU.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKUMOHUPOBAHHbIE [EHCTBUA) —
nocTynl K MHGOpMAlMM WM JAEUCTBUS ¢ UH(pOpMAaIUed, OCYILECTBIsIEMbIE C
HapyILIEHUEM YCTAaHOBJIEHHBIX MpaB W (WJIM) MpaBWI JOCTyNa K MHGOpPMAIUU WIH
NEUCTBUIN C HEM ¢ MPUMEHEHHEM IITATHBIX CPEICTB MHOOPMAIMOHHONW CUCTEMBI WIIH
CPEIICTB, AHAJOTMYHBIX MM 1O CBOUM (DYHKIIMOHAIILHOMY TMPEIHA3HAYCHUIO W
TEXHUYECKUM XapAKTEPUCTHKAM.

O0paboTka mnepCcOHANBHBIX [aHHBIX — JeilicTBUA  (omepanuu) ¢
NEPCOHAIBHBIMU  JIaHHBIMM, BKJIOYass CcOOp, CHUCTEeMaTH3alUl0, HAKOIICHHE,
XpaHeHue, yrouneHue (0OHOBIIEHHE, U3MEHEHHUE), UCIIOIb30BAHNE, PACTIPOCTPAHEHHE
(B TOM wuwMcime mepenady), oOe3IMYMBaHUE, OJIOKHUPOBAHUE, YHUUYTOKEHHUE
NEPCOHATIbHBIX JAHHBIX.

Omneparop — rocy1apCTBEHHBINM OPraH, MyHULIMNIAIBHBIN OpraH, FOPUINYECKOE
Wik (pu3nyeckoe U0, OpraHu3yllue U (WIM) OCYILIECTBISOIKE 00paboTKy
NEPCOHANBHBIX JIAHHBIX, @ TAK)Xe OINpeAeNIoNIre e U COAEpKaHue o0padoTKu
NEPCOHANILHBIX JTAHHBIX.

IlepexBar (uHopManmum) - HENpPaBOMEpPHOE MOJIydeHHE HH(OpMaALUU C
HCIOJIb30BAaHUEM TEXHUYECKOTO CPEJICTBA, OCYIIECTRISAIONIEr0 0OHApYKEHHUE, TTPUEM
1 00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble aHHble — Jio0as uwHGOpMaINMs, OTHOCAIIAsACA K
ONpEAETICHHOMY WJIM OMNpeAeNsseMOMY Ha OCHOBAaHMU TakoW HHMOpManuu
¢uznyeckomy nuily (CyOBEKTy MEepPCOHAIbHBIX JAaHHBIX), B TOM YKCIE €ro (haMuims,
UM, OTYECTBO, Jara W MECTO pOXIEHHS, aApec, CEMENHOe, COLUaIbHOE,
UMYIIECTBEHHOE  TOJIOKEHHE, o0pa3zoBaHue, mpodeccus, AOXOIbl, JApyras
uH(popmarus.

I[To0o4yHbIE  3JIeKTPOMATHUTHBbIE U3J1yYeHUus! " HABOJAKH  —
AIIEKTPOMArHUTHBIE M3JIYyYEHUs TEXHUYECKUX CPEeACTB OOpabOTKH 3aluiiaeMoin
uH(pOpMaIKU, BOZHUKAIOLIME KaK MOOOYHOE SIBJICHUE U BbI3BAHHBIC YJIEKTPUUECKUMU
CUTHAJIaMU, JCUCTBYIOINIMMH B MX DJIEKTPUYECKMX M MArHUTHBIX LEMAX, a TaKKe
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DJIEKTPOMArHUTHBIE HABOJKMA J3TUX CUTHAJIOB HA TOKONPOBOISIINWE JIMHUH,
KOHCTPYKIIMH Y LIETU [TUTAHUS.

[Hoab30BaTesib MHPOPMALMOHHON CHCTEMBbI NEPCOHAJBHBIX JAHHBIX —
JUI0, Yy4yacTBywoliee B  (PYHKIMOHHUPOBAHUU  HMH(POPMAIIMOHHON  CUCTEMBI
MEPCOHAIBHBIX JIAHHBIX WJIU UCIIOIb3YIONIEE Pe3yIbTaThl €€ PyHKIIMOHUPOBAHUS.

IIpaBuia  pasrpaHMyeHusi JOCTyIAa —  COBOKYNHOCTb  MpaBul,
perjIaMeHTHPYIOIINX MpaBa JOCTyNa CyObEKTOB AOCTYINA K 00bEKTaM JOCTyIa.
IIporpammHasi 3akjagKka — CKPBITHO BHECEHHBII B IPOrpaMMHOE

oOecrieyeHue (PYHKIIMOHABHBIA OOBEKT, KOTOPBIM MpPH OINPEETICHHBIX YCIOBUIX
croco0eH  o0ecrneyuTh HECAHKIMOHUPOBAHHOE  MPOrPAMMHOE  BO3JIEHUCTBHE.
[IporpammHas 3akiagKa MOXET ObITh peaJTu30BaHa B BUJIE BPEJOHOCHOM MPOTrPaMMBbI
WJIY IIPOrPaMMHOTO KOJQ.

IIporpammMHoe (mporpaMMHO-MaTeMaTH4YeCKOE) BO3/1eliCTBHUE —
HECAaHKIIMOHUPOBAHHOE  BO3JCHCTBHE HA  PECYpChl  aBTOMATU3MPOBAHHOU
WH(OOPMAITMOHHOW CHCTEMBI, OCYIIECTBISIEMOE C HCIIOJIB30BAHUEM BPEIOHOCHBIX

IIPOTPaMM.
Pecypc nH(pOpMALMOHHON CHCTEMbI — HMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO WJIn arrapaTHOro oOecrieyeHus (yHKIMOHUPOBAHUS

MH(OPMAIITMOHHONW CUCTEMBI.

CpeacTtBa BBIYMCJANTEILHON TEXHUKHM — COBOKYITHOCTH MPOTPAMMHBIX U
TEXHUYECKUX IJIEMEHTOB CUCTEM O0OpaOOTKU JTaHHBIX, CIIOCOOHBIX ()YHKIIMOHUPOBATH
CaMOCTOSATEIILHO WJIA B COCTaBEe JPYTUX CUCTEM.

Cy0bekT npoctyma (cy0beKT) — JIMIO WM MPOLECC, AEHCTBUS KOTOPOTO
pErIAMEHTUPYIOTCS MPABUJIaMU Pa3rpaHUUYEHUS TOCTYIIA.

Texunueckue cpeacrsa HHPOPMALUMOHHON CHCTEMbl MEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBHIYMCIUTEILHON TEXHUKH, WH()OPMAITMOHHO-BBIYHCIUTEIHHBIC
KOMILJIEKCBI M CETH, CpPEACTBA M CHCTEMBI IepeAaud, IpuemMa H 00padoTKh
NEPCOHANBHBIX JAHHBIX (CpPEICTBA M CHUCTEMBI 3BYKO3aIUCH, 3BYKOYCHJICHMS,
3BYKOBOCIPOU3BEICHUSI, MEPErOBOPHBIE U TEJIIEBU3MOHHBIE YCTPOMCTBA, CPENICTBA
W3TOTOBJICHUS, TUPAXUPOBAHUS JOKYMEHTOB W JIpyTME€ TEXHUYECKUE CPEJICTBa
00paboTKH peueBOM, rpapuyeckoil, BUIeo- U OYKBEHHO-IMGPOBOM HHGPOPMALIMH),
pOrpaMMHBIE CpeACTBa (OINEpalMOHHbIE CHUCTEMBbI, CUCTEMbl YyNpaBlieHUs Oazamu
JAHHBIX U T.I1.), CPEJICTBA 3AIIUTHI HH(DOPMAIUH.

TexHuyeckuil KaHaJ yTe4YKM HH@OpManMM — COBOKYIHOCTb HOCHUTEIIA
undopmaruu  (cpeactBa o0pabOTkM), (U3MUECKOW Cpenbl PpaclpoCTpaHEHUs
WHOOPMATUBHOTO CHUTHAJIa M CPEICTB, KOTOPBIMH JOOBIBaeTCS 3alluiaeMas
uHdopmarus.

Yrpo3bl 0€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH U
(aKkTOpoB, CO3JAOMIMX OMNACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE
CIly4ailHOro, A0CTyna K IEPCOHAJbHBIM JaHHBIM, PE3YyJbTaTOM KOTOPOTO MOKET
CTaThb YHUYTOXEHHUE, W3MEHEHUE, OJIOKMPOBAHHUE, KOMUPOBAHHUE, PACIPOCTPAHEHUE
MEePCOHAIBHBIX JAHHBIX, & TAK)KE€ MHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUU MpPU UX
00paboTke B MHOOPMALIMOHHON CUCTEME TTePCOHATBHBIX TAHHBIX.

YHUUYTOKEHNE MEePCOHATBHBIX JAHHBIX — JCHCTBUS, B PE3yJbTAaTe KOTOPHIX
HEBO3MOXXHO  BOCCTAaHOBUTH  COJIEp’KaHHE  TMEPCOHANBHBIX  JAHHBIX B
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UH(POPMAIIMOHHON CHCTEME IMEpPCOHAIBHBIX JAHHBIX WMJIU B pe3yJibTaTe KOTOPBIX
YHUUTOXAIOTCS MaTepUaIbHble HOCUTEIN NEPCOHAIBHBIX JaHHBIX.

Yreuka (Bammmaemon) uHpoOpMalUM N0 TEXHHYECKHMM KaHAJIaAM —
HEKOHTPOJINPYEMOE PACIpPOCTPaHEHUE HH(POPMALUU OT HOCHUTENS 3allMIAcMON
uHpopmanuu  4Yepe3  (PU3MYECKYIO CpeQy [0  TEXHHUYECKOro  CpE/CTBa,
OCYILECTBISAIONIETO NepexBaT HH(POPMALIHH.

Y1o/IHOMO4YEHHOE ONepaTopoM JIMIO0 — JUIO, KOTOPOMY Ha OCHOBAaHHH
JIOTOBOpa OIEpaTop Mnopydaer o0pabOTKy NEPCOHATIbHBIX JIaHHBIX.

HenocTtHocTh MHGOPMANMH — COCTOSHUE HMHPOpMALUHU, IPU KOTOPOM
OTCYTCTBYET JI000€ €€ H3MEHEHHE MO0 H3MEHEHHE OCYLIECTBIIAETCS TOJIBKO
IpeHaMEPEHHO CyObEeKTaMH, UMEIOLIMMHU Ha HETO MPaBo.
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2. O01ue moJI0KeHUs

2.1. Hacrosiiuii 1OKyMeHT pa3paboTaH Ha ocHoBe (DenepanbHOr0 3aKOoHa OT
27 mionst 2006 . Ne 152-®03 «O mnepcoHAbHBIX JAHHBIX» W B COOTBETCTBUHU C
«[lonoxxennem 00 obOecriedeHUH O€30MACHOCTH TMEPCOHANBHBIX JIAHHBIX MpPHU HX
00paboTke B MH(OPMALMOHHBIX CHUCTEMaX IMEPCOHANBHBIX JAHHBIX», YTBEPKIACHHBIM
nocranoBieHreMm lIpaBurensctBa Poccuiickoit ®enepauuu ot 17 HosiOps 2007 r.
Ne 781, ¢ 1ienpr0 COBEPIICHCTBOBAHMUS METOAMUYECKOTO 00eCIeYeHHsI JIeATEIHbHOCTH B
JAHHOM O0JIaCTH TOCYJApCTBEHHBIX W MYHULMIAIBHBIX OPraHOB, HOPHUIMYECKHUX H
GuU3MYeCKUX MM, OpraHM3ylomuX W (WIM) OCYIIECTBISIONUX  00pabOTKy
nepcoranbHbIX naHHBIX ([1/1H), onpenenstomux menu u conepkanue oopadbotku 11/IH
(omepaTopoB), a TaKXKe 3aKa3uMKOB M Pa3padOTUMKOB WHGPOPMAIIMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX (MCII[IH) npu pemeHun wMu 3amad 1O  OOECIIEYECHUIO
oe3onacHoctH [1/1H.

2.2. O6ecneuenue Oe3zomacHoctu II[ln mpu wux o6paborke B WCIIH
JIOCTUTAETCs MyTEM MCKIIIOUEHHS] HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE CITy4YalHOTO,
JOCTyIla K IIEpCOHAIBHBIM JIaHHBIM, pPE3yJbTaTOM KOTOPOTO MOIYT CTaTh
YHUUTOXKEHUE, U3MEHEHHE, OJOKUPOBAaHHE, KOMHMPOBAHUE, PACHPOCTPAHEHUE
MEPCOHANBHBIX JJAHHBIX, & TAK)KE WHbIE HECAHKIIMOHUPOBAHHbBIE JICHCTBUA.

Meponpusitus no obecneuenuto OezonacHoctd I[I/IH dopmynupyroTcs B
3apucumoct oT kiacca WCII[AH, ompeaenseMoro ¢ y4eTOM BO3MOXKHOIO
BO3HMKHOBEHHUSI yrpo3 O€30MacCHOCTH >KM3HEHHO Ba)KHBIM HWHTEpecaMm JIMYHOCTH,
oOLIECTBa U TOCyAapCTBa.

2.3. Ilonoxenuss HacTosuiero JoKyMeHTa He pacnpocrpasstorces Ha UCII/IH,
oOpabarbiBatomvie [IJIH, OTHECEHHbIE B YCTAHOBJIEHHOM IMOPSAKE K CBEICHUSM,
COCTaBJIAIOIIMMHU T'OCYJapCTBEHHYIO TauHy. IIopsaok u conmepaHue MEpONpUATHI
1o 3aluTe UH(pOpMaLKHU, CoAepKalIell CBEIEHUS, COCTABIISAIOIINE TOCYIaPCTBEHHYIO
TallHy, OIpPEAENIAI0TCS B COOTBETCTBUM C HOPMATHBHBIMM M METOJUYECKUMH
JIOKyMEHTaMH B 00JIACTH 3aLLUThI TOCYIapCTBEHHOM TailHBI.

2.4. Hacrosiiumii ~ JIOKyMEHT  SIBISIETCA ~ METOJMYECKUM  JIOKYMEHTOM,
OIPENENSIIOIIMM MEPONPUATHS [0 OpraHu3allid M TEXHUYECKOMY OOECIEYEHUIO
6esonacuoctu [1/lH (He kpunrorpa@uyecKUMH METOJaMH) MPU UX 00padOTKe B
NCI1/In, B uHTEpECax pelIeHus 3a/1a4:

IPOBENCHHUSI ~ MEpONPHUATHI,  HANOpaBICHHBIX  HAa  IPEIOTBpAIlCHHE
HECAaHKIIMOHUPOBAaHHOTO aoctyna K [1/IH u (mim) nepenayu ux JIMLaM, HE UMEIOIUM
mpaBa J0CTyna K Takoh uHpopMaIny;

CBOCBPEMEHHOTO  OOHapyXeHusi  (aKTOB  HECAHKIIMOHHMPOBAHHOTO
noctyna (HC) x IT/H;

HEJOMYyLIEHUSI BO3JACHCTBUSA HA TEXHHUYECKHE CPEACTBA aBTOMATHU3WPOBAHHOMU
oopabotku II/IH, B pe3ynabTaTe KOTOPOro MOXKET OBITh HApYIIEHO HX
GyHKIIMOHUPOBAHUE;

BO3MOYKHOCTH HE3aMEUIUTEIBHOTO BOCCTaHOBJICHUS [T/,
MOAU(PUIMPOBAHHBIX WM YHUUTOXKEHHBIX Benencteue HCJI k Hum;

MTOCTOSTHHOT'O KOHTPOJIS 32 00ecTieueHrueM ypoBHS 3ammuineHHocT [1/1H.

Ob6ecneuenue Oe3onacHoctu II/IH ¢ Hcmonab30BaHMEM KpUNTOTpadUUECKUX
METO/IOB B HACTOSALIEM JOKYMEHTE He paccMmarpuBaercs. [lopsnok opraHuzanuu u
oOecrieyeHusl yKa3aHHbIX padoOT ompenensieTcsi B COOTBETCTBUU C HOPMATHUBHBIMU
nokymeHTamu @enepanbHoil cityk0b1 6e3onacHocTu Poccuiickoit denepanui.
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2.5. HacTtosimuii JTOKYMEHT NpHUMEHsSETCs [UIsi obOecreueHus O0e30macHOCTH
[1/T1 ipu ux obpadotke B UCIIJIH crienyromux BUAOB:

UCIIIH  rocylnapCTBEHHbIX  OpraHoB,  OpraHuW3ylmmx u  (WiIn)
OCYUIECTBIISIIOLIUX O00paOOTKY MEPCOHAIBHBIX JaHHBIX, a TaKXe OIMpPeAeIIOINMNX
LEIN U CoiepKaHne 00pabOTKU NEPCOHATBHBIX JJAHHBIX;

NCIIOn MYHULUITAJIBHBIX OpraHoB, OPTraHU3YIOIIUX 51 (nnn)
OCYILECTBIISIIOIIUX O0pabOTKY MEPCOHATBHBIX JAHHBIX, & TAKXE OIMPECISIONINX
LEIN U COAEepKaHne 00pabOTKM NEPCOHATIBHBIX JAHHBIX;

NUCIIIH ropuanyYecKuX JIML, OPraHU3YKIIUX W (WIM) OCYIIECTBIISIOIINX
00pabOTKy MEpPCOHAJIbHBIX JAHHBIX, @ TaKXKe OIMPENEISIONINX LEIH U COACpKAHHE
00pabOTKH MEPCOHATBHBIX JAHHBIX;

UCTIIn ¢uzndeckux JUI, OPraHuM3yIMUX # (WIM) OCYIIECTBIISIONIUX
00pabOTKy NMEpPCOHAJIbHBIX JAHHBIX, @ TaKXKe OINpPENEIAIONINX LEIH U COAEpKaHHE
00pabOTKH TMEPCOHANBHBIX JaHHBIX (32 MCKJIIOYEHHEM CIydaeB, KOI/a IMOCIEIHUE
UCIIOJIB3YIOT YKA3aHHbIE CUCTEMbI HCKIIOUUTENBHO JUIS IMYHBIX U CEMEHHBIX HYXKI).
2.6. Pabotel mo oOecneuenuto OeszomacHoctd II[lH mpu wux oOpabotke
B UCIIJln sBiasioTca HeoThemyIeMON dYacThlo padbor mo cozganuto MWCIIH.
PesynbraToM 3THX pabOT JOJDKHO SIBIATHCS CO3JaHUE CHUCTEMBI (MTOJACUCTEMBI)
3aInThI epcoHanbHbIX AaHHbIX UCII/IH.

2.7. lna oOecneuenuss Oe3zonacHoctu [1/In mpu ux obOpaborke B MCII/H
OCYILECTBISIETCS 3alllUTa peueBol MHpopManuu u uHopmaruu, odpadbaTbiBacMOi
TEXHUYECKUMHU CpPEJCTBAMH, a Takke HHPOpMalluu, MPEACTaBICHHOW B BHUJC
UH(POPMATUBHBIX 3JEKTPUUECKUX CHUTHAJIOB, (DU3MUECKHUX IIOJIeH, HOCUTENed Ha
OyMa)kHOM, MarHUTHOH, ONTHYECKOM M WHOH OCHOBE, B BHJI¢ MH(GOPMAIIMOHHBIX
MaccuBOB U 0a3 manHbix B UCIIJIH.

2.8. OCHOBHBIMH  MEPOINPHUATHUSIMUA 10 OPTraHU3alMM © TEXHUYECKOMY
obecneuenuto 6e3omnacHocty [1J1a 8 UCIIIH sBnstoTcs:

MEpOIpUATUS 10 OopraHu3anuu obecneuenus OezonacHocTu I[IJIH, BKIitOUas
kinaccudukanuo UCIIH;

MEpOIpUATUSA MO TEeXHUYecKoMmy oOecreueHuto OezonacHoctu [1/IH mpu ux
o0pabotke B UCII/IH, BKiIOUarOIIKie MEPOTIPUATHS MO Pa3MEILLEHHIO, CIEHUATIBHOMY
00OpY/IOBaHUIO, OXpaHE€ M OpraHu3aluHd peXUMa JOMyCKa B IOMEIICHHsS, TIJe
Begercs padora ¢ I1JIH, MeponpuaTHs MO 3aKPHITHI0 TEXHUYECKUX KaHAJOB yTEUKH
[TIn npu ux oOpaboTke B MHPOPMAIIMOHHBIX CHUCTEMAax, MEPONPHUATHS MO 3aIIUTe
[T/TH OT HECAaHKLIIMOHUPOBAHHOIO JIOCTYIA U ONPEAEIICHUIO NTOpsAIKa BEIOOpa CPEACTB
samuTel [11H pu ux o6padorke B UCII/IH.

2.9.Ilpu o6padorke IIJIn B MCII[IH BO3MOXXHO BO3HHUKHOBEHHE YyTIPO3
6e3onacHoctu [1JIH, BKIIOYAIONUX COBOKYIHOCTh YCIOBHM U ()aKTOPOB, CO3IAIOIINX
OMAaCHOCTh HECAHKIIMOHUPOBAHHOT'O, B TOM YHCIIE ClIy4alHOro, noctyna K [1/1H.

Mopgens yrpo3 npumeHutenbHo kK KoHkpeTHol MCIIIH pa3pabarbiBaeTcs B
COOTBETCTBUM € «METOIUKON OINpeaeNeHnsl aKTyalbHbIX yIpo3 0e30MacHOCTU
NEPCOHANBHBIX JIaHHBIX NpU HX 00paboTke B HMH(POPMALMOHHBIX CHCTEMax
NEPCOHANBHBIX JIaHHBIX» Ha OcHOBe «ba3oBoil Mozgenu yrpo3 0€30MacHOCTU
NEPCOHANBHBIX JIAaHHBIX NpU HX 00paboTke B HMH(POPMALMOHHBIX CHCTEMAax
NEPCOHAIIBHBIX JTAHHBIX).

BoisiBienue u yuer yrpo3 Oe3onacHoctd II/I[H B KOHKpPETHBIX YCIOBHSIX
COCTaBJIIIOT OCHOBY Ui IUIAHUPOBAHMS M OCYILECTBIEHUS MEPONPHUATHI,
HaIpaBJICHHBIX Ha oOecnieueHre 6e3omacHocTH 110 mpu ux o6padorke B UCII/IH.
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3. OcHOBHbBIE MEPONIPHUSITHS 10 OPraHU3ANUN o0ecnevyeHnsi 0€30MaCHOCTH
NMEePCOHAJIBLHBIX JaHHBIX

3.1. [lox opranu3zanueit odecnedenus 6ezonacHoct [1/[H nmpu ux oO6padboTke B
NCIIIx nonumaercs GOpMUPOBAHUE U peau3alisi COBOKYIMHOCTH COTIAaCOBAHHBIX
0 LEeNIW, 3aJadyaM, MECTYy U BpPEMEHHM OpPraHu3allMOHHBIX W TEXHHUYECKHX
MEpOINPUATANA, HAMNpPaBICHHBIX HAa MHMHMMHM3alMI0 yiiepda OT BO3MOXHOM
peanuzanuu yrpo3 6ezomacHoctu I1/1H.

3.2. O0s13aHHOCTH 1O pealu3alid HEOOXOJUMBIX OpPraHU3AlMOHHBIX U
TEXHUYECKUX MEpPONpUATHI i 3amuThl [IJ[H OT HEMpaBOMEPHOTO WIH CIy4YaillHOTO
JOCTyNa K HUM, YHUYTOXEHUS, W3MEHEHUs, OJOKUPOBAHMS, KOMUPOBAHMS,
pacupoctpanenus [IJ[H, a Takke HHBIX HENPABOMEPHBIX JACHUCTBUA C HUMH,
BO3JIararoTCsl Ha OIeparopa.

Jlns  pa3paboOTKM ¥ OCYIIECTBJICHHS MEPONPUSTUN 10 OpraHu3aluul |
obecnieuennto 6e3omacuoctr [1/ln mpu mx o6pabotrke B MCIIH omepaTopom wim
YIOJHOMOYEHHBIM UM JIMLIOM JIOJKHO Ha3HA4YaThCsl CTPYKTYPHOE NOJIpa3AeiCHUE WU
JOJKHOCTHOE JUIIO (paOOTHHK), OTBETCTBEHHOE 3a oOecrnieueHue 0e3omacnoctu [1/1H.

3.3. TexHuyeckre U MPOrpaMMHBIE CPEJCTBA, UCIOIL3YEeMbIC Il 00paboTKH
[IJu B WCII[AH, AOMKHBI yAOBIETBOPATh YCTAHOBJIEHHBIM B COOTBETCTBHUH C
3aKoHOAATeNbCTBOM Poccuiickoit denepanuu  TpeOOBaHUSAM, O0ECIICUMBAIOIINM
3aIUTy UHPOPMALIMH.

CpeactBa 3amutsl nHGopmaruu, npumensieMbie B UCII/IH, B ycTaHOBIIEHHOM
MOPSJIKE MPOXOAST MPOILEAYPY OLIEHKH COOTBETCTBHUSA, BKIIIOYAs CepTUUKAIMIO HA
COOTBETCTBHE TPEOOBAHUSIM 1O 0€30MaCHOCTH UH(OPMAITUH.

3.4. Obecnieuenne Oe3zomnacHoctu [IJ[H ocyiiecTBIsSETCS MyTeM BBIMOJTHEHUS
KOMILJIEKCA OPTraHU3AIMOHHBIX U TEXHUYECKUX MEPONPUATUH, PEAIM3yEMbIX B paMKax
CO37aBa€MOM CHUCTEMBI (IOJACUCTEMBI) 3alUTHl NepcoHanbHbIX JaHHbIX (C3I1IH).
Crpykrtypa, coctaB u ocHoBHbIe ¢yHKIMu C3II/IH onpenenstoTcs UCXOs U3 Kiacca
NCITdn. C3IIIH BKIIOYaeT OpPraHMU3AllMOHHBIE MEpPhl M TEXHUYECKHE CPEACTBA
3aluUThl HHPOpMAIMK (B TOM yucIie mudpoBalibHbIE (KpUnTorpaduyeckue) CpecTna,
CpeICTBa MPEIOTBPALIEHUS] HECAaHKIMOHHUPOBAHHOTO JIOCTYIA, YTEYKHU HH(pOpMauu
[0 TEXHUYECKUM KaHajaM, MpOrpaMMHO-TEXHUYECKUX BO3ACUCTBHI Ha TEXHUYECKHUE
cpenctBa oopabotku [1/1H), a Takxke wucnosib3yeMble B MHGOPMALMOHHOW CHCTEME
MH(OPMALIMOHHBIE TEXHOJIOTHH.

3.5. Pexomenaytrotcs cinenyromiue craauu cozaanusa C3I1/H:

MIPEANPOEKTHAS CTaus, BKIrOUaromas npeamnpoektaoe oocienoranue UCII/IH,
pa3paboTKy TEXHUUYECKOTO (4aCTHOIO TEXHUUECKOT0) 3aJJaHHs Ha €€ CO3/IaHu¢E;

cTaausi TpoekTupoBanus (pa3pabotku mpoektoB) u peanusamuu WCIIJIH,
BKuTroHarorias pa3padorky C3I11n B cocraBe UCII/IH;

ctagusi BBoga B aeiictBue C3II/IH, BKItOUaronias OMBITHYIO SKCILTyaTallui0 U
IPUEMO-CJATOYHBIE HUCIBITAHUS CPEACTB 3alIUThl MH(POpPMALUM, a TAKXKE OLEHKY
cootBercTBUs UCIT/IH TpeOboBanusiM 0€30MacHOCTH HH(OpMaALIUK.

3.6. Ha npennpoektHoii craauu no o0cneaoanuto MCII/In pekomeHnayroTcs
CJIETYIOLE MEPOTIPUATHUS:

ycTaHaBiuBaeTcss HeooxoaumocTh 00padotku [11n B UCIIH;
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onpexensiercs nepeuens [1JIH, moanexamux 3amute oT HCJ;

onpenensaoTcs ycioBus pacnonokenuss HWCIIJIH OTHOCHUTENbHO TpaHUIl
KOHTpoaupyemoi 30HbI (K3);

onpenensatoTcsa koHdurypanusa u Tonosorust UCIT/IH B nenoM u ee oTAeIbHBIX
KOMIIOHEHTOB, (u3nyeckue, (yHKIHOHAIbHBIE W TEXHOJOTMYECKUE CBS3M Kak
BHYTPH JTHUX CHUCTEM, TaK M C JPYTUMH CHCTEMaMM pPa3JIUYHOIO YPOBHSI U
HA3HAYECHUS,

ONPENENAOTC TEXHUYECKHE CPEICTBA W CHUCTEMBI, MPEANOJaracMble K
HCIIOB30BaHUI0 B pazpabareiBaecMort MCIIH, ycioBHS UX pacrojoXeHus,
OOIIECUCTEMHBIE W MPUKIAJIHBIE MPOTPAMMHBIE CPEACTBA, HMEIOIIMECS U
npeajiaraemMbie K pa3padoTKe;

onpenenstoTcs pexxumbl o6padotku [IJIx 8 UCII/IH B 11€710M 1 B OTAEIBHBIX
KOMIIOHEHTaX;

onpexaensiercs kinacc UCII/IH;

YTOYHSIETCS CTENEeHb YYacTHsl JOHKHOCTHBIX JiHil B 00pabotke I1/IH, xapakTep
UX B3aUMOJEHCTBUS MEXKIy COOOM;

onpenensitorcs (YTouHstoTcs) yrpo3sl 0e3onacHoctd II/[H mpuMeHUTENbHO
K KOHKpeTHbIM yciioBusM (QyHkuuonupoBanuss MCII/[In (pa3paboTka vacTHOU
MOJIEJIH YTPO3).

3.7. Ilo pe3ynbTaTamM IpeanpoeKTHOTO 00CIe0OBaHUSI HA OCHOBE HACTOSIIETO
JOKyMEHTa ¢ ydeToMm YycraHoBieHHoro kinacca WCII/IH 3amaroTcs KOHKPETHBIE
TpeboBanusi 1o obecneueHuto OezonmacHocTH [1/IH, BKIIIOYaeMble B TEXHUYECKOE
(dacTHOE TeXHHUUYECKOE) 3ajanue Ha pa3zpadbotky C3I1/H.

3.8. Texuuueckoe (YacTHOE TeXHWYECKOe) 3afaHue Ha paszpaborky C3IIJ/In
JOJKHO COAEP/KATH:

obocHoBanue paszpadorku C3I1/1H;

UCXOJHbIE  JaHHble co3gaBaeMod  (mMoxepHusupyemoi) HWCII[Ix B
TEXHUYECKOM, MPOrPaMMHOM, HH()OPMALTMOHHOM U OPTraHU3allMOHHOM acCIeKTax;

knacc UCI1/IH;

CCBUIKY Ha HOPMATHBHBIE JOKYMEHTBI, C Y4Y€TOM KOTOpBIX OyJAer
pa3pabarbiBatbest C3I1AH u npunumarbes B skcruryaranuio UCITIH;

KOHKpeTu3aluio Meponpusatuii u tpedosanuii k C3I1/1H;

NepeUeHb MPEJIOIaraeMbIX K MCIOJIb30BAHUIO CEPTUDHUIIMPOBAHHBIX CPEJICTB
3alUThl HTHPOPMAIINH;

00OCHOBaHUE TIPOBENICHUS pPa3padOTOK COOCTBEHHBIX CPEACTB 3alUThI
uHbOpMallMU TpPU HEBO3MOXHOCTU WM HELEeIeCOOOPa3HOCTH HCIOJIb30BAHUS
MMEIOIIUXCS HA PHIHKE CEPTUDHUIIMPOBAHHBIX CPECTB 3aIUTH HHPOPMAIIHH;

COCTaB, COJEp)KAaHHE M CPOKU TMPOBEIEHHUs pabOT MO 3dTamaM pa3paboTKU H
BHeapenus C3I1/1H.

3.9. B nensx nuddepeHunpoBaHHOrO MOIX0/1a K o0ecreueHno 0e30nacHOCTH
[IIn B 3aBUCHUMOCTH OT oObema oOpabateiBaeMbix [IJ[H u yrpo3 Oe3omnacHocTu
KU3HEHHO BaXHBIM HMHTEpEcaM JMYHOCTH, obmectBa M rocynapcrBa WCIIn
MOAPA3IENSAIOTCS Ha CIEAYIONIUE KIIACCHI:
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kiacc 1 (K1) — UCIIIn, nms KOTOphIX HapylIEHUE 3aJaHHON XapaKTepUCTUKU
6e3omacHoctu I1/lH, 0OpabaThiBaeMbIX B HHUX, MOXKET MPUBECTH K 3HAYUTECIHHBIM
HETaTUBHBIM MOCIIECJICTBUSM JIJIsl CyOBEKTOB MEPCOHANBHBIX JaHHBIX;

knacc 2 (K2) — UCIIdH, s KOTOpbIX HapylIeHUE 33JaHHOM XapaKTepUCTUKH
oe3zonacHoctu IIJ[H, oOpabaThiBaeMbIX B HHUX, MOXET MPUBECTH K HETATUBHBIM
MOCJIEACTBUAM JJI CyOBEKTOB MEPCOHAIBHBIX JJAHHBIX;

kiacc 3 (K3) — UCIIH, ans KOTOpbIX HapylIeHUE 33JaHHON XapaKTepUCTUKU
oe3onacHoctu [1J1H, oOpabaThiBaeMbIX B HUX, MOKET MPUBECTH K HE3HAUUTEIbHBIM
HEraTUBHBIM MOCIEACTBUSAM ISl CYOBEKTOB MEPCOHANIbHBIX JIAHHBIX;

knacc 4 (K4) — UCIIH, ans KOTOphIX HapylIeHHE 3aJaHHOM XapaKTepUCTUKU
oesomacHoctu [IJIH, oOpabaThiBaeMbIX B HHUX, HE MPUBOJUT K HETAaTUBHBIM
MOCJICJICTBUSIM JIJIsi CyObEKTOB MEPCOHATBHBIX JAHHBIX.

Knaccudukamms WCII[In mnpoBoauTcs omepaTopoM B COOTBETCTBUU C
«ITopsimxom mpoBeaeHus KinaccupuKanuy HHOOPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX
JaHHBIX», yTBepkKIAeHHbIM mnpukazom @OCTIK Poccun, OCb Poccuum wu
Munundopmcsasu Poccun ot 13 despainsa 2008 r. Ne 55/86/20.

3.10. Ha craguu npoextupoBanus u coznanus UCIIn (C3I1dn) npoBoastcs
CJIETYIOLE MEPOTIPUATHS:

pa3pa0OTKa 3aJaHusi M TPOEKTa TMPOBEACHHUS paboT (B TOM HHCIE
CTPOUTENIBHBIX W CTPOUTEIBHO-MOHTAXHBIX) 10 CO3JIaHHI0 (PEKOHCTPYKIIUH)
HUCTIIH B cOOTBETCTBUU C TPEeOOBAaHUSIMU TEXHUYECKOTO (YACTHOTO TEXHHYECKOTO)
3aanud Ha pazpabotky C3I1/]H;

BBITIOJIHEHHE PAa0OT B COOTBETCTBUU C MPOEKTHON JOKYMEHTAITUEH;

00OCHOBaHME U 3aKyllka COBOKymHOCTH ucmoyibdyembix B MCIIJIH cepwuitHO
BBIITYCKAEMBbIX TEXHUYECKUX CpEeACTB 00paboOTKHM, mepenadyd U XpaHCHHUS
uHdopmaIuu;

pa3paboTKa MEPONPUATUN MO 3aumTe HHPOPMALMM B COOTBETCTBHM C
NpEeAbABIIEMbIMU TPEOOBAHUSMU;

00OCHOBaHME M 3aKyllka COBOKYNHOCTM wucnoib3dyembix B MCII/H
cepTU(UIIMPOBAHHBIX TEXHUYECKUX, MPOTrPAMMHBIX M MPOrpaMMHO-TEXHUYECKHUX
CPEJCTB 3aIIUTHl UHPOPMAIIUU U UX YCTAaHOBKA;

MpoBeJieHNEe CcepTUUKAUM TI0 TPeOOBaHUSIM O€30MacHOCTH HH(pOpMAIUU
TEXHUYECKUX, MPOTPAMMHBIX W MPOrPaMMHO-TEXHUYECKUX CPEICTB 3allMThI
uHpopMmaluu B Cilydyae, Korja Ha pbIHKE OTCYTCTBYIOT TpeOyembie
cepTUuGUIIMPOBAHHBIEC CPEACTBA 3AITUTHI HHPOPMAIUK;

pa3zpaboTka U peanu3anus pa3peuuTeIbHON CUCTEMBI JOCTYyTIa MOJIb30BaTENCH
Kk oopabateiBaecmoit Ha MCII /I undopmaruy;

OMpelieNiecHHe MOJPa3IeIeHHi W Ha3HAYeHUE JIMI, OTBETCTBEHHBIX 3a
AKCIUTyaTaIMI0 CPEJCTB 3aIlMThl MHPOpPMAIHK, ¢ UX 00ydYeHHEM MO HAIpPaBIICHUIO
obecrnieuenus 6e3onacHoctu I1/1H;

pa3paboTka skcryatainoHHoM jgokyMeHntanuu Ha MWCIIAH u cpenctsa
3alUThl HH(GOPMAIIUH, a TAK)KE OPraHU3alMOHHO-PACTIOPAIUTENBHON JOKYMEHTALIUMH
1o 3auTe HHPopMaluu (IPUKa30B, MHCTPYKUUNA U JPYTUX JOKYMEHTOB);

BBIIIOJTHEHUE IPYTUX MEPONPHUITHH, XapaKTepHbIX Juisi KOHKpeTHbIX UCII/IH n
HarpaBJieHU# oOecnieueHus: 6e3omacHoctu [1/1H.
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3.11. Ha craguu BBoaa B aeiicteue MUCIIIn (C3I1/IH) ocyiiecTBusitoTes:

BBIIIOJTHEHUE TE€HEpaluy I[aKkeTa NPUKIAIHBIX MOPOrpaMM B KOMIUIEKCE C
MIPOTPAMMHBIMH CPEJICTBAMH 3aIUTH HH(OPMAITUH;

OMBITHASL OKCIUTyaTalys CPEACTB 3alllUThl MH(OpMalMM B KOMIUIEKCE C
JPYTUMH TEXHUYECKUMHU W MPOTPAMMHBIMU CPEJCTBAMHU B IEJSIX MNPOBEPKU HUX
pabotocnocobHocTu B coctare UCII/H;

MIPUEMO-CIATOUYHbIC  HWCIBITAHUSI  CPEJCTB  3alllUThl  HMHPOpMAIIUU  TIO
pe3yJibTaTaMm OMBITHOM SKCIUTyaTaluu;

opraHuzaius oxpaHbl W ¢usudeckor 3ammThl Tnomemenuit MCII/H,
MCKJIFOYAIOIINX HECAHKIIMOHUPOBAHHBIN NOCTYN K TexHu4Yeckum cpeactsam UCIIH,
WX XUIIEHUE U HapylIeHHe paboTOCIIOCOOHOCTH, XUIIIEHNE HOCUTEeNeH nH(opMaIuu;

ornenka coorBercTBus MICII/IH TpeboBanmsam 6e3omacHocTH T1/1H.

Omnenka cootBerctBust UCIIJH TpeboBanusim 6e3onacHoctu [1/1H mpoBoauTes
B BUJIE:

st UCIT/Ie 1 u 2 xnaccoB — 00s3aTenbHOM cepTudukanuu (aTTecTarum) mo
TpeOOBaHUIM 0€30MaCHOCTH NH(OpMaALUK;

misi UCIIIH 3 kmacca — JeKjIapupOBaHUSI COOTBETCTBHS TPEeOOBaHUSM
0e30macHOCTH UH(POPMALIUH.

Hna UCIIJIn 4 xnacca OLEHKAa COOTBETCTBHUSL IPOBOJUTCS MO PELICHUIO
oreparopa.

3.12. Jlnsa UCII[H, HaxoAsSUMXCS B AKCIUTyaTallMy J0 BBEJCHUS B JICHCTBUE
®enepanbHoro 3akoHa ot 27 utoiist 2006 1. Ne 152-03 «O nepcoHaNbHBIX JTaHHBIX),
JOJDKEH OBITh TPEIyCMOTPEH KOMIUIEKC MEPONPUATHNA 1O HUX J0paboTKe,
oOecrieunBaromuii  6e3omacHocts I[I/IlH B cooTBeTcTBHM C  TpeOOBaHUSMU
@enepasibHOr0 3akoHa «(O mepcoHaNbHBIX AaHHBIX» OT 27 utons 2006 rona
No 152-®3 u «Ilonoxennem 06 obecrieueHHH 0€30MacHOCTH MEPCOHABHBIX JTAHHBIX
npu ux o00paboTke B WH(MOOPMAIMOHHBIX CHUCTEMaxX TMEPCOHATBHBIX JaHHBIX,
YTBEpXKIAEHHBIM nocTaHoBIeHHEeM [IpaBurensctBa Poccuiickoin  ®enepannu
ot 17 nosi6pst 2007 r. Ne 781, B cpok g0 1 siuBapst 2010 r.

3.13. Jlna pynxunonupyromux UCIT/In nopadorka (Mmoaepuuzanus) C3I1/Ixn nomkHa
IPOBOJUTHLCSA B CIIydae, eCiu:

U3MEHWICS cocTaB uin cTpykrypa camoit UCIIJIH unu TexHuueckue ocCOOEHHOCTH ee
NOCTPOEHUsI (M3MEHWJICS COCTaB WM CTPYKTypa MpOTrpaMMHOTO OOecredeHus,
TeXHU4eCcKux cpeactB oopadorku [1/1n, Tononoruu UCII1/InH);

u3MeHwics cocra yrpo3 6ezonacuoctu [1JIn B UCIIH;

m3MmeHuics kinacc MCITJIH.

3.14.B cootBeTrcTBUM ¢ TOJOXKEHHsIMU ~ DefepalibHOrO  3aKOHA
ot 8 aBrycta 2001 r. Ne 128 «O nuueH3upoBaHUM OTJEIBHBIX BUIOB JESITEIHLHOCTH
u TpeboBaHusAMH mnoctaHoBieHUs lIpaButenbctBa Poccuiickoit denepanuum ot 16
aBrycrta 2006 r. Ne 504 «O nuueH3upoBaHUN AEATEIBHOCTUA MO TEXHUYECKOU 3alIuTe
KoH(puaeHunanbHo uHpopmanum» oneparopsl HCIIJIH npu  npoBeneHuH
MeponpuaTuid 1o  oOecneyeHuto OesomacHoctu IIJ[H  (koHUIAECHUIMATBHON
uHpopmaruu) npu ux odopadorke B UCII[AH 1,2 u 3 (pacnpenesneHHbIE CUCTEMBI)
KJIACCOB JIOJDKHBI TOJYYHUTh JIMIICH3UIO HA OCYIIECTBJICHUE JCATEILHOCTH I10
TEXHUYECKOU 3a1uTe KOHPUICHIIMATBHOM HHPOPMALIUY B YCTAHOBICHHOM IMOPSIIKE.
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4. MeponpusiTUsl 10 TEXHUYECKOMY 00ecredeHNI0 0e30MacHOCTH
NMEePCOHAJIBHBIX JaHHBIX MPH UX 00padoTKe
B HH(OPMAIMOHHBIX CHCTEMAaX MEPCOHAIbHBIX JAHHBIX

4.1. B uHTepecax TexHHueckoro obOecrneueHus OezomacHoctd II/[H mpu ux
o0pabotke B UCII/IH B 3aBUCUMOCTH OT KJlacca MH()OPMALMOHHONW CUCTEMBI JOJKHBI
OBITh peaIn30BaHbl CAEAYIOIINE MEPOTIPUSITHSL:

Meponpusatua no 3amure ot HCJ[ u HenmpaBoMepHbIx AercTBri K 1111 npu nx
obpabotke B UCII/IH;

MEpPOTIPUATHUS T10 3aIUTE UHHOPMAIIUU OT YTEUKHU MO0 TEXHUYECKUM KaHaJIaM.

4.2. B coctaB Meponpustuii o 3amure [11n npu ux o6padotke B UCII/IH ot
HCJI u HenmpaBOMEpHBIX I€UCTBUIA BXOJAT CIAEAYIOLINE MEPOIIPUSATHS:

samuta oT HCJI mpu ogHOMOMB30BaTEIBCKOM peskume o0padboTku [1/1H;

samura oT HCJ] mpu MHOromosiab30BaTeabckoM pexume o0pabotku [1JIH
Y pPaBHBIX IIpaBax JOCTyNa K HUM CyOBEKTOB JAOCTYIIA;

sammTa o HCJ] mpu MHOromonb3oBateiabckoM pexume obOpabotku [1/1H
Y Pa3HBIX ITpaBax JIOCTYIIA;

3amuTa nHpopmanuu npu MexceresoM Bzaumoaeiictsuu UCII/H;

aHTUBUPYCHAs 3aIIUTAa;

OoOHapyXeHHE BTOPIKEHUM.

Meponpusitus no 3amure IIJ[H peanmn3yrorcs B paMKax IOACUCTEM:
YOpaBJICHUS] JOCTYIOM, PErucTpallid M yd4eTa, OOEeCHedYeHHs] IEIOCTHOCTH,
Kpunrorpadguueckon 3aiuThl, aHTUBUPYCHOM 3alIUThI, OOHAPYKEHUSI BTOP>KEHU.

Meponpusitus 1o o6HapyxeHuto Bropkenuit B WCIIJIH mpoBomsrcs B
COOTBETCTBHM C TPeOOBaHUSIMH HOPMATHUBHBIX JOKYMEHTOB dDenepaibHOM CIy>KObI
oe3onacHoctu Poccuiickoii denepanunu.

Kpome »storo, B UCII[IH nomkeH NOpOBOAUTHCS KOHTPOJIb Ha HaJIW4UeE
HEJECKJIAPUPOBAHHBIX BO3MOYKHOCTE B MPOrPAMMHOM U MNPOrPaMMHO-AIIapaTHOM
00€eCIEYeHNN U aHAJIN3 3AIIMILIEHHOCTH CUCTEMHOIO M MPUKIATHOIO MPOrpaMMHOIO
oOecrieyeHusl.

4.2.1. ma UCII[In 4 xnacca mnepedeHb MeponpusaTud mno 3amure [1/x
OTpEJENsIieTCs] ONEPATOPOM B 3aBUCMMOCTH OT yliepOa, KOTOPbIA MOXKET ObITh
HAHECEH BCJIEICTBUE HECAHKIMOHMPOBAHHOI'O WJIM HENPEIHAMEPEHHOTO JOCTyIa K
IT1H.

4.2.2. Ina UCIIn 3 kiacca mpu OJHOIOJIB30BATEIBCKOM pexUMe 00paboTKU
[TJIH 10K HBI IPOBOIUTHCS CIEIYIOIINE MEPOTIPUATHSA:

a) B IOJCUCTEME YNPABIICHUS JOCTYIIOM:

JOJDKHBI  OCYLIECTBIATHCA HMACHTU(UKALMA U TPOBEpPKa MMOAIUHHOCTU
cyOBEKTOB JOCTyma Tmpu Bxojie B omepanuoHHyio cucremy WCII[H mo maposro
YCIIOBHO-TIOCTOSIHHOTO JICWCTBUA, UIMHONW HE MEHee IIeCTH OYKBEHHO-IU(POBBIX
CUMBOIJIOB;

npu Hammuuu noakmouenus WCIIAH k ceTsiM 0o0LIEro mojib30BaHUs JIOJKHO
NPUMEHSTHCSI MEXKCETEBOE SKPAaHHPOBAHUE, NMPU KOTOPOM MexceTeBoil skpaH (MD)
JOJDKEH OoOecreynBaTh NPUHATHE PeleHHs] Mo (UIbTpalMU JJsl KaKJIOro CETEBOro
naKeTa He3aBUCHMO, MICHTU(PHUKAIMIO U ayTEeHTU(PHUKAIMIO aJIMUHUCTpaTopa M3 mpu
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ero JIOKaIbHBIX 3alpocax Ha JOCTYIH, BO3MOXHOCTb Uil HIEHTU(UKAIMU U
ayTeHTUHUKALMKM 10 HUACHTH(UKATOPY (KOAY) M TMapOJI0 YCIOBHO-IIOCTOSHHOTO
JEUCTBUS, PETUCTpallMi0 Bxoja (BbIXOAa) aaMHUHUCTparopa MO B cucremy (u3
CUCTEMBI) THOO0 3arpy3Kd U MHULMAIN3ALMU CUCTEMBI U €€ MPOrpaMMHOIO OCTaHOBA,
KOHTPOJIb LIEJIOCTHOCTHA CBOEH MPOrpaMMHOM M MH()OPMALIMOHHOW YacTH, (PUIIbTPALIUIO
MAKETOB CITyKEOHBIX MPOTOKOJIOB, CITY>KALUX JJIsl AUArHOCTUKH U YTIPaBJIEHUS] paboTON
CETEBbIX YCTPOMCTB, (UIBTPALMIO C YYETOM BXOJHOIO M BBIXOAHOIO CETEBOIO
uHTepdeiica Kak CpeJICTBO MPOBEPKU MOJUTMHHOCTU CETEBBIX aJIpecoB, QUIBTPALIMIO C
YUETOM JIOOBIX 3HAaYMMBIX II0JIEH CETEBBIX MAKETOB, BOCCTAHOBJIIEHUE IOCIE COOEB U
OTKa30B 000pYJI0BaHUs, BO3MOXKHOCTb PEIJIAMEHTHOTO TECTUPOBAHHUS peau3aluu
npaBui (GUIBTpAIMU, Tpolecca WUIACHTU(DUKALMK, ayTeHTU(DUKALMKA W PETUCTPAIUH
JNEUCTBUI  agMUHHUCTparopa MDD, KOHTpPOJIb UEJIOCTHOCTH MPOrpaMMHON U
nH(OPMAIMOHHOM YacTh MO, BOCCTAaHOBJICHHS ITOC/IE COOEB U OTKA30B;

JOJDKHA TIPOBOJUTHCA HICHTU(DHKAIMA ©  ayTeHTU(UKAIUS CyObEeKTOB
JOCTylla MpU BXOJE€ B CPEACTBO 3aIUTHl OT MPOrPAMMHO-MATEMATUYECKUX
BoznericTBuil (IIMB) u nepes BBINOJHEHUEM MU JIFOOBIX ONEPALMIA MO YIIPABIECHUIO
byHKuMsiMU cpeacTBa 3amuthl oT [IMB no naposto (M ¢ UCNoab30BaHUEM MHOTO
MEXaHU3Ma ayTEeHTHU(PUKALMK) YCIOBHO-MIOCTOSSHHOTO JIEUCTBHS JUIMHOW HE MEHee
1ecTy OyKBEHHO-UU(PPOBBIX CUMBOJIOB;

Mo0ble ACUCTBUSL CYOBEKTOB JIOCTYIA MO YNpaBieHUI0 QYyHKUUSIMHU CPelIcTBa
3amuThl 0T [IMB 1OJKHBI BBIOJIHATECA TOJBKO IIOCIIE NPOBEACHUS €ro YCIEUIHOU
ayTeHTU(UKALINY;

JOJDKHBI  OBITh TPEJYCMOTPEHbI MEXaHM3Mbl OJIOKMPOBAaHUS JIOCTyNa K
cpencreaM 3amuThl OT [IMB 1ipu BEINOTHEHUH YCTaHABIMBAEMOTO YHCIIA HEY TaYHbIX
MOMBITOK BBOJIA MTAPOJIS;

JOJDKHA TIPOBOAMUTHCS HIACHTH(HUKAIUs (aiioB, KaTaJoOroB, MpPOrPaMMHBIX
MOJyJIEW, BHEITHUX YCTPOMCTB, HCIIOJIBb3yEMBIX cpeacTBa 3amuThl oT [IMB;

0) B MOACUCTEME PETUCTPALIMH U YUETa!

JIOJDKHA OCYIIECTBIISATHCS perucTpanus BXxojia (BbIxojia) CyObeKTa JOCTyIa B
cucteMy (M3 cucTeMbl) JMOO perucrpanusi 3arpy3kd M WHULUAIU3aLUA
ONEpAllMOHHON CHUCTEMBI U €€ MPOrpaMMHOro OocTaHoBa. Perucrpaimus BbIxona u3
CUCTEMBbI WJIM OCTaHOBA HE MPOBOAMTCS B MOMEHTHI ammapaTrypHOro OTKIIOYEHUS
NCII/Is. B mapameTrpax perucTpauuu ykas3blBalOTCs JaTa U BpeMs BXOAa (BBIXOJA)
CyOBbeKTa JOCTyMa B CUCTEMY (K3 CUCTEMBI) WIIH 3arpy3KH (OCTaHOBA) CUCTEMBI;

JOJDKEH TPOBOJUTHCS YUYET BCEX 3alllMIIaeMbIX HOCUTENled HH(pOpMauuu ¢
IOMOUIbIO MX JII0OOH MapKUpPOBKM M C 3aHECEHHEM YYETHBIX JaHHBIX B KypHal
(Y4eTHYIO KapTOUKYy);

JIOJDKHA TIPOBOJUTHCS PErHCTpalusi Bxoja (BbIXOJA) CYOBEKTOB JIOCTyHa B
cpenctBo 3amuThl OoT I[IMB, perucrpanus 3arpy3kd M HWHULHAIA3ALAA 3TOTO
CpEIICTBAa M €€ MPOrpaMMHOI0 OCTaHOBA. B mapaMmerpax perucrpanuu yKa3bIBacTCs
BpeMs U Jara BXoja (BbIX0Ja) cyObeKTa A0CTyna B cpeacTBO 3amuThl oT [IMB nnn
3arpy3ku (OCTaHOBAa) 3TOTO CPEJICTBA, a TAKKe MIACHTU(UKATOpP CyObEKTa JOCTyMa,
VMHULMAPOBABLIETO JaHHBIEC IEHCTBUS;

JIOJIKHA TTPOBOJUTHCS PErUCTpalus COObITUI MTpoBepkHu U oOHapy>keHus [IMB.
B nmapamerpax perucrpanuy yKasbIBaIOTCA BpeMs MW Jara IPOBEPKU WU
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oonapyxenuss [IMB, wunentudukarop cyObekTa J0CTyINa, WHHUIIMHPOBABIIETO
JJaHHBbIE JICWCTBHS, XApPAKTEpP BBINOJHIEMBIX JEUCTBUM 1O MPOBEPKE, THII
oOHapy>KeHHOM BpenoHOcHOW mnporpammbl (BlIp), pesynpTaT neicTBuid cpencTsa
3aIuThl N0 OnokupoBanuio [IMB;

JIOJKHA TPOBOJUTHCS PETUCTpAIUsl COOBITUH IO BHEAPEHUIO B CPEACTBO
3amuThl oT [IMB makeToB oOHOBIEeHUI. B mapameTrpax perucrpauuu yKa3bIBalOTCS
BpeMs M JaTta OOHOBJIEHUS, UAECHTU(UKATOP CYyObEKTa JOCTYIa, UHUIIMMUPOBABIIETO
JTAHHOE JIeWiCTBHE, BEPCUS U KOHTPOJIbHASI CyMMa IMaKeTa OOHOBJICHMUS;

JOJDKHA MIPOBOAMTHCS PETUCTpalusl COOBITUH 3alycka (3aBepLieHHs) padoTh
MoayJiern cpexncrtBa 3amutbl or [IMB. B mapamerpax perucrpauuu yKa3bIBarOTCS
BpeMs M JaTta 3amycka (3aBeplieHHs) pPalOThl, WJEHTUPUKATOP MOJIYJIA,
uACHTU(UKATOP CyObEKTa 10CTyIa, MHUIIMUPOBABIIETO JAHHOE JEHCTBUE, pe3yIbTar
3aIycKa (3aBepIIeHus ) paOoThI;

JIOJKHA MPOBOJIUTHCS PETUCTPALIUS COOBITUH yNpaBiIeHHs CyOBEKTOM JI0CTyIa
¢yHkuusmMu cpeactsa 3amuTsl or [IMB. B mapamerpax perucrpanuy yka3blBaroTCs
BpeMsi M JaTa COOBITHS YHOPABICHHUS KaxAoW (yHKIUEH, HACHTHPUKATOP WU
cnequukanus (QyHKIUH, UIESHTU(UKATOP CyObEKTa IOCTYyNa, WHUIIMMPOBABIIEIO
JAHHOE JIEMCTBUE, PE3YNbTAT ACHCTBHS;

JIOJIKHA TTPOBOJUTHCS PETUCTPALls COOBITUN MOMBITOK JIOCTYNa MPOrPAMMHbBIX
CpeICTB K MoAyJisiM cpeactBa 3ammTel oT [IMB nnmn cnenunanbHbiM JOByIIKam. B

Hpononméiﬁ?@l‘ﬁ@ﬁﬁfﬁmPerHCTPaHHH YKa3bIBalOTCA BpEMA W OddTa IIOIBITKM OOCTYIIA,

C

UACHTUDUKATOD MOJIYJIsA, HACHTUPUKATOP U crhenuduKanus MOIYJs CpelCcTBa
3amuThl oT [IMB (cniennanbHO#M JIOBYIIKHK), pe3yJIbTaT MOMBITKH JIOCTYTIA;

JIOJKHA TMPOBOJUTHCS PETUCTPAIUsl COOBITHI OTKAaTa JIsl CPEACTBA 3aIIUTHI OT
[IMB. B mapamerpax perucTpamuii yKa3bIBalOTCS BpeMs M JaTa COOBITHSI OTKaTa,
cnenu@uKanus  JEHCTBUH  OTKaTa, HUIACHTHPHUKATOp  CyObeKTa  JOCTyIa,
VHHUIMAPOBABILIETO JAHHOE ICHUCTBUE, PE3YJIbTAT ACHCTBUS,

JTAHHBIE PErucTpalluy JOJDKHBI OBITh 3aIUIIEHBl OT UX YHHUTOXEHUS WIH
MoU(DUKALIMY HAPYILIUTEIIEM;

JIOJDKHBI OBITh peaii30BaHbl MEXaHU3MbI COXPAHEHUS JAHHBIX PETUCTPALUU B
CJIy4ae COKpAILEHHs OTBEIAEHHBIX M0l HUX PECYPCOB;

JIOJDKHBI OBITH peaTn30BaHbl MEXaHM3Mbl MPOCMOTpPAa M aHaIM3a JaHHBIX
perucTpanuu U ux GuiIbTPalUU 10 33JJaHHOMY Ha0Opy MapameTpoB;

JIOJIKEH TIPOBOJUTHCS aBTOMATUYECKUN HEMPEPhIBHBIIT MOHUTOPHUHT COOBITHH,
KOTOPBIE MOTYT SIBISAThCS TpuunHON peanuzanuu [IMB (co3nanue, pegakTupoBaHue,
3aMKCh, KOMIIISIHS O0BEKTOB, KOTOPBIE MOTYT coaepkath BIIp).

JOJDKEH OBITh peaTn30BaH MEXaHU3M aBTOMATHYECKOTO aHalIu3a JJaHHBIX
perucTpanuy mno 1mabdjoHaM THHOBBIX npospicHui [IMB ¢ aBTOmMaTmyeckmm ux
OJOKMpPOBAaHUEM U YBEJOMJICHUEM aIMUHUCTPATOpa OE30MaCHOCTH;

B) B IIOJICUCTEME O0ECIIEYEHHMSI LIEJIOCTHOCTH

JIOJKHA OBITH OOecredyeHa IeJIOCTHOCTh MPOrPaMMHBIX CPEICTB 3alIUThl B
cocrae C3IIJ[H, a Takke HEU3MEHHOCTb MNpPOrpaMMHON cpeasl. Ilpu 3TOM
LEJIOCTHOCTh CPEJCTB 3aLIUTHI MPOBEPSAETCS NPHU 3arpy3Ke CUCTEMBI MO HAIUYHUIO
uMeH (uaeHTuduraropor) komrnoneHToB C3I1JIH, 1€TOCTHOCTh TPOTPAMMHOMN CPEJIbI
obecnieunBaercsa orcyrcteueM B UCIIJIH cpeacTB pa3paboTKU U OTIIAKHU POTPaMM;
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JOJDKHA — OCyHIeCTBIAThCS  ¢usmueckas oxpana HWCII[a (ycTpoiicTB
U HOocHTenel nHpopManun), mpelycMaTpuBaroas KOHTPOJIb JOCTyNa B IIOMEIICHUS
UCII[IlH  OOCTOPOHHUX  JIMI, HaJIU4YME€  HAJACKHBIX  MPEMSITCTBUA Ui
HECAaHKLIMOHUPOBAHHOTO MNPOHHUKHOBeHMS B mnomemeHus MCIIAH u xpanunume
HOCHUTeJIe HH(POpMaLUK;

JOJKHO TIPOBOAUTHCS Nepuoanyeckoe tectupoBanue ¢ynkumit C3II1H npu
M3MEHEHUH TTpOrpaMMHOM cpeabl U nepcoHana MCII/IH ¢ moMoIibio TECT-MporpamMm,
uMuTHpyromux nonsTk HC/L;

JNOJKHBI  ObITh B Hamuuuu  cpeactBa  BocctaHoBienuss — C3IIH,
MpeAyCMaTPUBAIONIME BEICHUE JABYX KONUN MPOTPAMMHBIX CpPEICTB 3allUTHI
uH(dOpMaIUK, UX IEPUOUIECKOE OOHOBJICHUE U KOHTPOJIb pab0TOCIIOCOOHOCTH;

JIOJKHA MPOBOJAUTHCS IPOBEPKA LEITOCTHOCTH MOAYJIEH CPEICTBA 3alUTHI
or [IMB, HEOOXOmUMBIX I €r0 KOPPEeKTHOro (PYHKIIMOHUPOBAHUS, IPHU €ro
3arpys3Ke ¢ UCIIOJIb30BAHUEM KOHTPOJIBHBIX CYMM;

JOJDKHBI OBITH 00O€ecIiedyeHa BO3MOKHOCTh BOCCTAHOBJIEHHS CPEIICTBA 3AILUTHI
or [IMB, npenycmarpuBaromass BEAEHHE [BYX KOIHKW HPOrPaAMMHOIO CpEJICTB
3aIlUTHI, €r0 MEPUOIUYECKOE OOHOBIICHHE U KOHTPOJIb pa00TOCIOCOOHOCTH;

JOJKHBI OBITh pEeann30BaHbl MEXaHU3Mbl MPOBEPKU IIEJIOCTHOCTH ITAKETOB
oOHOBJIEHUH cpeacTBa 3amuThl OT [IMB ¢ ucnonbs3oBaHuEeM KOHTPOJIBHBIX CYMM;

I') B IOJICUCTEME aHTUBUPYCHOM 3aILUTHI:

JIOJDKHA TPOBOJUTHCS aBTOMAaTHUYeCKas MpoBepka Ha Hanuuue Bllp wm
nocneactsuid 1IMB npu wumnopre B HCII[IH Bcex nporpaMMHBIX MOIyJI€ER
(MpUKJIAIHBIX TPOTpaMM), KOTOpble MOTYT coxaepxaTh Bllp, mo ux THUMOBBIM
11a0JI0HaM U C MOMOIIBIO 3BPUCTUUYECKOTO aHAIN3a;

JOJDKHBI OBITh peain30BaHbl MEXaHU3Mbl AaBTOMATHUYECKOTO OJOKHpPOBaHUS
oOHapykeHHbIX Bllp myrem w#x ynmaneHus U3 TPOrPaAMMHBIX MOJIYJIECH
WJIA YHUYTOXKCHUS,

JIOJIKHA BBIMIOJIHATBCS PETYISIPHO (P MEPBOM 3alycke cpeAcTB 3amuThl [1/1H
ot [IMB u ¢ ycranaBirBaeMoil NEPUOJUYHOCTHIO) MPOBEPKA HA MPEAMET HATUYUS
B HUX Bllp;

JOJDKHA WMHULIMUpPOBaThea aBroMmartudeckas npoBepka WMCII/IH Ha npenmer
Hanuuust Bllp npu BoisiBnenuu daxra [IMB;

JOJKEH OBITh pealn30BaH MEXaHM3M OTKaTa JJid yCTAHABJIMBAEMOTO YHUCIa
onepauii  yaanenuss Bllp wu3 omnepaTtuBHOM WJIM TIOCTOSSHHOM IaMSTH, W3
IIPOIPAMMHBIX MOJYJIEW W MPUKIAIHBIX I[POrpaMM WM HPOTPAMMHBIX CPEICTB,
conepkamux Bllp.

4.2.3. Ins UCITdn 2 xinacca mpu OJHOIIOJIB30BATEIHCKOM PEXUME 00pabOTKH
[T/TH AOKHBI NPOBOAUTHCS BCE MEPONPUSTHS, COOTBETCTBYIOIIME 3 KJIACCy, & TAKXKE
CIIEAYIOLIUE MEPOIIPUATHSA:

a) B MOJCUCTEME YNPABIICHUS TOCTYIIOM:

npu Hanmuuu nojkioueHust UCIIIH k ceTsim oOmiero moyib30BaHus AOJKHO
IIPOBOJAUTBCS MEXKCETEBOE IKPAHUPOBAHUE, ITPU 3TOM MO NOJIKEH BBINOJHATH TE XKE
¢bynkuun, uyro u s UCIIa 3 knacca, a Takke oOecrieuynBaTh (UIBTPALMIO Ha
TPAHCIIOPTHOM YPOBHE 3alpOCOB HA YCTAHOBJEHHUE BUPTYAJIbHBIX COCIMHEHUU,
buabTpalli0o Ha TPHUKIAAHOM YPOBHE 3alpOCOB K NPHUKIAJAHBIM CEpPBUCAM,
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(GuIbTpaAUIO ¢ YYETOM JaThl (BPEMEHH), BO3MOXKHOCTb ayTEHTHU(PUKAIIUU BXOIAIINX
Y UCXOSIIUX 3aIIPOCOB METOJaMH, YCTOMYUBBIMU K NACCUBHOMY U (WJIM) aKTUBHOMY
IPOCIYIUMBAHUIO CETH, PETHCTPALMIO M Y4YeT 3alpOCOB HA YCTAHOBIICHUE
BUPTYaJIbHBIX COEUHEHUH, JIOKAJIbHYO CUTHAIN3ALHUIO MOMBITOK HAPYLIEHUS TPaBUII
bunbTpanyy, OJOKMPOBAHUE JOCTyNAa HEUJAECHTU(ULIHUPOBAHHOTO CYOBEKTa WIIU
CyOBeKTa, MOMJIMHHOCTh HUACHTU(PUKALMK KOTOPOTrO TMpU ayTEeHTHU(PUKALMH
HE MOATBEPANIACH, PETUCTPALIMIO IEUCTBUS aIMUHUCTPATOPa MEXKCETEBOIO dKpaHa
0 U3MEHEHHUIO MpaBUil (PUIbTpALMU, BO3MOXKHOCTh JUCTAHIIMOHHOTO YMPABIICHUS
CBOMMH KOMITOHEHTaMH, B TOM YHKCJIE€ BO3MOXHOCTh KOH(PUTYPUPOBAHUS (UIBTPOB,
OPOBEPKM  B3aMMHOM  COIJIACOBAHHOCTHM  BceX  (UIBTPOB,  aHaIM3a
perucTpalMoHHON HH(pOpMaLINY;

JOJDKHBI OBITh peali30BaHbl MEPOIPHUATHS MO pa3rpaHUUYEHUIO JOCTyNa K
cpeactBam 3amuThl oT [IMB T1e e, uto u ais 3 knacca UCII/H;

0) B mojicucTemMe 00eCIIeUCHHS IICIIOCTHOCTH JIONOJTHUTEIILHO 00SCIIeunBacTCs
KOHTPOJIb IIEJIOCTHOCTH TMpPOrpaMMHON W uH(pOpMmanmuoHHOM dacth MD 1o
KOHTPOJIbHBIM CyMMaM;

B) B NOJICUCTEME AaHTHUBHPYCHOM 3alUThl JOJDKHBI IPOBOJUTHCA TE€ IXKe
meponpustus, yto u B UCIIJIn 3 knacca, a Ttakxke nponomautensHo B MCII/IH
JOJIKEH MIPOBOJUTHCSA HEIpepbIBHBIN aBTOMAaTUYECKUU MOHUTOPUHT
MH(OPMAIMOHHOTO0 OOMEHA C BHEITHEHN CEeThIO ¢ 1eNblo BbisiBiIeHus Bllp.

4.2.4. lna UCIIdn 1 xmacca mpu OJTHOIOJIB30BATEIILCKOM PEXKUME 00pabOTKH
[1/IH 1OMKHBI IPOBOJIUTHCS BCE MEPONPUATHUS, COOTBETCTBYIOIINE 2 KJIACCY, a TAKXKeE
CJIEIYIOIE MEPOIIPUSATHS:

a) B IOJICUCTEME YNPABIICHUS JOCTYIIOM:

npu Hanumuuu noakaouenuss UCIIJIH k cetsm oOmiero mojab30BaHus JOTKHO
IIPOBOJUTHCS MEXCETEBOE IKPAHUPOBAHKE, TIPU 3TOM MO JTOJKEH BBINOJIHATH TE€ K€
¢ynkunn, uyro w a1 WCII[H 2 kjacca, W JONOJHUTEIBHO 0OO€CIeYynuBaTh
BO3MOXXHOCTh COKPBITHSI CyOBEKTOB (OOBEKTOB) M (WJIM) MPUKIAAHBIX (YHKIUN
samumaemMoit UCII/IH, curHanm3amnuio MONbITOK HAapyLIEHUs NMpaBuil (PUIbTPALUH,
pErHCTpallMI0 W y4YeT 3alpalllMBacMbIX CEPBUCOB MPUKIATHOTO  YPOBHS,
OpOrpaMMHUPYEMYI0  peakluio Ha coObituss B MDD, wuaeHTHUKALMIO
U ayTeHTUUKAIUIO aJIMUHHCTpaTopa MDD mpu ero 3ampocax Ha JOCTYN IO
uaeHTUGUKATOPY (KOIY) M MapoJ0 BPEMEHHOrO JEUCTBUS, OJIOKMPOBAHUE JTOCTYIIA
HEUJCHTU(UIUPOBAHHOTO CyOBEKTa WIH CYyObEKTa, MOMIUHHOCTh UACHTU(DUKAIINH
KOTOpPOro Mpu ayTeHTU(UKAIMM HE TMOATBEPAWIACh, METOJIaMH, YCTONYMBBIMHU K
nepexBaTy HMHQOpMAaIMKM, KOHTPOJb 3a LEJOCTHOCTbIO CBOEM NpOrpaMMHONW U
UH(GOPMAIIMOHHON YaCTH MO0 KOHTPOJBHBIM CyMMaM Kak B IIPOLIECCE 3arpy3KH, TaK U
JUHAMUYECKH, ONIEPATUBHOE BOCCTAHOBJIEHUE CBOMCTB AKPAHUPOBAHUS;

JOJKeH OBITh pealin30BaH MEXaHHU3M pOJIEBOTO pa3TpaHHuEHUsl JOCTyIa
KO BCEM MOAYJSIM cpeAcTB 3amuThl oT [IMB u aig BeIMOIHEHUS BCeX (YyHKUUN
YOPABJICHUS] CPEJICTBOM, IO3BOJSIOIIMNA ONpPENeNsATh IpaBa poJied CyOBEKTOB
Ha JOCTYH K MOAyJisiM cpeacTBa 3amuThl oT [IMB u Ha BbimogHeHue (QyHKIUI
YIPABJIECHUS 3TUM CPEICTBOM;

JIOJIKEH OBITh peain30BaH MEXaHU3M KOHTPOJI HH(POPMAIIMOHHBIX TOTOKOB KO
BCEM MOJYJISIM CpencTBa 3amuThl oT [IMB;
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UMIIOPT M IKCIOPT OOBEKTOB (COOOIIEHUH, JaHHBIX, TPOTPAMM U T.I1.) JOJDKECH
BBITIOJIHATBCSI  CYOBEKTOM  JIOCTyIla CO  CIEUUAJIbHOM  pOJIbI0  «oIleparopa
BBOJ1a/BBIBOIAY;

JUISL  KaXAoro cyObeKTa JOCTyla JOJDKEH ObITh ONpeiesieH IepevyeHb
UCIIOJTHSAEMBIX MOYJIEH, KOTOPBIE OH MOKET aKTUBU3UPOBATh;

JOJDKHA TIPOBOJUTHCA HICHTU(DHKAIMA © ayTeHTU(UKAIUS CyObEeKTOB
JlocTyna mpu BxoJe B cpeactBo 3amuTel ot [IMB u mepen BhIloOTHEHMEM HMH
TOOBIX oOmepanuii (pacmpeneNieHHbIX [0 TpyInnaM OIepanuii) Mo YHpaBlIECHUIO
byukiusamMu cpeacTBa 3amuthl oT [IMB, ¢ ucnons3oBaHueM mnapojield (WM HMHBIX
MEXaHU3MOB ayTCHTU(UKAIUU) YCIOBHO-TIOCTOSIHHOTO JEWUCTBUS, MPU ITOM IS

Hp OROTKGHYUE BIPIEYRiB1 oneparumit mommKen GbITh IpeayCMOTPEH HHANBHAYAIbHBINA TAPOIb;
ayTeHTH(PUKAMOHHAss WHPOpMAIs CyOBEKTOB JOCTyMa JODKHA OBITH
zamuiena ot HC/I napymmrens;

JOJKHBI OBITh PEANM30BaHbl MEXAHU3MbI OJIOKMPOBAHUS TEPMHUHANIA CyObeKTa
JIOCTYIa CAaMUM CYOBEKTOM JIOCTYIIAa WM B ClTydae UCTEUEHHUsI 3aIaHHOT0 MHTEpBaJia
BPEMEHU HEAaKTUBHOCTU CYOBEKTA JIOCTYTIA;

JIOJDKHA TPOBOJUTHCS aBTOMATUYecKass UIACHTU(PUKAIMS U ayTeHTU(DUKALIMS
anmmapataoro o6ecneuennst MCIIJIH, HeoOxomammoro miasi (HYHKIIMOHUPOBAHUS
cpenctia 3amuThl oT [IMB;

0) B MOACUCTEME PETUCTPAIIUH U YUeTa:

JIOJDKHA OCYIIECTBIISATHCS PETUCTpalidsl BbIJIaud TeYaTHBIX (rpaduuecKux)
JOKYMEHTOB Ha  «TBEpAylO» KOmuio. Beimaya JomKHA  COMPOBOXKAATHCS
aBTOMAaTUYECKON MapKUPOBKON KaKJA0TO JIUCTA (CTPAHUIIbI) JOKYMEHTA MOPSIKOBBIM
HoMepoM M ydeTHbIMH pekBu3uTamu MCII/IH ¢ yka3aHueM Ha NOCIIEIHEM JIMCTE
JIOKyMEHTa O0OIIlero KOJM4YecTBa JHCTOB (CTpaHull). B mapamerpax peructpanuu
YKa3bIBAIOTCS J1aTa M BpeMs Bblaaud (0OpalleHus K MOJICUCTEME BBIBOJA), KPATKOE
coJlepkKaHue JOKyMeHTa (HaMMEHOBaHUE, BHUJ, KOJA, IH(PP) M YyPOBEHb €ro
KOH(PUJECHIUATIBHOCTH, CHeuu(uKaIus YCTPONCTBA BbIJAYU - JIOTHYECKOE WM
(HOMEp) BHEIIHETO YCTPOMCTBA;

JIOJDKEH TIPOBOJUTHCSA y4YeT BCEX 3alUIIaeMbIX HOCHUTeNeH WHGOpMAaIun
C MOMOIIBI0 X MapKUPOBKU U C 3aHECEHHEM YUYETHBIX JIaHHBIX B KypHaJ (YUETHYIO
KapTOYKY);

JIOJDKHO ~ MPOBOJUTHCS  HECKOJIBKO  BUJIOB  yueTa  (ayOnaupyromux)

C peructpaiueil Beigauu (mprema) HocuTenei nadopmanmuy;

JOJDKHA ~ OCYIIECTBJISITbCS ~ OYMCTKA  (0OHyJieHHe,  00€3TMYMBAHUE)
OCBOOOXKJTaeMBIX 00JacTel OIMepaTUBHOM TaMSATH KOMITBIOTEpPA W  BHEIIHHX
HakonuTeneil. O4HCTKAa OCYIIECTBISICTCS BYKPAaTHOM MPOU3BOJIBHON 3alKCBHIO B
OCBOOOXK/IaeMyl0 0OJacTh MaMsTH, paHee WCIOIb30BAHHYIO I XpaHEHUs
3alMIIAEMBbIX JaHHBIX ((ailiaoB);

JOJKEH OBITh peaqn30BaH MEXaHU3M pOJIEBOTO pa3rpaHUUYEHHUs JOCTyma
KO BCEM MOJYJisIM cpeacTBa 3amuThl oT [IMB u 115 BeImogHeHus Bcex (DyHKLMIMA
YOPABJICHHUS] CPEJICTBOM, IO3BOJISIONIMNA OMPENENsATh IpaBa poJied CyOBEKTOB
Ha JIOCTYI K MOAYJISIM CPEJICTBA M HA BBHITIOJTHEHUE (PYHKIIUN yIIPaBICHUS CPEICTBOM;

UMITIOPT U IKCIOPT 0OBEKTOB (COOOIIEHUH, JaHHBIX, TPOTPAMM U T.II1.) JOJDKEH
BBINIOJIHATBCSI  CYOBEKTOM  JIOCTyIla CO  CIEUUAJIbHOM  pOJIbI0  «oleparopa
BBOJIa/BBIBOIAY;
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JUIS  KaXJIOro CcyObeKTa JocTyna [JOJDKEH OBIThb ONpEeJesieH MepeyeHb
WCIIOJIHSAEMBIX MOZYJIEH, KOTOPBIE OH MOKET aKTUBU3UPOBATh;

JOJDKHA TMPOBOJUTHCS HIECHTUUKALKMA W ayTeHTU(UKANUA CyOBEeKTOB
JIOCTyIIa TpU BXOoJA€ B cpeAcTBO 3ammuThl OoT [IMB w mepen BbINOJIHEHWEM WMU
TOOBIX omepanuii (pacnpeieNeHHbIX [0 TpylnaM OMNEpaluii) Mo YHpaBJICHUIO
byukiusamu cpeactBa 3amuthl oT [IMB, ¢ ucnons3oBaHueM mnapojieid (WM HMHBIX
MEXaHU3MOB ayTEHTHU(PUKALMH) YCIOBHO-TIOCTOSTHHOTO JEHCTBUS, COJEpKAIUX HE
MEHEE YCTaHaBJIMBAEMOI0 MUHHMMAJIbHOIO YKCIIA CUMBOJIOB, IIPU 3TOM ISl Ka)KI0M

Hp OROIKGHYE MRS HEBA it momKeH GBITH MpeayCMOTPEH MHNBH Y aTbHBIN TIAPOJIB;
ayTeHTUPUKalMOHHAss MHPOpMaIMs CyObEKTOB JOCTyNa JODKHA OBITh
zamuiiena ot HC/I napymwurens;

JOJKHBI OBITh PEAIM30BaHbl MEXaHU3MbI OJIOKMPOBAHUS TEPMHUHANIA CyObEeKTa
JIOCTyTa caMUM CyOBEKTOM JIOCTyNa WX B CIy4yae MCTEUYEHUs 33JaHHOr0 MHTEpBaa
BPEMEHU HEAKTUBHOCTH CYOBEKTa JOCTYINa;

JOJDKHA TIPOBOAMTHCS aBTOMAaTHYeCKas HACHTU(UKAIMS W ayTeHTH(PUKALUS
annaparHoro o6Oecneduenuss WCIIJIH, HeoOxoaumoro s (HYHKIHMOHUPOBAHUS
cpeactsa 3amuTel oT [IMB;

B) B MIOJICHCTEME O0ECIIEYEHHUSI LIEJIOCTHOCTH

JOJKHA ~ OCyHIeCTBIAThCS  pu3nueckass oxpana WCII[n (yctpoiicTB
U HocuTelled HHOpMalUK), TMpeaycMaTpUBaIONIas MOCTOSHHOE HAIWYUE OXPaHbI
TEppPUTOpUH U 30aHus, rae pazmemaercs NCIIIH, ¢ TOMOLIbIO TEXHUYECKUX CPEJICTB
OXpaHbl M CHEUUAJIBHOrO TIE€PCOHaNa, HCIOJIb30BaHUE CTPOrOoro MpPOMYCKHOTO
pexuma, cneruanbHoe ooopynoBanue nomenieHnit MUCIT/Ix;

JOJDKHBI ~ HCIIOJIb30BAaThCA  CEPTU(UIMPOBAHHBIE  CpPEACTBA  3aIIUTHI
uHdopmaIuy;

JOJDKEH ~ IPOBOAMTBCA ~ ABTOMATHYECKMHA  KOHTPOJIb  KOPPEKTHOCTH
dbynkuuonupoBanusi anmapardoro obecnedyenus WCIIJIH, HeoOxoammoro mis
(yHKIMOHUPOBaHUS cpenicTBa 3amuThl oT [IMB;

JOJKHBI OBITh peain30BaHbl MEXaHM3Mbl aBTOMATHYECKOTO BOCCTAaHOBIJICHHMSI
cpenctea 3amuThl oT [IMB mnocne cboeB, ¢ obecrnieueHnEM MUHUMHU3ALMKU TOTEPh
uHdopmanuu npu cOoe;

cpenctBo 3amuthl oT [IMB nomkHa ObiTh MHTErpUpoBana B oburyto C3I1/IH,
IIPU 3TOM JOJIKHO OBITh HCKITIOUYEHO TyOJIMPOBAaHUE MEXAaHU3MOB 3aIlIUTHI;

T') B IOJICUCTEME aHTUBUPYCHOMN 3aIIUTHI:

JIOJKEH IIPOBOJMTHCS HENPEPBIBHBIA COITIACOBAHHBIN 110 €IMHOMY CLICHAPUIO
aBTOMATHUYECKUH MOHUTOPUHT WH(pOpMarmoHHoro oomeHa mo kanaizam MCITx
C LEJIbIO BbIsSIBICHUS TTposiBieHur [IMB;

JIOJDKHA TIPOBOJMTBLCS aBTOMATWMYECKas MpoBepka Ha Hanuuue [IMB mnpu
umnopre B MCII/IH Bcex mporpaMMHBIX CPEICTB, KOTOpbIE MOTYT coxepxaTth Bllp,
IyTEM IMPOBEPOYHON MX AKTUBU3ALWU B CIEHHAILHON HW30JMPOBAHHOW BHUPTYAIBHOU
cpene, mogenupytomen cpeny MCIIIH, ¢ aHanmm3om uX KoJia METOJaMH TPACCUPOBKHU
Y OTJIAJIKHA HETIOCPEACTBEHHO BO BPEMsI aKTUBHOTO COCTOSIHHSI IPOIPAMMHBIX CPEJICTB;

JOJKHBI ~ ObITh  pealM30BaHbl IPOrPAMMHBIE JIOBYIIKH, HWMUTHPYIOIIUE
ysizBuMbIe i peanu3anuu [IMB o6wexktst UCIIIH, npu 3TOM MecTa pa3MemeHUs
JIOBYIIEK U UX MPOSIBJICHUS TOJKHBI aBTOMAaTUYECKU MEHSTBCS C TCUEHUEM BPEMEHH.
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4.2.5. lna HNCIIAan 3 kiacca 0Opd MHOTONOJB30BATEIbCKOM PEXKUME
obOpabotku [IJIH 1 paBHBIX TIpaBax MOCTyIa K HUM Pa3HBIX MOJIb30BATEICH TOKHBI
MPOBOJIUTHCS CICAYOIINE MEPOTIPUSATHS:

a) B IOJICUCTEME YIIPABIICHHUS JOCTYIIOM:

JIOJDKHBL ~ OCYILIECTBIISITHECA  UJCHTU(UKAIMA W TPOBEPKA MOMJIUHHOCTH
CyOBEKTOB JIOCTYIA MPHU BXOJI€ B CHCTEMY IO HACHTHUPUKATOPY (KOAY) U MapOJIO
YCJIIOBHO-TIOCTOSIHHOTO JCHCTBHS JJIMHOW HE MEHEe IIeCTH OYKBEHHO-IIU(PPOBBIX
CHUMBOJIOB;

Opyu  OTCYTCTBUM  TOJKIIOYEHUS K CeTsAM OOLIero  MoJIb30BaHUs
B pacnpenenennod HWCIIJIH nmomkHBI mnpuMeHATbCS MD, obecrneuynBaromme
BBITIOJTHEHHE TeX ke (QyHkumi, uro MO qus UCIIIH, MOAKIIOYEHHBIX K CETAM
OOIIIETo MOJIb30BaHUs U (PYHKIIMOHUPYIOIINX B OHOMOIb30BATEILCKOM PEKUME;

IIPY HAJTMYUH TTOIKIIOYCHUS K ceTsM oO1ero nojb3oBanus B UCII{H momkHbBI
npuMeHsATECT MO, oOecrieuynBaroIre BBITIOJIHEHUE TeX Ke PYHKIUH, uTo U MO s
NCII/IH, NOAKITIOYEHHBIX K CETSM OOIIero MOoJb30BaHUS U (DYHKIHOHHUPYIOIIMX B
OJIHOTIOJIB30BATEILCKOM pPEXHUME, a TaKXke JOMOJHUTEIBHO O00eCIeUnBAIOIINE
BO3MOXXHOCTh COKPBITHSI CyOBEKTOB (OOBEKTOB) M (WJIM) MPUKIAJHBIX (YHKIUN
3alIMIIAEMON CETH, BO3MOXXHOCTh TPAHCIISILUM CETEBBIX aAPECOB, ITUCTAHIHOHHYIO
CUTHAJIM3AIMIO TIONBITOK HApyUIEHUs] MpaBUiI (QUIbTPALIUM, PETUCTPALUI0 U yYET
3ampaliMBaeMbIX CEPBUCOB MPUKIIAJHOTO YPOBHS, TPOTPAMMUPYEMYIO PEAKIUIO Ha
coObITHs B MO, naeHTuUKAIMIO U ayTeHTU(DUKAIIMI0 aAMUHUCTpaTopa M3 npu ero
3ampocax Ha JIOCTYM MO UJeHTU(DUKATOPY (KOAY) U MApOJI0 BPEMEHHOIO JIEUCTBUS,
OJIOKUpOBaHUE JIOCTyNa HEUJECHTU(DUIIMPOBAHHOTO CYOBEKTa WIH CyObeKTa,
MOJIMHHOCTh UIECHTU(UKAIIMU KOTOPOTO MpU ayTeHTU(HUKAIMKA HE TOITBEPIUIACD,
METO/JaMH, YCTOMYMBBIMH K TAaCCUBHOMY W aKTHBHOMY IepexBaTy HWHGOpMAIIiH,
KOHTPOJIb IIEIOCTHOCTA CBOEW TPOrpaMMHONW # WHGOPMAIMOHHONW YacTH TIO
KOHTPOJIBHBIM CyMMaM Kak B IPOLIECCE 3arpy3KH, TaK U JTUHAMHUYECKH, ONIEPATUBHOE
BOCCTaHOBJICHUE CBOMCTB 3KPaHUPOBAHUS;

JIOJDKHBL  OBITh TMPOBEJICHBI MEPONPUSTUS [0 Pa3rpaHUYCHUI0 JIOCTyIa
K cpeacrBaM 3amutel ot I[IMB Takme xe, kak m mna HMCII[Iax 3 xiacca
C OJIHOTIOJIb30BATEIbCKUM PEKHUMOM;

0) B OACUCTEME PETUCTPAIIUU U YUeTa:

JIOJIKHA OCYUIECTBISATHCS perucTpaius Bxoja (BbixoAa) CyObeKTOB JIOCTYMA B
cucteMy (M3 cHUCTeMbl) IJMOO perucTpanusi 3arpy3kd H  UHUIUAIU3ALUU
ONEPAIMOHHON CHCTEMBbI U €€ MPOrPaMMHOIO OCTaHOBAa. Permcrpanus BbIXola U3
CUCTEMbl WJIM OCTAHOBA HE NPOBOJUTCS B MOMEHTHI allapaTypHOTO OTKIKOYEHUS
NCII[Iu. B mapameTpax perucrpaiuy yKa3bIBalOTCS JaTa U BpeMsl BXojia (BBIXOJA)
cyOBeKTa MOCTyma B CHUCTEMYy (M3 CHUCTEMBI) WJIM 3arpy3Kd (OCTaHOBA) CUCTEMBI,
pe3yJbTaT MOMBITKU BX0/1a (yCIEIIHAs WIIK HEYCIIeIIHas );

JIOJDKEH MPOBOJUTHCS YUYeT BCEX 3allUIIaeMbIX HOCHUTENeW uHboOpMaluu
C MOMOIIbI0 X MapKUPOBKU U C 3aHECEHHEM YUYETHBIX JIAaHHBIX B JKypHaJ (YUYETHYIO
KapTOUKY);

JIOJDKHBI  OBITh  TIPOBEACHBI MEPONPHUATHS IO PErucTpalud W y4eTy
MPUMEHUTENILHO K cpeactBaMm 3amuThl oT [IMB Takue xe, kak u mna WMCIIdu
3 Kj1acca ¢ OJHOIIOJb30BaTEIbCKUM PEKUMOM;
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B) B IIOJICUCTEME O0ECIIEYEHMSI LIEJIOCTHOCTH

JOJbKHA OBITh OOecreueHa IEIOCTHOCTh MPOrPaMMHBIX CPEICTB B COCTaBe
C3IIdH, a Takke HEM3MEHHOCTh NpOrpaMMHOM cpeasl. IIpu 3TOM LETOCTHOCTH
CPEACTB 3aIlMTBI TPOBEPAETCS IIPU 3arpy3Ke CHCTEMBI 10 HAIWYHAIO HMEH
(unentudukaropo) kKomrnoHeHToB (C3U, UETOCTHOCTP MNPOrPaMMHOM  Cpeibl
obecnieunBaerca orcyrcreueM B MCII/IH cpenctB pa3paOOTKM U OTJIAJIKK MPOTpaMM
BO BpeMsi 00paboTKu U (WJIK) XpaHEHUs 3aluiiaeMoi nHdopMaimy;

JIOJDKHA — OCyHIecTBIsThC  pusnueckass oxpana WCII[n (ycTtpoilcTB
HOcHUTelled MHQOpMallMK), TIpealycMaTpUBalollas KOHTPOJIb JIOCTYNAa B MOMEIICHUS
NCIIJIH  OOCTOPOHHUX  JIMII, HUIMYME  HAJEKHBIX  IPEHATCTBUU A
HECAHKI[MOHUPOBAHHOTO MNPOHUKHOBEeHUs1 B mnomenieHuss MCIIIH u xpaHunuiie
HOcHTelel nHdopmaluu, 0coOOEHHO B Hepabouee BpeMs;

JOJDKHO TPOBOJUTHCS MEPUOAMYECKOE TECTHpOBaHHE (YHKIUN CpPElCTB
3amuThl uHGopManuu B coctaBe C3II[IH mpu uM3MEHEHWH MPOTPAMMHON CPEIIbI
u nepconana UCII/IH ¢ momompto TecT-nporpamm, uMuTupyromux nonsitku HC/I;

JOJDKHBI OBITh B HAJIMYUU CPEJICTBA BOCCTAHOBJICHHS] CPEICTB 3aIUTHI
uHpopmanuu B cocraBe C3IIJIH, npenycmaTpuBaronIMe BeIECHHUE JBYX KOIHMIA
MPOrPAMMHBIX CPEACTB 3alUThl, UX MEPUOJUYECKOE OOHOBIEHHWE U KOHTPOJIb
paboTOCIIOCOOHOCTH;

JIOJKHBI  OBITh TPOBEJICHBI MEPOINPHUATHSA IO OOECIEUEHUIO IIeJIOCTHOCTH
cpeactB 3ammuthl ot IIMB Ttakwe ke, kak u g MWCII[Ju 3 kimacca
C OJIHOIOJIb30BAaTENBCKUM PEKUMOM;

r) B TMOACUCTEME aHTUBUPYCHOM 3alllUThl JOJKHBI OBITh TMPOBEIACHBI
MeponpusaTus 1o 3amutre oT [IMB Ttakme ke, xak m jgna WMCII[Jn 3 kiacca
C OJTHOIIOJIb30BATENBCKUM PEKUMOM.

4.2.6. lna UWCII[IH 2 xnacca 0Opd  MHOIOMNOJb30BAaTEILCKOM  PEXUME
o0Opabotku IIJIH 1 paBHBIX IpaBax JOCTyIa K HUM Pa3HbIX MOJIb30BaTEICH JAOJKHBI
IIPOBOJAMUTBCS BCE MEPONPHUATHS MO 3 KJIACCY IPH MHOTOIOJIB30BATENBCKOM PEKUME
oOpabotku I1JIH, a Takke cienyrouue MepornpusTUs:

a) B MOJICUCTEME YNPABIICHUS TOCTYIIOM:

JIOJIKHA OCYILIECTBIATHCS UACHTU(PUKALMS TEPMUHAIOB, TEXHUYECKUX CPE/ICTB
oopabotku I1JIn, y3moB MCII/IH, kaHanoB cBs3u, BHemHux yctpoictB WCIIIH
M0 UX JIOTUYECKUM ajJipecam (HoMepam);

JIOJKHA OCYIIECTBIATHCS UACHTU(UKAIMSA MpOorpaMM, TOMOB, KaTajoros,
(aiisioB, 3amucel, MoyeH 3ammuceit Mo MeHaM;

0) B mojicucTeMe 00eciedeHUs 1IeTIOCTHOCTH:

JNOJDKHO TPOBOJIUTHCS pe3epBHOe Komuposanue [IJ[H Ha oT4yxmaemsble
HOCHUTENIN HH(POpMaIUK;

JOJDKHBI  OBITh TPOBEIEHBI MEPOIPHUATHSA IO OOECIEUEHUIO IIEJIOCTHOCTH
cpeactB 3ammutel ot [IMB Ttakume xe, kak wu gma HMCII[x 2 kmacca ¢
OJIHOIIOJIb30BATEIBCKUM PEKUMOM;

B) B IOJICUCTEME AaHTUBHUPYCHOW 3allMTHI HA BCEX TEXHUYECKHX CPEICTBaX
NCII[IH 7OoKeH MpPOBOAUTHCA HENPEPBIBHBIA COTJIACOBAHHBIM MO E€IUHOMY
CIIEHApPUIO aBTOMATHYECKUH MOHHUTOPUHT HHPopManuoHHOoro odmena B UCII/H
C LIEJIBIO BbISIBIICHUS TTposBiacHur [IMB.
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42.7. na HNCIIAan 1 ximacca mHOpd  MHOTONOJIB30BATENBCKOM PEXKUME
obOpabotku [IJIH 1 paBHBIX TIpaBax MOCTyIa K HUM Pa3HBIX MOJIb30BATEICH TOKHBI
MPOBOJAUTHLCS BCE MEPONPHUATHUS MO 2 KIACCY IMPU MHOTOMOJIB30BATEIBLCKOM PEKUME
oOpabotku I1JIH, a Takke cienyromue MepornpusThs:

a) B MOJICUCTEME YIPABJICHUSI IOCTYIIOM JOJIKHO OCYIIECTBIISITHCS YIIPABIICHUE
MOTOKaMH WHMOpPMAIMK C TIOMOIIBI0O METOK KOH(MUIICHIIMATHHOCTH, TMPU HATOM
YpPOBEHb KOH(DUACHIIMATBLHOCTA HAKOMUTENIEH JOJDKeH OBITh HE HHXKE YPOBHS
KOH(UIECHIIUAIBHOCTH 3aIllUChIBAEMOM Ha HUX WH(OpMaIINH;

0) B OACUCTEME PETUCTPAIIH U yUeTa:

JIOJKHA OCYIIECTBIISITBCS PETUCTPALMS BBIJAYM IE€YATHBIX (TpaduyecKux)
JOKYMEHTOB Ha  «TBEpIyl0» KONHWIO. Bblgaya JODKHA ~ CONPOBOXKIATHCS
aBTOMATHYE€CKON MapKUPOBKOW Ka)JOTr0 JIUCTA (CTpaHULIbl) JOKYMEHTA MOPSAIKOBBIM
HOoMepoM U ydeTHbiMU pekBuzutamu MCIIJIH ¢ yka3aHueM Ha TMOCJIEAHEM JIHCTE
JIOKyMEHTa O0OIIero KoJW4YecTBa JHCTOB (CTpaHuil). B mapamerpax perucrpamnuu
YKa3bIBAlOTCS JaTa W BpeMsa Bbljaun (oOpalieHuss K TOJCHCTEME BBIBOJIA),
cnenudukalus yCTpOMCTBa BbIIAUMd  (JIOTMUECKOE UWMsI (HOMEpP) BHEILIHErO
YCTpOMCTBA), KpaTKOe cojepkaHue (HauMEHOBaHWE, BUJA, Up, KOJA) U ypOBEHb
KOH(DHUICHIMATTBHOCTH  JIOKYMEHTa,  HWACHTH(PUKATOp  CcyObeKTa  JOCTyIa,
3aMpOCUBIIETO JJOKYMEHT;

JIOJIKHA OCYUIECTBIISITBCS PErMCTpalusl 3amycka (3aBepllieHHs) MPOrpamMm U
npoleccoB (3alaHuid, 3ajlay), NpeJHa3HAYeHHBIX Uil OO0pabOTKM 3allMIaeMbIX
daiinoB. B mapameTrpax perucrpaliuu yKasblBalOTCS JaTa M BpeMs 3allycka, UMs
(unentudukarop) mnporpaMmbl (mporiecca, 3ajlaHus), HICHTU(PHUKATOp CyOBEKTa
JIOCTyNa, 3alpOCHBUIEr0 MporpaMMmy (Ipolecc, 3aJaHue), pe3yJbTaT 3aIlycKa
(ycneurHplid, HEYCIEIIHbI — HECAaHKIIMOHUPOBAHHBIN );

JIOJDKHA OCYIIECTBISITbCSL PETUCTPAlLlUs TOMBITOK JOCTYMa MPOrPaMMHBIX
cpenctB (mporpaMm, TPOIECCOB, 3ajay, 3aJaHdii) K 3aluimaeMbiM (Qaittam. B
napaMeTpax pEerucTpaluyd YyKa3bIBalOTCA JlaTa M BpeMs TMOMBITKM JOCTyMa K
3amuinaeMomy (aillly ¢ ykazaHueM ee pesyiibrara (ycreliHasi, HEyCHelIHas —
HECAaHKIIMOHUPOBAHHAsA), WIEHTU(UKATOPp CyObEKTa [JOCTyIa, CleHH(pUKaLNs
3amuinaemMoro (aiina;

JIOJDKHA OCYIIECTBISATBCS PETUCTpallds TOMBITOK JOCTYMa MPOrPaMMHBIX
CPEICTB K CIEAYIOIIUM JOTMOJHUTEIbHBIM 3alUIIAEMbIM O0BEKTaM JOCTYIIA:
TepMuHaiaMm, KommbioTepam, y3nam cetu HWCII[AH, nauHusSM (KaHanaMm) CBS3H,
BHEIIHUM ycTpoiicTBam KoMmmnbloTepoB B coctaBe MCII/IH, mporpammam, TOoMmawm,
KaramoramM, (aitnam, 3amucsM, TMOJMSIM 3amucei. B mapamerpax peructpanuu
YKa3bIBAIOTCS JaTa ¥ BpeMsl TMOMBITKA JOCTyNa K 3allUdIaeMOMy OOBEKTY
C yKa3aHHUEM ee pe3yJibTara (ycHellHasi, HEyCIEIIHas — HECaHKIMOHHWPOBaHHAs),
uaeHTU(UKATOp CyObeKTa MAOCTymNa, chenu(HuKanus 3allui@aeMoro oObeKTa —
Joruueckoe ums (Homep);

JIOJIKEH OCYUIECTBIISTHCS ABTOMATHYECKUW yYET CO3JaBa€MbIX 3aIIUIIAEMbIX
GaiiyioB ¢ TOMOIIBI0O MX JOMOJHUTEIbHOW MApKUPOBKH, HCMOJIb3yeMOl B
MOJICUCTEME YNPABICHUS JOCTYNOM. MapKHUpOBKa JOJKHA OTPakaTb YpPOBEHb
KOH(PUJIECHIIMAIBHOCTH O0BEKTa;
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JIOJKHO MPOBOJIUTHCSI HECKOJIBKO BUIOB y4eTa (IyOIupyIONIKX) 3allUIaeMbIX
HOCHTelNel nHpopMmanuu;

JOJDKHA ~ OCYIIECTBISIThCS ~ OYHMCTKa  (OOHysneHue,  0Oe3TUYMBAHUE)
O0CBOOOXK/IaeMbIX 00JacTeil ONepaTUBHOM NaMATH KOMIBIOTEPOB M BHEHIHUX
Hakonurene. O4YucTKa OCYHIECTBISICTCS ABYKPATHOM IPOU3BOJBHOW 3aIKCHIO
B OCBOOOXIaeMyr 0O0JacTh MaMsTH, paHEe WCIOIb30BAHHYIO [UISl XpaHEHUS
3aIlMINAEMBIX JaHHBIX ((aitioB);

B) B KpuItorpadguueckou nojacucTeme:

JOJKHO ocyuliecTBIsAThCs mudpoBanue [1/1H, 3anucbiBaeMbIX Ha COBMECTHO
UCIIOJIb3yeMbIe Pa3IUYHBIMU CyObEeKTaMu JocTyna (paslessieMble) HOCUTENH
JAHHBIX, B KaHaJIaX CBS3M, a TAaKK€ HAa CbEMHbIE HOCHUTENIW JaHHBIX (JUCKETHI,
MHUKpPOKAacCeTbl U T.NI.) JOJTOBPEMEHHON BHEIIHEH mNamsATH [UIs XpaHEeHHs 3a
npefelaMu CeaHCOB pabOThl CaHKIMOHMPOBAHHBIX CYOBEKTOB foctyna. [Ipu sTom
JIOJOKHBI  BBITIOJIHATHCS. aBTOMATHYECKOE OCBOOOXKIEHHWE M OYHCTKa 00JjacTeit
BHEIIHEH MMaMATH, COACPKABIINX paHee He3amnppoBaHHY0 HHPOPMAIHUIO;

JOCTyIl CyOBEKTOB K oOlepauusM IMHUQPPOBaHUS U KpUNTOrpaduyecKum
KJIF0YaM JIOJDKEH JIOMOJHUTENBHO KOHTPOJIUPOBATHCS MMOACUCTEMOW YNpPaBIICHUS
JOCTYIIOM;

JIOJIKHBI KCTIOJIB30BATHCS CEPTUPUIIMPOBAHHBIE CPEJICTBA KPUNTOIPAPUUECKOM
3aIUTHI.

I') B IoJiIcUCTeMe 00ecIieueHus IeJIOCTHOCTH:

JIOJDKEH OBITh MPEyCMOTPEH aIMUHUCTPATOP (CITyk0a) 3a1uThl HHOOPMAIIUH,
OTBETCTBEHHBIN 3a BEJCHHUE, HOPMaJIbHOE (DYHKIIMOHUPOBAHHE U KOHTPOJIb PabOThI
cpencts 3amuThl nHbopmaruu B coctare C3I1/1H;

JIOJKHBI UCTIOJIb30BaTHCS CEPTUGUIUPOBAHHBIE CPEICTBA 3ALIUTHI.

428. lna HNCIIJan 3 kiacca MNOpd MHOTOINOJIB30BATEIBCKOM PEXKUME
oOpabotku IIJ[H 1 pa3HbIX MpaBax AOCTyNa K HUM Pa3HbIX MOJIb30BaTEICH AOHKHBI
MPOBOJUTHCS CIAEAYIOIINE MEPOTIPUSITHSL:

a) B MIOJICUCTEME YNPABIICHUS JOCTYIIOM:

JOJKHA ~ OCYLIECTBJIATHCA HJEHTU(DHUKALUS W MPOBEpPKA MNOJJIUHHOCTH
CyOBEKTOB JOCTyIlla NpH BXOAE B CHUCTEMY IO MAPOJIO YCIOBHO-IMOCTOSHHOIO
JEUCTBUA JUIMHHOM HE MEHE IECTH OYKBEHHO-IIM(PPOBBIX CUMBOJIOB.

OpyU  OTCYTCTBUM TOJAKIIOUEHHMS] K CeTsIM OOIIero IMoJIb30BaHUS B
pacnpenenennod MCII/IH DOJKHO MPOBOAMTHCS MEKCETEBOE SKPAHUPOBAHHE, MPU
sToM MD JN0/KeH BBINOJNHATH Takue ke ¢ynknuu, kak u ¢ WCII[a 2 kmacca
C MHOT'OIIOJIb30BaTEIbCKUM PEKUMOM U PaBHBIMH IPaBaMu J0CTyIa MOJIb30BaTENEH;

IpU HATMYUU TTOAKITIOYEHUS K CETsIM OOLIETro MOJb30BaHus B pacpeleIeHHON
NCIIIH n0JI5KHO MPOBOAUTBCS MEKCETEBOE IKPAHUPOBAHUE, MPU 3TOM MEKCETEBOI
9KpaH [OJDKEH BBINOIHATH Takue xe (pyHkuuu, kak u ¢ HMCII[m 1 knacca
P MHOTOMOJIb30BATEIBCKOM PEXUME U PaBHBIX IIPaBax JOCTYIIA MOJIb30BATENEH;

0) B MOJICUCTEME PETUCTPALINU U yUeTa:

JIOJDKHA OCYIIECTBISTHCSI perucTpanus Bxoja (BbIXxoAa) CYOBEKTOB JOCTyMa
B cucteMy (M3 CHUCTEMBbI) JMOO perucTpauus 3arpy3kd M WHULUAIU3aLUU
OTEpallMOHHON CHUCTEMBbI U €€ MPOrpaMMHOr0o OocTaHoBa. Perucrtpaimus BbIxona u3
CUCTEMBbl WJIM OCTAHOBA HE NPOBOJUTCS B MOMEHTHI aAIlapaTypHOTO OTKIKOYEHUS
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NCII[u. B mapameTrpax peructpaiuy yKa3bIBalOTCS JaTa U BpeMsl BXojia (BBIXOJA)
cyOBeKTa OCTyma B CHUCTEMYy (M3 CHUCTEMBI) WJIM 3arpy3Kd (OCTaHOBA) CUCTEMBI,
pe3ysbTaT MOMBITKA BXoJa (yCIElHas WM HEyCHellHas — HECAaHKIIMOHUPOBaHHas ),
uaeHTupukarop (ko wiau (amwins) cyObeKTa, NPEAbSBICHHBIM NPU MOMBITKE
JOCTyTIa;

JIOJDKEH TPOBOJUTHCSA Yy4YeT BCEX 3allUIIAEMbIX HocHUTeNed HH(pOopMalun
C MOMOIIBIO UX MAapKUPOBKU U C 3aHECEHHEM YUETHBIX JAHHBIX B )KypHa (YUETHYIO
KapTOUKY);

JIOJDKEH IIPOBOAUTHCA yUeT 3allliIIaeMbIX HOCUTENIEH B XKypHale (KapTOTEKe)
C perucTpainmeit ux Bbaauu (mpuema).

B) B MIOJICUCTEME 00ECTICUEHHUSI 1IEJIOCTHOCTH:

JOJKHA OBITh OO€credeHa LEJOCTHOCTh IMPOTPAMMHBIX CPEICTB 3allUThI
unpopmanuu B cocrape C3I1/IH, a Takke HEM3MEHHOCTh IPOrpaMMHOiL cpenbl. [Tpu
OTOM LEJIOCTHOCTh CPEACTB 3allUTHl IPOBEPSAETCS IIPU 3arpy3Ke CHCTEMBI IIO
KOHTPOJIbHBIM CyMMaM KOMIIOHEHTOB CPEJICTB 3aIIUThl HHPOPMAIIUH, a IEJIOCTHOCTD
POrpaMMHON cpeibl 00eCreYrBaeTCsl MCIOJIb30BAaHUEM TPAHCISTOPOB C SI3BIKOB
BBICOKOTO VYPOBHSI M OTCYTCTBHEM CpPEACTB MOAM(PUKALIUM OOBEKTHOIO KO/
nporpaMm B Ipoiiecce 00paboTku u (WK) XpaHEHUs 3aluiiaeMoi nadopmaimy;

JOJDKHA — ocyllecTBIAThCS  pu3nueckas oxpaHa MWCII[Ia (ycTpoicTB
U HOocHTenel nHpopManun), mperycMaTpuBaroas KOHTPOJIb JOCTyNa B IOMEIICHHUS
UCIIJIH  DOCTOPOHHUX  JIMII, HUIMYME  HAJCKHBIX  TNPEHATCTBUH A
HECAaHKIMOHUPOBAHHOTO MNPOHUKHOBEeHHMS B mnomemeHus WCIIAH u xpanHununie
HocuTesnel nHpopmaiuu, o0cOOCHHO B Hepabodee BpeMs;

JIOJKHO TPOBOAUTHCS mNepuoanyeckoe tectupoBanue (ynkumit C3II1H npu
W3MEHEHUH IporpaMmHoil cpenbl U nepconana MCII/IH ¢ moMoIbio TeCT-Iporpamm,
umutTHpyromux nonstk HC/;

JOJDKHBI ~ ObITh B Hamuuuu  cpeactBa  BocctaHosienuss — C3II[H,
MpeAyCMaTPUBAIONIME BEICHUE JABYX KONUW MPOTPAMMHBIX CpPEICTB 3allUTHI
uH(pOpMaIUK, UX IEPUOINYECKOe OOHOBIIEHNE U KOHTPOJIb pad0OTOCIIOCOOHOCTH;

I') B IOJCUCTEME aHTUBUPYCHOM 3AILUTHI:

JOJDKHA TPOBOJIWTHCS ABTOMATHYECKas MNpoBepka Ha Hamuuue Bllp wm
nocineactsuid [IMB mnpu wumnopre B MCII[IH Bcex mnporpaMMHBIX MOJyJI€i
(MpUKJIAIHBIX TPOTpaMM), KOTOpble MOTYT coxaepxaTh Bllp, mo ux THUMOBBIM
m1abJi0HaM M ¢ MOMOIIbIO ABPUCTUYECKOTO aHAIN3a;

JIOJKHBI  OBITh pEaTu30BaHbl MEXaHHU3Mbl aBTOMATUYECKOTO OJIOKHUPOBAHUS
oOHapyxkeHHbIX Bllp nyrem wux ypaneHus U3 NOPOrpaMMHBIX MOAYJEH WU
YHUYTOXKCHUS,

JIOJDKHA PETYJISIPHO BBINOJHATHCS MpOBepka Ha mnpeameT Hamuuusa Bllp
B cpeacTBax 3ammTel oT [IMB (npu nepBom 3amycke cpeacTBa 3amuTel oT [IMB u
C YCTaHaBIIUBAEMOU MEPUOAUYHOCTHIO);

daxT BeisiBiieHUs [IMB n0ok€H HHUIIMMPOBATh aBTOMATHUECKYIO MIPOBEPKY Ha
npeamer Hanuuus Bllp;

JIOJDKeH OBITh peain30BaH MEXaHU3M OTKaTa JUIsl yCTaHAaBIMBAEMOTO YHCIIa
onepaunii ynaienus Bllp w©3 onepaTMBHONW WM TIOCTOSIHHOW IMAMSATH, W3
MIPOrPaMMHBIX MOJYJIEM M MNPUKIAJHBIX IPOrpaMM WM IPOTrPaMMHBIX CPEJACTB,
conepxkamux Bllp.
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4.29. lna HNCIIJan 2 xiacca MNOpd MHOTONOJIB30BATEIBCKOM PEXKUME
ob6pabotku [IJ[H 1 pa3HBIX MpaBax JAOCTyNa K HAM Pa3HbIX MOJIb30BATEICH TOKHBI
IPOBOJUTHCS BCE MEPONPHATHS MO 3 KIACCy NMPU MHOTOIOJIb30BATEIBCKOM PEKUME
oOpabotku IIJ[H W pa3HBIX OpaBax [OOCTyNa K HUM, a TakXKe CIEAYIOIINe
MEpOTPUATHS:

a) B MOJICUCTEME YNPABIICHUS JOCTYIIOM:

JIOJIKHA OCYUIECTBIATHCSA MAECHTU(UKAIUS TEPMUHAIOB, KOMIIBIOTEPOB, y3JI0B
cetu MCII/IH, kaHaIOB CBSI3W, BHEIIHUX YCTPOWCTB KOMIIBIOTEPOB IO JIOTHYECKUM
MMEHaM;

JIOJKHA OCYIIECTBIATHCS UACHTU(UKAIMSA MpPOrpaMM, TOMOB, KaTajoros,
(aiisioB, 3amucel, MMoyeH 3amuceit Mo MeHaM;

JOJDKEH OCYIIECTBIISATHCA KOHTPOJIb JOCTYNa CYOBEKTOB K 3allUIIAeMbIM
pecypcaM B COOTBETCTBUU C MAaTPUIIEH TOCTyMa;

0) B MOJICHCTEME PETUCTPALINU U yUETa:

JIOJKHA OCYIIECTBIIATHCS PETUCTpalvs BXoja (BbIX0oJa) CyOBEKTOB IOCTyIa B
cucteMy (M3 cHUCTeMBbI) JIMOO perucrpauusi 3arpy3kd H  MHULOUAIM3ALUU
ONEpPAallMOHHON CUCTEMBbI U €€ MPOrpaMMHOr0 OcTaHoBa. Perucrpamus BbIxona u3
CUCTEMBI WJIM OCTaHOBA HE MPOBOAMTCS B MOMEHTHI ammapaTrypHOro OTKIIOYEHUS
NUCIIIn. B mapamerpax perucTpaii yKa3blBarOTCS JaTa MU BpeMsi BXoja (BbIXoza)
CyObeKTa J0CTyna B CHUCTeMY (M3 CHUCTEMbI) WJIM 3arpy3kd (OCTaHOBa) CHCTEMBI,
pe3yJbTaT MOMBITKH BXoJa (yCHelIHasl WK HEeyCIelHas — HeCaHKIIMOHUPOBAHHAs),
unaeHtTudukarop (kox wian (amumins) cyObeKTa, NPEIbSIBICHHBIM MPHU MOMBITKE
JIOCTyTa, KOJ WIH Napojib, MPEAbsIBICHHbBIN MPU HEYCIIECIIHON MOIBITKE;

JOJDKHA OCYIIECTBIISATHCS PErucTpalnus BblAaud Me4yaTHBIX (TpaduyecKux)
JOKYMEHTOB Ha «TBEPAYIO» KONMIO. B mapamerpax perucrpanuu ykasbplBaroTcs (J1aTa
U BpeMs BblauM (oOpallleHus K MOJCUCTEME BbIBOJA), ClieHu(UKaLN yCTPOMCTBA
BBIJJAYM - JIOTUYECKOE MMsI (HOMEp) BHEIIHEro yCTPOWMCTBA, KPaTKOE COJEpKaHHE
(HauMeHoBaHUE, BUJ, WHA(p, KOA) U YPOBEHb KOH(HUICHUHUAIBHOCTH JOKYMEHTA,
UAEHTU(PUKATOP CyOBEKTa JOCTYIIa, 3alPOCUBLIETO JOKYMEHT;

JOJIKHA OCYUIECTBISTBCS PETrUCTpanusl 3amycka (3aBepILEHHs) MporpamMmm
U TIpoIecCOB (3aJaHuM, 3ajad), MpeAHA3HAUYCHHBIX JIsi 0O0paOOTKH 3alllUIaeMbIX
daiinoB. B mapamerpax perucrpaluu yKasblBalOTCS JaTa M BpeMs 3aIycka, uMms
(mpenTuduKaTop) mporpaMmbl (Tporiecca, 3afgaHus), HACHTU(DHUKATOP CyOBEKTa
JOCTYIa, 3alpOCUBILIEr0 MporpaMmy (MpPOIECC, 3a/laHue), pe3yibTaT 3amycKa
(ycrieuHpli, HeyCIeNTHbIM — HECAHKIIMOHUPOBAHHBIH ),

JIOJDKHA OCYILECTBIIATHCS PErMCTpalys IONBITOK JOCTyla IPOrPaMMHBIX
cpeacTB (mporpamm, IPOIECCOB, 3ajay, 3aJaHui) K 3amumaeMbiM (aimam. B
napamMeTpax perucTpaluuy YKa3blBaIOTCS Jara M BpeMs IOINBITKA JOCTyIa K
3anuimaeMomy (Qaitly ¢ ykazaHueM ee pesyibTara (ycreliHasi, HeycCIelrHas —
HECAaHKIIMOHUPOBAHHAsA), WIAEHTU(UKATOP CyObEKTa JOCTyIa, CIEeHH(PUKALHS
3amuinaemMoro (aiina;

JIOJIKHA OCYIIECTBIISATHCS PEruCTpalys MOMBITOK JOCTyHa MPOrPaMMHBIX
CPEICTB K CIEIYIOUIMM JOMOJHUTEIbHBIM 3alMIIAEMbIM OOBEKTaM JOCTYIA:
TepMuHaiaMm, KommbioTepam, y3nam cetu HWCII[AH, auHusM (kaHanam) CBS3H,
BHEIIHUM YCTpPOMCTBaM KOMIIBIOTEPOB, IIpOrpaMmam, ToMmam, Karajoram, daiiam,
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3amucsM, NOJIAM 3anuced. B mapamerpax perucTpainuu yKa3bIBalOTCS J1aTa U BpeMs
MONBITKY JI0CTYyIA K 3aIlUIIaeMOMY OOBEKTY C YKa3aHUEM €€ pe3yJibTaTa (ycrnemrHasl,
HEYCTENIHasT — HECAHKIMOHUPOBAHHAs), WIASHTU(HUKATOp CyObEeKTa JOCTyTa,
crnenu@uKaius 3alminaeMoro 00beKTa - Joruyeckoe ums (Homep);

JIOJDKEH MPOBOJUTHCS YUeT BCEX 3allUIIaeMbIX HOCHUTENeW uHbOpMaluu
C MOMOIIbI0 UX MAapKUPOBKU U C 3aHECEHHEM YUYETHBIX JIaHHBIX B JKypHaJ (YUETHYIO
KapTOUKY);

JIOJDKHA ~ OCYIIECTBJISATBCS ~ OYMCTKa  (OOHyJieHHe,  00€3JTMYMBAHUE)
OCBOOOXK/IaeMbIX O0JacTeil OnepaTUBHONM TMaMATH KOMIBIOTEPOB M BHEIIHUX
HakonuTeneil. O4nCTKa OCYIIECTBISETCS OJHOKPATHOW MPOW3BOJBHOW 3allMChIO B
OCBOOOXK/IaeMyl0 0O0JacTh MaMsTH, paHEe WCIOIb30BAHHYIO I XpaHEHUs
3aIMIIAEMbIX JTAHHBIX ((haiiioB);

B) B MOJCUCTEME OOECHEUEHHs] IEJIOCTHOCTH JIOJDKHBI — MPOBOIAUTHCA
MepornpusaTus Takue ke, kak u B MCII[In 2 kmacca ¢ MHOTOIOJIB30BATEIbLCKUM
pexxuMoM 06padotku 10 u paBHBIME paBaMu AOCTYTIA.

I') B MIOJICUCTEME aHTUBUPYCHOM 3aIllUTHI JOJIKHBI IPOBOJIUTHCS MEPOIPUSITHUS
takue xe, kak nu B HMCII[IH 2 kiacca ¢ MHOTOIOJIB30BAaTENBCKUM PEXUMOM
oOpabotku I1J[H 1 paBHBIMU IpaBaMu AOCTYyIA.

4.2.10. Ina UCIIJun 1 xmacca mnpu MHOTONOJb30BATEIBCKOM PEKUME
obpabotku II/IlH u pasHbIX TpaBax JAOCTylla K HUM pa3HBIX I0Jb30BaTeleH
JOJKHBI ~ TNPOBOAUTBCA  BCE  MEPOIPHUITHUS no 2 KJIaccy  IpH
MHOT'OTIOJIb30BaTEIbCKOM pekuMe o0paboTku [1JIH u pa3HBIX mpaBax JocCTyna, a
TaK¥KE CIEAYIOIINE MEPOTIPUSITHUS:

a) B MOJICUCTEME YNPABIECHUS JOCTYTIOM:

JIOJKHA OCYIIECTBISATHCSA MASHTU(DUKAIUS TEPMUHAIOB, KOMITBIOTEPOB, y3JI0B
cetu UCII/IH, kaHaMOB CBSI3U, BHEIIHUX YCTPOMCTB KOMIIBIOTEPOB MO JIOTHYECKUM
MMEHaM U (WIK) ajipecam;

JIOJDKHO OCYILIECTBIISITBCS YIPaBICHUE MOTOKaMU MH(OpMAIMKM € MOMOIIbIO
METOK  KOH(puaeHUUalibHOCTH. [lpm 3TOM  ypoBeHb  KOHGUICHIIMAIHLHOCTH
HaKOMUTENEeH JOJKEeH ObITh HE HMXKE YPOBHS KOH(PUIACHIIMATBHOCTU 3aMUChIBAEMOMN
Ha Hero uHpopmaluy;

0) B MOJICUCTEME PETUCTPALIUU U yUeTa:

JOJKEH TIPOBOJUTHCS Yy4YeT BCEX 3allUIIAeMbIX HocuTened HHOpMaIuu
C MOMOIIBI0 UX MAaPKUPOBKU U C 3aHECEHHEM YYETHBIX JAHHBIX B KypHa (YUETHYIO
KapTOUKY);

JIOJKHA OCYIIECTBIISITHCS PETUCTPAIMS M3MEHEHUW TMOJHOMOYMMA CyOBEKTOB
JIOCTyIla U cTaTyca OOBEKTOB JOCTyMa. B mapamerpax perucTpamuiul yKa3bIBaIOTCS
JaTa W BpeMs WM3MEHEHWs TOJHOMOYMN, wuAeHTU(PUKAaTop CcyOBeKkTa JocTymna
(aaMuHHCTpaTOpa), OCYIIECTBUBIIETO U3MEHEHHUS;

JIOJDKEH OCYIIECTBIATHCS aBTOMATHYECKUM YUYET CO3/1aBa€MbIX 3al[UIIAEMbIX
GaiiioB ¢ TMOMOIIbI0 HUX JOMOJHUTEIBHOM MapKUPOBKH, HCIOIb3YEMOM
B TOJCUCTEME yIpaBJeHHUS TOCTynoM. MapKuUpOBKa JOJDKHA OTpaXkaTh YPOBEHb
KOH(PUJIECHIIMAIBHOCTH O0BEKTa;

JIOJDKEH TMPOBOJUTHCS YUeT BCEX 3alllUIaeMbIX HOCHUTENeH uHdOopMaluu
C MOMOIIbI0 UX MAPKUPOBKU U 3aHECEHHEM YUYETHBIX JAHHBIX B *KypHal (y4ETHYIO
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KapTOYKy), Yy4YeT 3allMIIa€MbIX HOCHUTEIEH JOJDKEH MPOBOJIUTHCS B IKypHaJe
(KapTOTEKE) C perucTpanuend ux Bolgauu (mpuemMa);

JOJKHO TIPOBOJUTHCS HECKOJIBKO BUJOB y4eTa (JyOJUPYIOMIMX) 3allHIaeMbIX
HOCHUTEJIe HH(POpMaLUK;

JIOJDKHA ~ OCYIIECTBJISITbCSI ~ OYMCTKA  (0OHyJieHHe,  00€3TMYMBaHUE)
OCBOOOXKIaeMbIX O0OJsiacTeil omepaTuBHOU mamsatu DOBM W BHENTHUX HAKOMUTENECH.
OuncTka OCYHIECTBISIETCS JBYKPATHOM TIPOM3BOJIBHOM 3alUChi0 B  JIIOOYIO
OCBOOOXK/IaeMyl0 00JIaCTh MaMSTH, HCIOJb30BAHHYIO ISl XpaHEHUs 3alluIiaeMoin
nHpopManmy;

JIOJIKHA OCYIIECTBIISATHCS CUTHAIM3AIMS TONBITOK HAPYIICHUS 3aIUThI;

B) B MojIcCTeMe 00eCIeueHus 1eTOCTHOCTU JIOJKHBI TPOBOJUTHCS TaKUE Ke
Meponpusitusd, kak 1 B MCII[IH 2 kilacca ¢ MHOTOMNOJIb30BATEIbCKUM PEKUMOM
Y PaBHBIMHU IPpaBaMU JOCTyMa MOJIb30BaTENEH, a TAKXKe:

JOJKEH OBITh MPEAYCMOTPEH aIMUHUCTPATOP (CiTy»k0a) 3amuThl HHOpMAIUH,
OTBETCTBEHHBIN 3a BEJACHHE, HOPMaJbHOE (HYHKIIMOHUPOBAHHE U KOHTPOJIb PabOTHI
cpeactB 3amuThl nHPopmaiuu B coctare C3I1/IH;

JIOJIKHBI HCIOJIB30BATHCS CEPTUDUIIMPOBAHHBIE CPEJICTBA 3AIIMTHI.

4.3. Jlna mporpaMMHOIrO  OOECHEYEHHMs, MCHOJb3YyeMOro MpHU  3alIUTe
unpopmaruu B UCIIAH (cpenctB 3ammrtsl mHpopmanuu — C3U, B TomM uwmcie
1 BCTPOCHHBIX B OOIIECUCTEMHOE U MIPUKIIAIHOE porpaMMHoe obecrieueHue — 110),
JOJKEH OBbITh 00€CIeueH COOTBETCTBYIOIIMN YPOBEHb KOHTPOJIA OTCYTCTBUSA
B Hem H/JIB.

4.4. Ananu3 3alIyIIEHHOCTH JOJKEH IPOBOJUTHCA MyTEM HCIOJIb30BAHUS
B coctaBe MCII/IH mporpaMMHBIX WM MPOrPAMMHO-ANIAPATHBIX CPEACTB (CHCTEM)
aHanu3a 3anuiieHHocTy (CA3).

Jna HCIIIa CA3 npomkHa OBITH oOOeCIleYeHa BO3MOKHOCTH BBISBICHUS
ySA3BUMOCTEM, CBsI3aHHbIX ¢ ommOkamu B KoH@urypamuu 10 UCIIAH, xoTopbie
MOTYT OBITh UCIIOJIb30BAaHbl HAPYIIMTENIEM JUIsl peau3allii aTakKu Ha CUCTEMY.

OOHapyXeHue BTOPKEHHUU JOJKHO OOECIEeYMBATHCS MYTEM HCIIOIb30BaHUS
B coctaBe MICII/IH mporpaMMHBIX WJIM MPOTPaMMHO-aNNapaTHbIX CPEICTB (CHCTEM)
oOHapyxeHnus BTopkeruit (COB).

4.5.B UCITIJn 1 u 2 kiaccoB AOMKHBI ObITh peaTu30BaHbl MEPONPUSITHS
no 3amute [IJ[H OT yTeuku 3a cueT MOOOYHBIX AJIEKTPOMATHUTHBIX H3ITyYCHHM
Y HaBOJIOK.

4.5.1. Insa uckmodenust yreuku [1{n 3a cuer [IDMHUH B UCII[IH 1 kmacca
peanu3yroTces CIeAYOINE MEPOIPHUITHS:

WCITIOJIb30BAaHUE CEPTUDUIIMPOBAHHBIX CEPUMHO BBIMTYCKAEMBIX B 3alTUIIICHHOM
VCIIOJIHEHUH TEXHUYECKUX CPEJICTB;

UCTIOJIb30BaHUE CEPTUPUIIUPOBAHHBIX CPECTB 3aIIUTH HHPOPMAIIIH;

pa3MelleHne OOBEKTOB 3alllMThl Ha MaKCHMaJbHO BO3MOYKHOM PacCTOSHHH
OTHOCHUTEJIbHO rpanuibl K3;

pa3MelleHue HNOHMKAFOIINX TpaHC(HOPMATOPHBIX MOACTaHIIUN
AIIEKTPOIUTAHUS U KOHTYPOB 3a3eMJICHUS 00BbEKTOB 3aluThI B nipeaenax K3;

oOecrieyeHue pa3Bs3Ky 1erneil eKTPONUTaHUs 0OBEKTOB 3aIUThI C TOMOUIBIO
3aUTHBIX PUIBTPOB, OJOKUPYIOMUX (TIOAABISIOMNX) MHPOPMATUBHBIN CUTHAI;
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oOecrieueHue PJIEKTPOMArHUTHON Pa3BsA3KU MEXy JIMHUSMH CBSI3U U IPYTUMU
LEMSIMU  BCIIOMOTATEJIbHBIX TEXHUYECKUX CPEJICTB M CHUCTEM, BBIXOMSIIMUMHU 3a
npenenst K3, W uWHPOPMANMOHHBIMH TEMSAMH, IO KOTOPBIM ITUPKYJIHAPYET
3amuinaemMas iHpopmarusi.

4.5.2.B UCIIIn 2 knacca anga oOpaOOTKM HHPOPMALMK PEKOMEHAYETCA
UCIIOJIb30BaTh  CPEACTBA  BBIYUCIMTENIBHOM  TEXHUKH,  YJIOBJIETBOPSIOIIME
TpeboBaHusiM  craHgapToB Poccuiickoit ®enepanuu 1Mo 3JIEKTPOMAarHUTHOM
COBMECTUMOCTH, MO 0€30MaCHOCTH M 3PrOHOMUYECKUM TPEOOBAHUSIM K CpPEICTBAM
oTOOpakeHUs HH(OpMALMM, TIO CAHUTAPHBIM HOpPMaM, TNPEIbSABISIEMbIM K
BUjeoauCIUIeHbIM  TepMuHanaM  [IOBM  (wampumep, ['OCT 29216-91,
['OCT P 50948-96, I'OCT P 50949-96, 'OCT P 50923-96, CaulluH 2.2.2.542-96).

4.6. Ecniu B UCII[In mpexycMmoTpensl (pyHKIMU ToiocoBoro Bonxa I[I/n B
NCTI/In nu6o BoctipousBenenre nudopmaimu akycruaeckumu cpeactsamu UCIH,
to mus VMCII[Ia 1 xmacca MOJDKHBI OBITh peanM30BaHbl MEPOIPUSTHS IO 3aIUTe
aKyCTHUYECKOM (peueBoit) nH(popmarmm.

MeponpusiTuss 10  3al0UTe  aKyCTUYECKOM  (pedeBoil) HHPpOpMaLHUH
3aKJII0YAIOTC B O0ECHEYEHHHM 3BYKOM3OJALMHM OTPaXJAOMMX KOHCTPYKIIMIA
MOMEIIEHN, B KOTOpbIX pacnonoxkeHa WCIIIH, uX cucreM BEHTWISIUUU U
KOHJUIIMOHUPOBAHMS, HE TMO3BOJSIONIEH BECTU MPOCIHYIIMBAHUE aKyCTHYECKOU
(peueBoif) wuHpopmanmu npu rTosocoBoM BBoje IIln B  UCII[IH nubo
BOCIIpoU3BeieHuU nHpopmalu akyctuueckumu cpeacrsamu UCII/IH.

4.7. 1N WCKIIOYECHHS TMPOCMOTpa TEKCTOBOM W TpaduyecKod BHJIOBOU
uHdopmaluu, OTOOpakaemMoil YCTpOMCTBaMU BBIBOJA HMH(POPMALIUU  CPEJICTB
BBIYHMCIUTEILHON  TEXHUKH, HH(POPMAIMOHHO-BBIYUCIUTEIBHBIX  KOMILUIEKCOB,
TEXHUYECKUX CpeAcTBa 00pabOTKM Trpaduveckoil, BUIEO- U OyKBEHHO-IU(GPOBOIMA
uadopmarmu, Bxomsmmx B coctaB MCIIJH, pekomenmyeTcss 00OpyaOBaTh
MOMEIIEHHUS], B KOTOPBIX OHU YCTAHOBJIEHBI, IITOPaMU (KaT031).



