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O06o3Ha4YeHUs M COKPAIIICHUSA

APM — aBTOMaTH3UpOBaHHOE paboyee MECTO

BU — BunoBas nadopmarus

BTCC — BcnomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NCIIIx — nadopMallMOHHAS CUCTEMA MEPCOHANIBHBIX JaHHBIX
K3 — konTponupyemas 30Ha

MDD — MexkceTeBO DKpaH

H/IB — HenexknapupoBaHHbIE BO3MOXKHOCTH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYII

OBI1/lH — oGecnieyeHre 6€30MACHOCTH MEPCOHATIBHBIX JIAHHBIX
OC — onepalnuoHHasl cUCTEMa

I1/IH — mepcoHanbpHbIC TaHHBIE

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3ACUCTBUE

[1O — mporpamMmmHOE obecrieueHue

[ITDMUH — nobo4nble 3IeKTPOMAarHUTHBIE U3TYUYEHHUS U HABOAKU
PU — peueBas nunpopmanus

CBT — cpencTBO BBIYMCIUTENBHONM TEXHUKH

C3U — cpeacTBo 3auiuThl HHPOpMaIUu

CIIA — creranorpaduueckoe nmpeoOpazoBaHue UHPOpMaIUU
COVIIN — cnieunanbHbIe 3JIEKTPOHHBIE YCTPOWCTBA MepexBaTa nHpopMauu
TKYU — texHuueckuii KaHaja yTeuku HHpopMarmu

TCOMU — TexHuueckue cpeyictsa 00padboTKu nHMOpMAIUU
YBIIJIH — yrpo3sl 6€301macHOCTH NePCOHATBHBIX JAaHHBIX
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1. TepMuHBI M onpeaeIeHUs

B Hacrosmem JOKyMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U HUX
ONPEACIICHUS:

ABTOMATU3MPOBAHHAS CHCTEMA — CHCTEMA, COCTOsIIAs W3 IEPCOHAIA U
KOMIUUIEKCA  CpPEICTB  aBTOMAaTH3allMd  €ro  JEATEIbHOCTH,  pEAIU3yIoLIas
UH(OPMAITMOHHYIO TEXHOJIOTHIO BBITIOJIHEHHS YCTAHOBJICHHBIX (DYHKITHIMA.

AYTCHTI/Iq)I/IKaHHH OTHPABHUTEC/IAA JdAaHHBIX — IIOATBCPXKIACHUC TOIr0, 4YTO
OTIHPABUTCJIb IMOJYYCHHBIX JAHHBIX COOTBCTCTBYCT 3asABJICHHOMY.
be3onacHocTh MNEPCOHAJIBbHBLIX MAaHHBIX — COCTOSHHC 3alIUINCHHOCTHU

NEPCOHANBHBIX  JAHHBIX, XapaKTepU3yeMOE€ CIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKUX  CPEICTB MU  HMHMOPMALMOHHBIX  TEXHOJOTHA  OOECHEeYHTbH
KOH(UIEHIIUATIbHOCTh, LIEIOCTHOCTh U JIOCTYMHOCTh NEPCOHANBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JTAHHBIX.

buokupoBaHne nepcoHANbHBIX JAHHBIX — BPEMEHHOE IMpeKpalieHue coopa,
CUCTEMATHU3allN, HAKOIUIEHUS, WCIOJb30BaHUs, PACIPOCTPAHEHUs, MEPCOHAIbHBIX
JTAHHBIX, B TOM YHCJIE€ UX MIepeaayn.

Bupyc (KkOMNbHOTEpPHBbIN, MPOrPAMMHBIA) — HCIOJHSAEMbBIM HPOTrPaMMHBIN
KOJl WU WHTEPIPETHPYEMbI HA0Op WHCTPYKIMHA, OOJaJarONINi CBOWCTBAMH
HECAaHKIIMOHUPOBAHHOIO PACHPOCTPAHEHUS] M camoBocnpousBeneHus. Co3naHHbIE
nyOnuKaThl KOMIIBIOTEPHOIO BHpyCa HE BCErJa COBHAJAIOT C OPUTHHAIIOM,
HO  COXpaHSAIT  CHOCOOHOCTh K  JAJbHEWIIEMY  pacnpoCTpaHEHUIO
Y CaMOBOCHPOU3BEICHHUIO.

BpenonocHasi mporpamma — @OporpaMma, —[OpeAHa3HayeHHas  JJid
OCYUIECTBJICHUS! HECAaHKIMOHUPOBAHHOIO JOCTyna W (WiM) BO3JAEHCTBUS Ha
NEPCOHANIbHBIE JIaHHbIE WJIM PECYpPChl MH(POPMAIIMOHHON CHUCTEMBI MEPCOHAIBHBIX
JTAHHBIX.

Bcenomorare/ibHbIe TeXHHYECKHE CPeICTBA M CHCTEMbl — TEXHHYECKHUE
CpEICTBa U CUCTEMbI, HE IPEJHA3HAYECHHbIE I Mepeaayu, oOpabOTKU U XpaHEHUs
NIEPCOHAJIBHBIX JIAHHBIX, YCTAHABINBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMHU
U CHUCTEMaMH, IpeJHa3HaYeHHBIMU JJIs 00paOOTKH MEPCOHAIbHBIX JAHHBIX, WU
B IOMEIIEHHUSAX, B KOTOPHIX YCTAaHOBJEHbl HH(OPMALMOHHBIE  CHUCTEMBI
NIEPCOHAJIBHBIX JAHHBIX.

JlocTym B ONEepallMOHHYK cpeAdy KOMIbIOTepa (MH(POPMALMOHHOM
CHCTEeMbl MEPCOHAJBbHBIX [JAHHBIX) — I[OJYYEHUE BO3MOXXHOCTU 3allycKa Ha
BBINIOJIHEHUE IITAaTHBIX KOMaHJA, (QYHKUWH, MPOLEAYyp ONEPAlUOHHON CHUCTEMBI
(YHUYTOXXEHHUSI, KOMHUPOBAHUSA, TNEpPEMEIIeHUs] M T.N.), HCHOJHSAEMbIX (ailioB
MPUKIIAJAHBIX TIPOTPAMM.

Joctyn K uHpopManuMu — BO3MOXHOCTh TMOJY4YEHUsS HHPOPMALUU H
€€ MCIOJIb30BaHMUS.
3akjaiouHOe YCTPOWCTBO — DOJIEMEHT CpeacTBa chema HHPOpMAIINH,

CKPBITHO BHEAPAEMBIN (3aKiaiblBA€MbIi WM BHOCHUMBIM) B MECTa BO3MOKHOTO
chemMa MH(popMmaIuu (B TOM YHUCJIE B OTPaKIECHHUE, KOHCTPYKIIHIO, 000pYyJIOBaHUE,
MPEIMETHl MHTEPHEPA, TPAHCIIOPTHBIE CPEACTBA, 4 TAKKE B TEXHUYECKHUE CPEICTBA
¥ CUCTEMBI 00paboTKu nH(pOpMAInn).
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3amumaemass uHdopmauusa — wuHPOPMANUS, SBISIOMAICS MPEIMETOM
COOCTBEHHOCTH M MOJUIeXaIllas 3allUTe B COOTBETCTBUU C TPEOOBAHUSIMHU IPABOBBIX
JIOKyMEHTOB WJIU TPEOOBAHUSIMU, YCTaHABIMBAEMBIMH COOCTBEHHUKOM MH(OPMAIIUU.

Unentudukanusi — m0puCBOCHHE CyObEKTaM ©  O00BEKTaM JIOCTyma
uaeHTUuKaTopa u (MiIM) CpaBHEHUE MPEIbIBIIEMOro HACHTU(PUKATOPA C IEPEUHEM
MPUCBOCHHBIX UACHTHU(PUKATOPOB.

NHpopMaTUBHBIH CHTHAJ — DJJIEKTPUYECKUE CHUTHAJIBI, aKyCTHYECKHE,
AJIIEKTPOMArHUTHbIE U JIpyrue (pU3M4ecKkue MoJisl, Mo MapameTpaMm KOTOPBIX MOXKET
ObITh packpeiTa KOH(UIEHIIMATbHAS WHPOpMaNug (MEPCOHAIBHBIC JAHHBIC),
oOpabaTbeiBaeMasi B UHPOPMAIMOHHON CUCTEME MEPCOHAIBHBIX JaHHBIX.

NudopmanmonHasi  cucreMa  NEPCOHANBHBIX  JaHHBIX —  3TO
uHpOpMaIlMOHHAS CHCTEMA, MpeACTaBisAionias co00il COBOKYITHOCTh MEPCOHATbHBIX
JAHHBIX, COJIepKaIIUXCcs B 0aze JaHHBIX, a TakXke WH(OPMAIIMOHHBIX TEXHOJOTHHN U
TEXHUYECKUX  CPEICTB, TO3BOJISIIONIMX  OCYIIECTBISATH  00OpabOTKYy  TaKuXx
NEPCOHANIBHBIX JAHHBIX C MCHOJb30BAHMEM CPEJACTB aABTOMATU3ALMHM WJIU
0€3 UCIOJIb30BaHUS TAKUX CPEJICTB.

NudopMmanuoHHble TEXHOJOTMM — TIPOIECCHl, METOJbI IOHWCKa, cbopa,
XpaHeHus1, 00pabOTKH, IPEIOCTABICHUS, paCIPOCTPaHEHUSI HHPOPMALIUUA U CIIOCOOBI
OCYILECTBJICHUS] TAKMX MPOLIECCOB U METOJIOB.

HcTounuk yrpo3sl 0e3omacHOCTH HHPpopMauumu — CyOBEKT [OCTyMa,
MaTepUabHBIA O00BEKT WM (U3MUYECKOe SBJICHHUE, SBISIOMIMECS MPUYUMHOU
BO3HUKHOBEHUS yTPO3bl 0€30MMaCHOCTH WH(OPMAIUH.

KonTposmpyemasi 30Ha — 3TO MPOCTPAHCTBO, B KOTOPOM HCKIIFOUEHO
HEKOHTPOJMpPYEMOEe TMpeObIBaHHE COTPYJHUKOB M TIOCETUTENEH omeparopa
Y TTIOCTOPOHHUX TPAHCIIOPTHBIX, TEXHUUECKUX U UHBIX MaTEePUATbHBIX CPEJICTB.

KonpuaeHMaabHOCTL NEPCOHANBHBIX JaHHBIX — o0s3aTelbHOE IS
COOJIIOICHUSI OMEPATOPOM WJIM HHBIM TMOJYYUBIIUM JOCTYH K TEPCOHAIbHBIM
JAHHBIM JIMIIOM TpeOOBaHME HE JOMYCKaTh HMX paclpocTpaHeHUs Oe€3 coryiacus
CyOBEeKTa MEePCOHANBHBIX IAHHBIX W HATUYUSI HHOTO 3aKOHHOTO OCHOBAHMSI.

MexcereBOii  3KpaH  —  JIOKaIbHOE€  (OJIHOKOMIIOHEHTHOE)  WJIU
GyHKUIHOHATBHO-pacIpeieIEHHOE IPOrpaMMHOE (mporpaMMHO-anmapaTHoOE)
CpeICTBO (KOMIUIEKC), pealin3yIolnee KOHTPOJIb 32 MHPOpMAIHel, TOCTYIAIeH B
WH(QOPMAIIMOHHYIO CHUCTEMY MEPCOHABHBIX JaHHBIX M (WIM) BBIXOSIIEH U3
WH()OPMAITMOHHOW CUCTEMBI.

Hapymuresn 6e30MacHOCTH MEPCOHAJBHBIX TAHHBIX — (DU3UYECKOE JHUIIO,
CIyYallHO WM MPEJIHAMEPEHHO COBEPIIAIONICE ICUCTBUS, CIEICTBUEM KOTOPBIX
SBIICTCS HapyIIeHHe O€30MacHOCTH IEPCOHAIBHBIX JAaHHBIX TPH HUX 00paboTke
TEXHUYECKUMU CPEJICTBAMU B HH(OPMAITMOHHBIX CUCTEMaX MEPCOHAIBHBIX TaHHBIX.

HeneknapupoBaHHble BO3MOKHOCTHM — (YHKIMOHAIbHBIE BO3MOMXHOCTH
CPEICTB BBIYHMCIHUTEIBHON TEXHUKH, HE OINHUCAHHBIE WM HE COOTBETCTBYIOILIHE
OMMCAHHBIM B JJOKYMEHTAIIMH, MPHU UCTOJb30BAHUM KOTOPBIX BO3MOXKHO HApyIICHUE
KOH(PUIACHIIUAIBHOCTH,  JOCTYIIHOCTH  WJW  IEJOCTHOCTH  00pabarhiBaecMoit
uH(popmanuu.

HecaHkuMOHUPOBAHHBIN A0CTYNl (HECAHKUMOHUPOBAHHbIE [EHCTBUA) —
I0CTynl K WHGOpPMAIMK WU JIEUCTBUS ¢ UWHOOpMAaIued, OCYyIIEeCTBISIEMbIE C
HapyIIEHWEM YCTAaHOBJICHHBIX TpaB W (WJIHM) MpaBWiI JOCTyNa K WHGOPMAIUN WIH
NENUCTBUIN C HEW ¢ MPUMEHEHHUEM IITATHBIX CPEACTB MH(OOPMAIMOHHONW CUCTEMbI WU
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CPEIICTB, AHAJOTMYHBIX MM IO CBOUM (DYHKIIMOHAIILHOMY TMIPEIHA3HAYCHUIO W
TEXHUYECKUM XapaKTePUCTUKAM.

Hocurear unpopmanuu — pusndyeckoe JIUIO UM MaTepUATbHBIA OOBEKT, B
TOM 4YHClie (PU3nYecKoe 1mosie, B KOTOPOM HMHGOpMAITUs HAXOIUT CBOE OTPAKECHUE B
BHUJIE CHUMBOJIOB, O00pa30B, CHUTHAJIOB, TEXHUYECKHUX PEIIEHUA ¢ IPOIIECCOB,
KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEITUYNH.

O0paGoTka mNepCOHANBHBIX [JaHHBIX — JIecTBUA  (omepanuu) ¢
NEPCOHANBHBIMU  JaHHBIMM, BKJIIOYass cOOp, CHUCTEMAaTU3alMIO, HAKOIUICHHE,
XpaHEHHE, YTOUHECHHE (OOHOBJICHHE, M3MEHEHNUE), UCIIOJIb30BAHUE, PACTIPOCTPAHCHHE
(B TOM uucie Tmepenady), O0Oe3NMUYMBAaHHUE, OJIOKMPOBAHUE, YHUYTOXKECHHE
MEPCOHAIBHBIX TAHHBIX.

Omneparop — rocy1apCTBEHHBIN OpraH, MyHULIIMNAIBHBIN OpraH, IOPUIUIECKOE
Wi (QU3MYecKoe IHUI0, OpraHu3yloImue W (WiIu) OCYIIECTBISAIOMME 00paboTKy
MEPCOHAIBHBIX JAHHBIX, a TAKXKE OMPEACNSIIONINE eI U COACpKaHUEe 00pabOTKU
MEPCOHAIBHBIX TAHHBIX.

IlepexBar (MHpoOpMauMU) — HEMPaBOMEPHOE TOJIydYeHHE HHPOPMAIMH C
MCIIOJIb30BaHUEM TEXHUYECKOTO CPEACTBA, OCYIIECTBISIONIEr0 OOHApYKEHUE, TPUEM
1 00paboTKy MH()POPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHble — J100ass uH(OpMaIMsi, OTHOCALIAsCS K
OIpEICIICHHOMY HJIM OIPEIENIIEMOMY Ha OCHOBAaHUM Takoil nH(MOpMauu PrU3nuecKkomy
ity (CyOBeKTy MEepPCOHAIBHBIX JaHHBIX), B TOM YHCJEe €ro (paMuiusi, UMs, OTYECTBO,
JaTa U MECTO POXKJICHUS, aJIpec, CEMEHHOEe, COLUAIbHOE, UMYIIIECTBEHHOE TOJIOKEHUE,
oOpa3oBanue, mpodeccus, T0X0/bl, ApyTras HHPOpPMaIIH.

IoGounbIE 3JIEKTPOMArHUTHbIE U3JIy4eHust U HABOJAKH —
AJIEKTPOMArHUTHBIE M3JYyUYCHUS TEXHUYECKUX CPEACTB OOpabOTKH 3alUIaeMOil
nH(pOpMaIIK, BOSHUKAIOIIME KaK TOOOYHOE SIBJIEHUE U BBI3BAHHBIE AJIEKTPUUECKUMHU
CUTHAJaMU, JCUCTBYIOIIMMHU B UX DJJEKTPHUUYECKUX M MArHUTHBIX LEMSAX, a TaKKe
AJIEKTPOMArHUTHBIE HABOJIKM JTUX CUTHAJIOB Ha TOKOMPOBOJSIIHME JIMHUH,
KOHCTPYKIIUH U IETH MUTaHUS.

Hoab30BaTesib MHPOPMALMOHHON CHCTEMBI NEPCOHAJBHBIX JAAHHBIX —
JUI0, Yy4yacTBywouiee B  (PYHKIMOHUPOBAHUM  HUHPOPMAIMOHHONW  CHUCTEMBI
MEPCOHANBHBIX JTAHHBIX WU UCIOJIb3YIOIIEE Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBuwia  pasrpaHuYeHdss  JOCTyIa  —  COBOKYNHOCTb  ITPaBWII,
pErfiaMeHTUPYIONINX MpaBa JoCTyMa CyObEeKTOB JIOCTYIA K 00BEKTaM JOCTYIIA.
IIporpaMMHasi 3aKjJaAKa — CKPbITHO BHECEHHBIM B IPOTPAMMHOE

obOecrieueHre (PYHKIHMOHAIBHBIA OOBEKT, KOTOPBIM MpPHU OMPEACICHHBIX YCIOBUSIX
crocoOeH  o0ecnedynTh  HECAHKIIMOHUPOBAHHOE  MPOTPAMMHOE  BO3JICHCTBHE.
[IporpamMmmHas 3akiiajika MOXET ObITh peagnu30BaHa B BUJI€ BPEIOHOCHOW MPOrpaMMBbl
WJIY IIPOrPaMMHOTO KOJa.

IIporpammHuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/IeliCTBHE -
HECAaHKIIMOHUPOBAHHOE  BO3JCHCTBHE HA  PECYpChl  aBTOMAaTU3UPOBAHHOU
MH()OPMAIIMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C HCIIOIb30BAaHUEM BPEIOHOCHBIX
IIPOTPAMM.

Pecypc nH(pOpMaAMOHHOI CHMCTeMbl — IMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
MIPUKIATHOTO 1581071 armnapaTHoro obecrieueHus GyHKIIMOHUPOBAHUS
MH(OPMALMOHHOW CUCTEMBI.
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CpeacrBa BBIYHCJIUTEIBHONM TEXHHUKH — COBOKYIIHOCTh INPOTPAMMHBIX U
TEXHUYECKUX IJIEMEHTOB CUCTEM 00paOOTKH JaHHBIX, CHOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSITEJIbHO WJIU B COCTABE IPYTUX CHCTEM.

Cy0bekT gocrynma (Cy0ObeKT) — JIMIIO WIM MPOLECC, ACHUCTBUA KOTOPOTO
pErjaMeHTUPYIOTCS TPaBUIaMU pa3rpaHUUYEHUs JOCTYIIA.

Texnnueckue cpeacTBa HH(POPMAUMOHHOH CHCTEMbl NEPCOHAJBHBIX
JAHHBIX — CPEJICTBA BBIUMCIUTEIBHOW TEXHUKU, UH(OPMAIMOHHO-BBIYUCIUTEIbHBIC
KOMIUJIEKCHI M CETH, CpEeACTBA M CHCTEMbl I[epeAaud, npuemMa U o0paboTKu
NEPCOHANBHBIX JAaHHBIX (CpelCcTBA W CHUCTEMBI 3BYKO3aIllUCHU, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BEACHUSA, IEPErOBOPHBIE W TEJIEBU3MOHHBIE YCTPOMCTBA, CPEICTBA
W3TFOTOBJICHUS, THUPAXKUPOBAHUS JOKYMEHTOB W JIpyTH€ TEXHHUYECKHE CpEJICTBA
00paboTKH peueBo, rpapuveckoil, BUIeOo- U OYKBEHHO-IIMGPOBOM HHGPOPMAIIHH),
IpOrpaMMHBIE CpelCTBa (ONEpalMOHHbIE CHUCTEMBI, CHCTEMBl yMpaBieHHs OazaMu
JAHHBIX U T.I1.), CPEJCTBA 3AIIUTH HHPOPMAIUH.

TexHuyeckuil KaHaJ YTeYKHM HH(OpPMALUM — COBOKYIIHOCTbH HOCHUTEIS
uHpopmanmu  (cperncra o0pabOTKU), (UMYECKOW Cpelbl PpacHpOCTPaAHEHHUS
MH()OPMATUBHOTO CHUTHAJIa M CPEICTB, KOTOPBIMHM JOOBIBae€TCS 3allyIaecMas
uH(popmarus.

Yrpo3bl 0€30MaCHOCTH NMEPCOHATBbHBIX JAHHBIX — COBOKYITHOCTh YCIOBUHM U
(GakTopoB, CO3/JAIOMIMX OMNACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4allHOr0, JOCTYIa K NEPCOHAIBHBIM JAaHHBIM, PE3yJbTATOM KOTOPOTO MOKET
CTaTh YHUYTOXEHUE, WU3MEHEHUE, OJIOKMpPOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE
NIEPCOHAIIBHBIX JAHHBIX, & TAKXXE WHBIX HECAaHKIIMOHWPOBAHHBIX JEUCTBUM IpU UX
00paboTke B HHGOPMAIIMOHHON CHCTEME TIEPCOHATBHBIX JIAHHBIX.

YHUYTOXKEHHE MEePCOHANBHBIX JaHHBIX — JICHCTBUS, B PE3YyJIbTaTe KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBHUTH  COAEpP’KAHWE  IEPCOHAIBHBIX  JAHHBIX B
MH()OPMALMOHHOW CUCTEME NEPCOHAJIBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPBIX
YHUUTOXAIOTCS MAaTepUaIbHbIE HOCUTEIN NEPCOHATBHBIX JaHHBIX.

Yreuka (Gammmaemo) HHPOPMAUMHM MO0 TEXHHYECKHMM KaHAJIAM —
HEKOHTPOJIMPYEMOE pacnpocTpaHeHue HWHGOpPMAlMU OT HOCUTENS 3allUuIIaeMOi
uHpopMmanuu  4Yepe3  (PU3MYECKYIO  Cpely [0 TEXHUYECKOro  Cpe/CTBa,
OCYUIECTBIISIIOLIETO MepexBaT HHPOPMALIUH.

Ya3BUMOCTh — HeKas cnabdocTh, KOTOPYIO MOMKHO MCIOJIb30BATh IS
HapyIIEHHUs CUCTEMBI WIIH COZepIKaleiicss B Hel nHdopmaiuu.
HenocTHocTh HH@OpMAUMH — COCTOSHHE WHPOpPMALUMU, TPH KOTOPOM

OTCYTCTBYET J1000€ €€ H3MEHEHHE JMOO0 H3MEHEHUE OCYUIECTBIIETCA TOJIBKO
MpeTHAMEPEHHO CyOBhEeKTaMu, UMEIOIIIMMH Ha HETO TPAaBO.
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2. O01HMe moJI0KeHu s

Hacrosimast «ba3zoBast Mozenb yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MpPU HX
00paboTke B MH(DOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JTaHHBIX» (manee — Mojenb
yIpo3) COAECPIKUT CUCTEMATU3UPOBAHHBIN MEPEYeHb YIpo3 0€30MaCHOCTH MEPCOHAIBHBIX
JTAHHBIX TIPU UX 00paboTKe B MH(DOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX. JTH
yIpo3bl OOYCJIOBICHBI MPEAHAMEPEHHBIMU WM HEMpeIHAMEPEHHBIMU JCUCTBUSIMU
(bU3NUECKUX JIMII, IEHCTBUSAMU 3apyOeKHBIX CHEIICTY>KO WM OpraHu3aiyi (B TOM 4uclie
TEPPOPUCTUYECKHUX), @ TaKXKE KPUMUHAIBHBIX TPYHIUPOBOK, CO3JAOIIUX YCIIOBUS
(MpeanoChUIKK) JUTS HapyIIeHus: 0€30MacHOCTH nepcoHanbHbIX NaHHbIX ([1/1H), KoTopoe
BEJIET K yIIepOy >KU3HEHHO BaYKHBIX MHTEPECOB JIMYHOCTH, OOLIECTBA U T'OCYAaPCTBA.

Mogenb yrpo3 COOEpKUT €IUHBIE HCXOAHBIE JaHHBIE IO Yrpo3am
0€30MacHOCTH MEPCOHAIBHBIX JIaHHBIX, 00pa0daThIBa€MbIX B HH(POPMALMOHHBIX
cuctemax nepcoHanbHbIx AaHHbIX (MCIIIH), cBsi3aHHBIM:

c nepexBaroM (cbemoM) II/I[H 1O TEXHHMYECKMM KaHalaM C LEIbl0 HX
KOIMPOBAHUS UM HENIPABOMEPHOTO pACHpPOCTPAHEHHS;

C HECAaHKLMOHUPOBAHHBIM, B TOM 4MCIIe ciydailHbiM, poctynoM B MCII/IH ¢
LEJbI0 M3MEHEHUS, KOIMUPOBaHHMs, HENpaBOMEpHOro pacnpoctpaneHus II/IH wnm
JeCTPYKTUBHBIX Bo3nencTBuil Ha 3nemeHThl MCIIJIH u o6pabarsiBaeMbix B HUX [1/{H
C HCIOJb30BAaHUEM MPOrPAMMHBIX U IMPOTPAMMHO-ANNapaTHBIX CPEJCTB C LEJbIO
YHUUTOXEHUS WK OnokupoBanus [1/1H.

Mogenb yrpo3 sBISIETCS METOAMYECKMM JOKYMEHTOM M IpeJHa3HaYeHa
JUISL TOCYJApCTBEHHBIX W MYHHUIMNAIBHBIX OPTraHOB, HOPUAUYECKUX U (WJIN)
dbusnueckux JuIl (J1anee — ornepaTopoB), OPraHU3YIOMIMX U (WIJIK) OCYIIECTBIISIFOITNX
oOpabotky IIJIH, a Takxe omnpeaensomuX Leau U coaepkanue oopadorku I1]1H,
3aka3uynkoB U paszpaborunkoB UCII[H u ux noxacucrem. C npumeHeHuem Mogenu
YIpO3 pEIIaloTCs CAEAYIOIIME 3a1aUH:

pa3paboTka YacTHBIX Mojieiell yrpo3 OesomacHoctd [IJ[H B KOHKpPETHBIX
HCIIIH ¢ yueToM ux Ha3HAYEHUs], YCIOBUM U 0COOEHHOCTEN (PYHKIIMOHUPOBAHUS;

anaim3 3ammmenHoctu MCIIIn ot yrpo3 6Gesomacnoctu IIJIlH B Xxoze
OpraHu3alMy U BBIMOJHEHUS paboT 1o obecneueHuto 6ezonacHoctu [1/H;

paspabotka cucteMbl 3amuTbl II/[H, oOecmeumBaromie HEHTpaITH3AIINIO
IpeAnojgaraéMblx yrpo3 € HMCIOJIb30BAaHMEM METOJOB M cnoco0oB 3amuthbl [1/1H,
MpEeAYCMOTPEHHBIX JUIsl COOTBETCTBYIOMIETO Kitacca MCIT/IH;

NPOBEJICHUE  MEpPOINPHUATHI,  HAmpaBJIECHHBIX  HA  MNPEAOTBpAIllCHUE
HECAaHKIIMOHUPOBAHHOTO Joctyna K [1/IH u (nim) nepenayun ux Juiam, He UMEIOIIUM
npaBa J0CTyna K Takoi HH(pOpManuu;

HeJonylleHne Bo3aeiicTBusa Ha Texuuueckue cpeactsa MCII/H, B pe3yiibrare
KOTOPOT0 MOXET OBITh HAPYIIEHO UX (YHKIIMOHUPOBAHUE;

KOHTPOJIb 00ecreueHns: YPOBHsI 3alIUIIIEHHOCTH NEPCOHANBHBIX TAHHBIX.

B Moaenu yrpo3 nano o6o6menHoe onucanue WCII[IH kak 0OBEKTOB
3aIlUThI, BO3MOXKHBIX HMCTOYHUKOB YTPO3bl OE30MACHOCTH TMEPCOHAIBHBIX JIAHHBIX
(VBII[IH), ocHoBHBIX KiaccoB ysizBuMocted MCII[IH, BO3MOXHBIX BHJIOB
JeCTPYKTUBHBIX Bo3zeicTBHi Ha [1/]H, a Tak’ke OCHOBHBIX CITOCOOOB MX peaii3alliu.

VYrpossl 6e3omacHoctu [1/1H, o6padarsiBaecmbix B MCII/IH, conepxkarniuecs B
Hacroseld Mojienu yrpo3, MOTYT YTOUHSTBCA M JOMOJHATHCS 110 MEPE BBISIBICHUS
HOBBIX HMCTOYHUKOB YIpO3, pa3BUTHUsI CIIOCOOOB U cpenactB peanusauuu YBIIxn B
NCIIH. Baecenue uzmenenuii B Mogens yrpo3 ocymectsisiercs DCTIOK Poccuu B
yCTaHaBJIMBAEMOM MOPSJIKE.
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3. Kinaccudukanus yrpo3 6€30nacHOCTH MEPCOHAJIbHBIX JAHHBIX

CoctraB u conepxxkanue YDBIIIH omnpenensieTcss COBOKYIIHOCTBIO YCIOBUM U
(GakTopoB, CO3/JAIOMIMX ONACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
ciy4dainHoro, nocryna k I1/1H.

COBOKYITHOCTh TakMX YCJIOBUH U (akTOpoB (QopMUpYETCS C Y4YETOM
xapaktepuctuk MCII/H, cBOCcTB cpeapl (MyTH) paclpocTpaHeHus WH(POPMATUBHBIX
CUTHAJIOB, COJEPIKAIMX 3allMIAaeMy0 HH(OPMAIUIO, 1 BO3MOKHOCTEH UCTOYHUKOB
YI'PO3BI.

K xapakrepuctukam MCIIJIH, oOycrnoBnuBatomuM Bo3HukHOBeHue Y BIIJIH,
MO>XHO OTHECTH Kareropuio u o0beM obOpabateiBaembix B MCII/IH mepcoHalibHBIX
nanHbiX, crpykrypy HCII[IH, Hanmmuwe noakmodeHuit MCIIH k ceTsiM cBs3H
OOLIEro MoJib30BaHus U (WJIM) CETAM MEXIYyHAPOAHOr0 MH(POPMAIIMOHHOTO OOMEHa,
XapaKTepUCTUKU TojcucTeMbl Oe3omacHocTH I1J[H, oOpabarpiBaembix B WCIIH,
pexUMBbI 00pabOTKH NEPCOHATBHBIX TaHHBIX, PEKUMBI pa3rpaHUuEHUs IpaB JOCTyIa
nonb3oBarene MCIIIH, MECTOHAXO0XKIEHUE U YCIOBHUS Pa3MELIEHUS TEXHUUYECKUX

cpeactB UCIT/H.
Nudopmanmonnsie cucrembl [1/In mpeacraBisior co00ll COBOKYMHOCTb
WHQOPMAIMOHHBIX W MPOrpaMMHO-aNNapaTHbIX  3JEMEHTOB, a  TaKxKe

MH(OPMAIMOHHBIX TEXHOJIOTUH, MPUMEHsIeMbIX TTpu 00padoTke [1/1H.

OcnHoBHbIMHU 251eMeHTamu MCII/IH sBisiroTCS:

NEePCOHANIbHBIE JIAHHBIE, cojepKaiecs B 0a3ax JaHHBIX, KAK COBOKYITHOCTb
uH(popmaluu u ee Hocutesel, ucnoiabzyeMbix B MCIIH;

MH(OPMAIMOHHBIE TEXHOJOTUHU, TPUMEHsieMble npu 00padoTtke I1/1H;

TEXHUYECKUE CpEeNICTBA, ocyllecTBisomue o60padorky IIJIn (cpencrsa
BBIYHMCIIUTEILHON TEXHUKH, WH(POPMALIMOHHO-BBIYUCIUTEbHBIE KOMIUIEKCHl U CETH,
CpelICTBa U CHUCTEMbI Nepenauu, npuema u oopadotku IIJIH, cpencTBa U cucTeMbl
3BYKO3aIlUCH,  3BYKOYCWJICHHUSI,  3BYKOBOCIIPOM3BEJICHHUS,  IEPErOBOPHBIE U
TEJIEBU3UOHHBIE YCTPOICTBA, CPEJICTBA U3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB
U Jpyrue TEeXHUYECKHUe cpeicTBa 0OpabOTKM peueBOM, TrpaduuecKkoi, BHIIEO- U
OykBeHHO-1IM(poBOM nHDopManun) (naiee — rexuuueckue cpeacrsa UCIIH);

IporpaMMHBIE CpeACcTBa (ONEpalMOHHbIE CHUCTEMbI, CHCTEMbl YIPABICHHUS
0a3zaMu TaHHBIX U T.I1.);

CpeJICTBa 3alllUThl HH(OPMAIINY;

BCIIOMOTaTeNbHble TexHu4yeckue cpenactsa u cucremsl (BTCC) — texunyeckue
CpelICTBA M CHUCTEMbl, UX KOMMYHHKAIlMU, HE MpeAHa3HAYEHHBbIC i1 00padOTKU
[1/IH, HO pa3menieHHbIE B MOMEHICHUSX (lajnee — CiIy>KeOHble MOMEIEHHUS), B
KoTophix pacnojoxkedbl MCIIJIH, ux TeXxHUYECKHe CpeacTBa (pa3IUyHOIO poja
TenedOHHbIE CPEJICTBA U CUCTEMbI, CPEJICTBA BBIUUCIUTEIBHOU TEXHUKHU, CPEICTBA U
CUCTEMBI Tlepeaun JaHHBIX B CUCTEME PaJUOCBS3H, CPEACTBA U CUCTEMbI OXPAHHOU
U TOXApHOW CUTHAJM3AIMM, CPEICTBA W CUCTEMbl ONOBEIICHUS W CHUTHAJIU3ALINH,
KOHTPOJbHO-U3MEpPUTENbHAS anmnaparypa, CpelcTBa u CUCTEMBI
KOHJIUIIMOHUPOBAHMUSI, CPEJICTBA U CUCTEMbI TPOBOHON PaMOTPAHCIISILIMOHHON CETU
U TpUeMa NpOorpaMM paJUOBEIIAHMS U TEJIEBUACHMS, CpEACTBA DJIEKTPOHHOU
OpPI'TEXHUKH, CPEJICTBA U CUCTEMBI 3JIEKTPOYACO(DUKAIIN).

CpoiictBa cpeabl (myTH) pacnpocTpaHeHUs: HWH(GOPMATUBHBIX CUTHAJIOB,
CoJIepKaIllUX 3alUIIaeMyl0 UH(GOPMAIUIO, XapaKTepU3yrTCs BUIOM (U3HUECKOU
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cpenbl, B KOTOpou pacupoctpansrorcs IIJIH, u onpenenstorcs npu  OLEHKE
BO3MOKHOCTH peanu3anuu Y bII/{H.

Bo3moxxnoctn ncrounnkoB YBIIIH 00yciioBIeHBI COBOKYITHOCTBIO CIIOCOOOB
HECAaHKIIMOHUPOBAHHOTO W (W) ciydaiiHoro poctyna k IIIH, B pesynbrare
KOTOPOTO  BO3MOXXHO  HApylIeHWe  KOH(MHUIECHIIUATLHOCTH  (KOMUPOBAaHMUE,
HEMPABOMEPHOE PACHPOCTPAHECHHE), IEIOCTHOCTH (YHUUTOKEHHE, W3MEHEHHE) U
noctynHocTH (0inokupoBanue) [1/1H.

VYrpoza 6e3onacHoctu [1J[H peanusyercs B pesyibTaTe 00pa3oBaHMs KaHAa
peanuzanuu YBIIJIH MexXTy HICTOUHUKOM Yrpo3bl U HocuTeneM (uctounukom) I1/1H,
YTO CO3JaET yCJIOBHS Il HapylieHus: 6e3omacHOCTH [1/[H (HeCaHKIIMOHUPOBAHHBIM
WJIU CITyYalHBIA TOCTYM).

OcHOBHBIMU 3JIeMeHTaMu kaHana peanu3auuu Y Bl (pucyHok 1) sBisitores:

uctounuk YBIIJIH — cyObekT, MarepuanbHbli OOBEKT WKW (PU3UUYECKOE
siBlIcHUE, co3aaromye Y bI1/IH;

cpena (myTh) pacnpoctpaHeHus II/IlH wim  BO3AEHCTBUN, B KOTOPOM
dbusnyuecKkoe Mosie, CUTHAI, JAaHHBIC WM MPOTPAMMBI MOTYT PacCIpOCTPAHATHCS U
BO3/ICHCTBOBATh HAa 3aIMIIAEMbIe CBOWCTBA (KOH(PHUICHIIMAIBHOCTD, IEJIOCTHOCTD,
noctynHocTs) [1/1H;

Hocutenb [1/IH — gusnueckoe U0 UM MAaTepUATIBHBIA OOBEKT, B TOM YHCIIC
¢dbuszuyeckoe mosie, B kotopoMm [I/[H HaxomdaTr cBoe OTpakeHHE B BHUJE CHUMBOJIOB,
0o0pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHUWHM U TPOILIECCOB, KOJIUYECTBEHHBIX
XapaKTePUCTUK (PU3NUECKUX BEITUYMH.

Cpena pactipocTpaHeHHs
VcTouHuk I1/11 u BO3a€CHiCTBUI
yIrpo3 6€30MmacHOCTH > [IpueMHuK <> Hocwurens 11/1n
II1n WH()OPMATUBHOTO CUTHAJA
[Tepenatunk

angeﬁr‘TRymmPrn CUTHAIIA

Pucynok 1. O0o061ieHHas cxeMa KaHajla peajiu3aiiu yrpo3 0e30macHOCTH
MIEPCOHATBHBIX JTaHHBIX

Hocutenu II[lH MoryT coaepkatb UWHGOpMAIMIO, TMPEIACTaBICHHYIO B
CJIETyIOIIUX BUIAX:

akycruueckas (peudeBas) undopmarnus (PU), conepxkaiascs HemocpeacTBEHHO
B TpousHocuMoi peun monb3oBarenss UCIIJIn mpu ocymecTBiaeHnr uM (QyHKIMHA
ronocoBoro BBoga II/lu B WCII[H, nmmbo Bocmpow3BOAUMAS aKyCTHUYECKUMHU
cpenctBamu MCII/{x (ecnu Takue QyHKIMH MPeayCMOTPEHBI TEXHOJIOTHEH 00paboTKH
[1/TH), a Takke cojaepKamascs B JJIEKTPOMAarHUTHBIX MOJSIX M DAJICKTPUUYECKUX
CUTHAJIaX, KOTOPbIE BOSHUKAIOT 3a CUET MPeoOpa30BaHUM aKyCTHUECKON HH(POpMAIINH;

BujioBas undopmanus (BU), npeacraBienHas B BUAE TEKCTa U U300pakeHUM
pPa3IUYHBIX YCTPOMCTB OTOOpakeHUsT HWH(POpMAIUU CPEACTB BBIYUCIUTEIBLHON
TEXHUKHU, WUH(OPMALIMOHHO-BBIYUCIUTEIBHBIX KOMILJIEKCOB, TEXHHYECKUX CPEICTB
00paboTku rpaduueckoii, BUAeo- 1 OYKBEHHO-LIM(PPOBONH HHPOPMALINU, BXOIAIIUX B
coctaB UCII/IH;
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undopmarnusi, oOpabareiBaemasi (uupkynupytomas) B HWCIIIn, B Buze
ANEKTPUUYECKUX, TIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

uHpopmarusi, oopadbareiBaemas B UCII/{H, npencraBneHHas B Bujae Out, OaiT,
(haiisioB U IPYTrUX JOTUYECKUX CTPYKTYP.

B uensx ¢opmupoBanus cucremarusupoanHHoro nepeuds YBII/IH npu ux
obpabotke B HWCIIJIH u pa3paboTke Ha UX OCHOBE YACTHBIX MOJENIEH
MPUMEHHUTENbHO K KOHKpeTHomy Buay WCIIJIH yrpo3sl kiaccuguuupyroTcs B
COOTBETCTBUHM CO CIEAYIOIUMH MPU3HAKaMU (PUCYHOK 2):

no Buay 3amumaemoi ot YBIT[In nndopmanmu, conepxarieit [1/1H;

110 BUJaM BO3MOXHBIX HCTOYHUKOB Y BII/IH;

no tuny UCII/IH, Ha koTOpble HanpaBieHa peanuszauus Y BI1/(H;

1o criocoOy peanuzanuu Y BI1JIH;

M0 BUJy HapyIIaeMoro CBOMCTBa MHGOpMAIHK (BUy HECAHKIIMOHUPOBAHHBIX
nencTBUl, ocyiecTBisieMbix ¢ [1/1H);

M0 UCIOJIb3YEMOU YS3BUMOCTH;

10 0OOBEKTY BO3JEHCTBUSI.

[To BugaM BO3MOXHBIX HMCTOYHUKOB YDBII/IH BbIIENAIOTCS CHEAYIOIIHE
KJIACCHI YTPO3:

yIpO3bl, CBS3aHHBIE C TMPEJIHAMEPEHHBIMU WJIM HENpeIHaMEPEHHBIMU
nerctBusiMu  nui, umeronmx gocryn k  MCII[IH, Bkiroyas 10Jb30BaTelieil
NCIIdu, peanusyromux yrpo3sl HemnocpenctBeHHo B MCII[IH (BHyTpeHHMI
HapYIIUTENb ),

yrpo3bl, CBA3aHHbIE C NPEAHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU
JeUcTBUSIMH JHI, He uMeromux pocryna k MCII[H, peanu3yromux yrpossl U3
BHEIITHUX CETeH CBSI3M OOIIEro MOJb30BaHUS M (WIH) CETe MEeXIYHapOIHOTO
nH(OPMAITMOHHOTO 0OMEHAa (BHEITHUIN HAPYIITUTENh).

Kpome Toro, yrpo3sl MOTYT BO3HUKAaThb B PE3YyJIbTAaT€ BHEAPCHUS
arnmapaTHbBIX 3aKJIaJ0K U BPEJOHOCHBIX MPOTPaMM.

[Io muny MUWCII[AH, Ha KoTOpBIE HampasieHa peanuszauus YbII/IH,
BBIJICTISIIOTCA CJIEAYIOUIME KIacChl yIpo3:

yrpo3el  Oe3omacHoctu IIJln, oOpabateiBaembix B HWCIIJIlH Ha 0aze
aBTOHOMHOTO aBTOMaTHU3UpPOBaHHOTO pabouero mecta (APM);

yrpo3bl Oe3omacHoctu I1/1H, oOGpabareiBaembix B MCII[In Ha 6aze APM,
NOJKIIOYEHHOTO K CeTH OOINero moJib30BaHud (K CeTH MEeXIYHApOJIHOIO
UH(OPMAITMOHHOTO 0OMEHA);

yrpo3bl 6e3omacuoctu [1/1H, o6padateiBaembix B UCII/H Ha 0a3e mOKaIbHBIX
UH(OPMAITMOHHBIX CUCTEM 0€3 MOIKIIOYEHUs K CETH OOIIEro Mmojb30BaHus (K ceTu
MEXIYHapOHOTO HH(POPMAITMOHHOTO OOMEHA);

yrpo3sl 6e3omacHoctu [1/1H, oO6pabareiBaembix B MCII/IH Ha 6a3e mOKaIbHBIX
MH()OPMAIIMOHHBIX CUCTEM C MOJKIIOYEHUEM K CEeTH OOIlero mojib30BaHus (K CeTH
MEXKTyHApOIHOTO UH(OPMALIMOHHOTO OOMEHA);

yrpo3el  Oe3omacHoctu IIJ[H, oOpabateiBaembix B MCIIJJlH Ha 0aze
pacnpesieeHHbIX UH(POPMAIIMOHHBIX CHUCTEM 0e€3 MOAKIIYEHHUS K CETH 00IIero
M0JIb30BaHUs (K CETH MEXIyHapOoHOr0 HHGOPMAIIMOHHOTO OOMEHA);



Knaccudpukanusa yrpo3 0e30acHOCTH NEPCOHAIBHBIX JTAHHBIX
ITo Buay 3ammiaemoii ot YBILIn undopmanun coaep:xameii In

\ VYrpossl PU |

\ VYrposel BU

[ Yrpossl uadopmanuu, o6pabarsiBacmoii B TCOU |

[ Yrpossl uHpopmanmu, o6pabareiBacmoit B AC |

ITo B/ 1aM BO3MOKHBIX UCTOYHUKOB Y BITn

CosaBaeMble HapyIIUTENEM
(bu3uyeckum JIUIIOM )

CosnaBaeMble annapaTHOM
3aKJ1aJIKo i

Co3aaBaeMble BpEJOHOCHBIMHU
nporpamMMaMu

Co3naBaeMble BHY TPEHHUM
HapyIIUTEIeM

Co3snaBaeMble BCTPOEHHOM
3aKj1a Ko

OpOTPaMMHOMN 3aKIafKoW, mporpaMmoii Tuna“TpossHCKU KOHB” ‘

Co3naBaeMble BHEIIHUM
HapyIHUTeJIeM

pOrpaMMHBIM BHPYCOM

Co3znaBaeMble aBTOHOMHO I
3aKJIa KON

‘ BPEIOHOCHOM MPOTpaMMOH, pacIpOCTPaHSIONIEHCS O CETH (CETEBBIM YEePBEM) ‘

JAPYTMMH BPEJOHOCHBIMH IIPOrpaMMaMH , IpEHa3HaAY €HHBIMU JJ151
ocymectBiaenuss HC/I (monbopa mapojeid, yqaaeHHOTO JOCTyNa U Ip.)

Tlo BuIy HApyHIaeMoro cBoiicTBa nHGopManuu (BUIy HeCAHKIIMOHHMPOBAHHBIX JIeiicTBUij ocyniecTBIsieMbIX ¢ IT/1n)

VYTpo3sl KOHGUICHIIUATBHOCTH (YTEUKH,

nepexsara, CbeMa,

VYrpo3sl HenocTHOCTH (YTPAThl, yHUYTOXKEHUS,
Moandukarun) HH}GopmMauu

Vrpo3sl 10CTyHOCTH

KOIIUpOBaHUsA, XUIICHUS, pazrnameHHﬂ) I/IHq)OpMaLII/II/I

ITo Tuny UCII/Ix, Ha KOTOpbIe HANpaBJeHa peaym3anus Y BIT/Ix

(610KMpOBaHUST) UHPOPMAIUU

Vrpo3ssl 6e3omacuoctu I1/1H,
ob6pabarsiBaecmbix B UCII/IH Ha 6a3e APM (c
MOAKIIOYEHUEM U 6€3 IO IKITI0UCHHS K
BBIYHMCIUTEIBHOW CETH)

Vrpo3ssl 6e3onacuHoctu I1/1H, 06padaTeiBacMbIX B
HCII/Ix Ha 6a3e J10KaJIbHOM BEIYUCIUTEIBHOM
ceTH (¢ MO KIIIOYCHUEM U 0€3 OAKII0YCHHS K

pacnpeneneHHON BBIYUCIUTEIIBHOW CeTH)

VYrpo3ssl 6e3omacuoctu I1/1H, 06pabaTsIBacMBIX B
HCIIIn Ha 6a3e pacnpeeaeHHbIX
MHOOPMAIMOHHBIX CHCTEM (C MONKIIOYCHHEM,
0e3 MOAKIIOYEHHS K CETH OOIIETo MOJIb30BaHUS )

ITo cnoco6am peasm3auuu Y BITIn

Yrpo3sl cnenuanbHblX Bo3aeicreuit Ha MCITOH

VYrposzst HC/] 8 UCITAH

—{ MEXaHUYECKOTO BO3JICHCTBUS

—{ XMMHUYECKOI'O BO3ACHCTBUSA

DJICKTPUICCKUMHU
HUMITY JIbCaMU

YFp03I>I, peaiu3yemble C IPUMCHECHHUEM

‘ VYrpo3sl yTeuku nHGOPMAIUH T10
TEeXHUUECKUM KaHalaM

II0 paguoOKaHally

|
—{ aKkyCTH4ecKOro BO3ACHCTBHUS |
—{ 6uonoruuecKkoro BO3ACHCTBUS |

—{ paauMalMOHHOIO BO3ACHCTBUSA

BJICKTPOMAarHUuTHBIMUA
U3y YCHUAMU

‘ NPOTPaMMHBIX CPEJICTB ONEPAIMOHHOM CHCTEMbI ‘

VYrpossl, peanusyemsie ¢ IPUMEHEHUEM ‘
crieuraibHo paspadborannoro I1O

10 DJICKTPUYECCKOMY KaHaly

Yrpo3ssl yreuku PU ‘

‘ 10 OIITUYECKOMY KaHally

Yrpossl yreuku BU ‘

—{ TepMHMYECKOIro BO3AEHCTBUs |

MAarHuTHBIM I10JIEM

ITo uMcnoJb3yemMoii ys3BUMOCTH

Vrpossl, peanusyemsie ¢ IPUMEHEHUEM
BPEIOHOCHBIX IpOTpaM

110 aKy CTUYCCKOMY

110 CMEIIaHHBIM
(mapaMeTpUIECKUM) KaHaIaM

Yrpossl yTe4ku
uHpOpMAIUU IO KaHaJIaM
II5MHUH

C UCrnosIbE30BaHuEM
YSI3BEMOCTH
npukagHoro ITO

C UCrnoJIB30BaHUEM
YS3BEMOCTH
cucremHoro [10

C ucrnonap30BaHUEM
y9l3Bl/lMOCTl/l N BblSBaHHOﬁ
HainuuueMm B AC
anmapaTHOM 3aKiIagKu

C HCcnonb30BaHHEM
YS3BUMOCTEH IPOTOKOIOB
CETEBOro B3aUMOJEHCTBUSA U
KaHaJoB Mepeaadu JaHHbIX

C HCrOJIE30BaHUEM
YSI3BUMOCTH, BBI3BaHHOM
HEJIOCTATKaMU OpraHU3alHi
T3U or HC[|

C HCIIOJIB30BAHNEM YS3BUMOCTEI ,
00yCIIOBJIMBAIOIINX HATHMYINC
TEXHUYECKHMX KAHAIOB yTCUKH

uHpOpMAIH

C ncnonp30BaHUEM
yassumocteit C3N

ITo 00beKTy BO3AEeHCTBUS

VBI1/H, o6pabareiBaeMbix Ha APM

VBII/lH, oOpabaThiBaeMBbIX B BBIJICJIICHHBIX
TEXHHYECKHX CpeacTBax o0paGoTku

VBII1/IH, nepenaBacMbIX
[0 CETSM CBSI3HU

VYrpo3bl NPUKIIAJHBIM IIpOrpaMMam,
npeaHa3HauYeHHBIM s pabotsl ¢ [1/1H

VYTpo3sl CHCTEMHOMY
I10, oGecrnieunBaromeMy
(yHKIHOHMpOBAaHNE

Ha oTtuyyxmaemMbeIx HOCUTENAX HH(}pOpMaTuu

Ha npunTtepa, muiorrepax,

Ha BCTPOCHHBIX HOCUTCIIAX JOJITOBPEMCHHOTO XpaHCHUA PIHCbOpMaIlI/II/I

rpadONMOCTPOUTENSIX U T.II.

VBII/ln npu nepeaue CUTHAIOB
110 JIMHUSIM CBSI3U

B cpencTBax 060paGoOTKH M XpaHEHUsI ONTIEpAaTUBHON HHOpMaIun

Ha BBIHOCHBIX TE€pMHUHaJIax,
MOHUTOpaXxX, BUIACOIIPOECKTOpax

VYBIIIx npu 06paboTke NakeTOB B
KOMMY HUKAIIHOHHBIX 3J1€MEHTax

B cpencTBax (mopTax) BBoaa (BbIBOJA) UH(p OpMauu ‘

3BYKOBOCIIPOU3BECICHUS

B cpencTBax 3ByKOYCHIICHHS,

nH} OpMaIMOHHO-
TCJIEKOMMYHHUKAIITUOHHBIX CUCTEM

Pucynok 2. Knaccudukaius yrpo3 0€30MacHOCTH EPCOHATBHBIX JaHHBIX,
o0OpabaTpiBaeMbIX B HH(OOPMAITMOHHBIX CHCTEMAaX MEePCOHAIBHBIX TAHHBIX

UCTI/Ix

14
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yrpo3el  Oe3omacHoctu [IJ[H, oOpaGateiBaembix B HWCIIJlH Ha 06aze
pacnpeeieHHbIX HWH()OPMAIIMOHHBIX CHUCTEM C MOAKIIOUYEHHEM K CETH OOLIero
MOJTh30BaHUs (K CETH MEKIYHAPOAHOTO0 HHPOPMAIIMOHHOTO OOMEHA).

[To cnoco6am peanuzanuuu YBITJH BBIAEASIOTCS ClEAYIONIUE KIIACCHl yTPO3:

yrpo3bl, cBszanHble ¢ HCI x IIJ[H (B ToM uucie yrpo3sl BHEIpPEHUs
BPEJIOHOCHBIX MTPOrpamm);

yrpo3bl yreuku [1J[H mo TexHuuecKuM KaHajaM yTeuku HHGOpMaIlnu;

yIpo3bl crienuanbHbIX Bo3aencTeuil Ha UCII/IH.

[Io BUIy HECAaHKIIMOHUPOBAHHBIX JECHUCTBHUM, ocyuecTBisieMblx ¢ [IJ1H,
BBIJICJISIOTCS CIEAYIOIINE KIIACChl yTPO3:

yIpo3bl, TPUBOASIIME K  HapyuieHuto  KoHbuaeHuuamsHoctd  [1/In
(KOMMPOBAHUIO WJIM HECAHKIIMOHUPOBAHHOMY PACIPOCTPAHEHHUIO), MPU PeaTH3alnU
KOTOPBIX HE OCYILECTBIIAECTCS HEMOCPEACTBEHHOIO BO3JECHCTBHA HAa COAEP)KaHHE
uHbopMaIuy;

yIpO3bl, IPUBOASIINE K HECAHKIMOHUPOBAHHOMY, B TOM YHCIIE€ CIy4ailHOMY,
BO3JICHCTBUIO HA  COJAEp)KaHME  HH(OpMaUuU, B  pe3ysibTare  KOTOPOIo
ocylIecTBIsIETCs n3MeHeHue 11/1H ninm ux yHuuTOXKEHHUE;

yIpO3bl, TPUBOASIINE K HECAHKIMOHUPOBAHHOMY, B TOM YHCIIE CIy4YailHOMY,
BO3JICVICTBUIO HA MPOrPAMMHBIE WM NporpaMMHo-annapaTHbie anemenTsl UCII/IH, B
pe3yibTaTe KOTOPOro ocyuiecTnisieTcs: ookupoBanue [1/1H.

[1o ucronb3yeMon ya3BUMOCTH BBIACIISIFOTCS CJIEIYIOIINE KIACChl YTPO3:

YIpO3bl, pEATU3YEMBIE C UCIIOIB30BaHUEM YSA3BUMOCTH cucTeMHoro 110;

YIpO3bl, pEATU3yEMBbIE C UCIIOIb30BaHUEM YSA3BUMOCTH IpukiIagHoro [10;

yIpO3bl, BOBHUKAIOIINE B PE3YJIbTATE UCIOJIb30BAHUS YSA3BUMOCTH, BEI3BAHHOMN
HanmuureM B AC anmapaTHOM 3aKJajiKu;

yIPO3bl, pEAIU3yEMbIE C UCIIOIB30BAHUEM YSI3BUMOCTEW MIPOTOKOJIOB CETEBOTO
B3aMMOJICUCTBHS M KaHAJIOB MEpeJauyy IaHHbIX;

yIpO3bl, BOZHUKAIOLIUE B PE3YJIbTATE UCIOIb30BAHMS YSI3BUMOCTH, BbI3BAHHON
Henocrarkamu opranusauuu 131 ot HC/L;

yIpO3bl, peaqu3yeMble C HCIIOJIb30BAaHUEM YSA3BUMOCTEH, 00YCIOBIMBAIOMIMX
HaJMYue TEXHUYECKUX KaHAJIOB yTEYKU UH(POpMAIUH;

YIPO3bl, pEATU3yEMbIE C UCMOJb30BaHUEM ys3BuMocTel C3U.

[To 00BbeKTy BO3JEHCTBUS BBIACISIIOTCS CIEAYIONINE KIIACChl YTPO3:

yrpo3sl 6e3omacHocTH I1/1H, o6pabaTeiBaemMbix Ha APM;

yrpo3bl  6e3onacHoctu I1/lH, oOpabaTbiBaeMbIX B BBIIEIECHHBIX CPEICTBAX
00paboTKH (MpUHTEpax, IIOTTEpax, rpadonOCTPOUTENSIX, BBIHECEHHBIX MOHHUTOpPAX,
BUJICONPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEACHUS U T.I1.);

yrpo3bl 6e3omacuoctu [1/1H, mepenaBaeMbIX MO CETSM CBSI3H;

YTPO3bl PUKJIAIHBIM ITPOrpamMmam, ¢ MOMOIIBI0 KOTOpbIX oOpadareiBatorcs [1]1H;

yrpo3sl cuctemHomy 110, obecnieunBaroniemy dyukimonuposanue UCI/IH.

Peammszanma oxgHont w3 YDBIIJIH mepeyucneHHbIX KIAacCOB WM UX
COBOKYIMHOCTH MOXET TMPUBECTH K CIEAYIOUIUM THUIAM TOCIEACTBUN IS
cyobexToB I1/]H:

3HAYUTEIbHBIM HETaTUBHBIM MOCJEICTBUAM i cyobekToB [1]1H;

HEraTUBHBIM MOCIEACTBUSAM Uil cyOBbekToB [1/1H;
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HE3HAYNTEIHHBIM HETaTUBHBIM MOCIIEACTBUAM 11 cyObekToB [1/1H.

Yrpo3sl yreuku [I/I[H Mo TeXHHMYECKMM KaHalaM OJHO3HAYHO OMMCHIBAIOTCS
XapaKTEPUCTHKAMU HMCTOYHHMKA HH(pOpMaluH, cpelabl (IIyTH) pacupoCTpaHEHUs M
MpUEMHHKAa WHPOPMATUBHOIO CUTHAJIA, TO €CTh OMPEACISIIOTCS XapaKTEepPUCTUKAMU
TEXHUYECKOro KaHajna yreuku [1/[H.

Yrpo3sl, cBs3aHHbIE ¢ HecaHKIMOHHUpoBaHHBIM jaoctynioM (HC) (manee —
yrpo3sl HCJ] B UCIIJIH), mpeacTaBisitoTCs B BUJE COBOKYMHOCTH OOOOIIEHHBIX
KJIACCOB BO3MOKHBIX HCTOYHMKOB yrpo3 HC/I, ys3BUMOCTEN MNpOrpaMMHOTO U
anmapatHoro oOecneuenuss MCII[IH, cmoco6oB peanuzanuu yrpos, OOBEKTOB
BO3JIEHCTBUS (HOCHUTENIeH 3aluiaeMoil WH(oOpManuu, IUPEKTOPHEB, KaTaJloOroB,
daiinos ¢ [1In nam camux [1J[H) 1 BO3MOXHBIX JAECTPYKTUBHBIX JIeWCTBHM. Takoe
MIPE/ICTAaBIICHUE OMUCHIBACTCS Clenyolel (hopMaln30BaHHOM 3aITUCKIO:

veposa HC/[: = <ucmounuk yepo3zvl™>, <yA36UMOCMb NPOCPAMMHO20 UIU
annapamnoco  obecneuenus™>, <cnocob peanuzayuu - yeposvl>,  <00OvbeKm
6030elicmeuss™, <HeCaHKYUOHUPOBAHHbIL OOCYN>.
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4. Yrpo3bl yTeuKkd HH(POPMALNH 10 TEXHUYECKUM KaHAJIaM

OCHOBHBIMH  DJIEMEHTAMU OINHCAHHS YIPO3 YTEUKH HUHPOpMAIUKA TIO
texuuueckuM kaHanam (TKVYW) saBnsroTcsi: HMCTOYHMK yrpo3bl, cpena (MyTh)
pacrpocTpaHeHuss HMHQPOPMATUBHOIO CHUTHalla W HOCHUTENb  3allUIIaeMOM
nHpopManuu.

HUctouynukamu yrpo3 yTeuykd HHPOpMAIMM MO TEXHUYECKUM KaHajaaM
ABIAIOTCS  (pusnmyeckue unumna, He wumeromue goctyna k MCII[H, a Taxxke
3apyOeXKHbIE CIEICIYKObl WM OpraHu3aluu (B TOM YHCII€ KOHKYPUPYIOIIUE WU
TEPPOPUCTUUECKUE), KPUMHUHAIBbHbIE TPYNIUPOBKHU, OCYILECTBIISIONINE MEpPEXBaT
(cbeM) HHGpOpPMALIMK C HUCIOJB30BAHUEM TEXHUYECKHUX CPEICTB €€ PErucTpallui,
npueMa uiu gororpadupoBaHusl.

Cpena pacnpoctpaHeHusi ”HGOPMATUBHOTO CUTHAA — 3TO PU3WYECKas cpena,
M0 KOTOpOM WH(OPMATHUBHBIA CHUTHA MOXKET PACHPOCTPAHATHCS U MPUHUMATHCS
(peructpupoBathbcsi) npueMHHKOM. Cpela pacnpocTpaHEHHs] MOXKET OBITh Kak
OJTHOPOJHOM (HampuMep, TOJbKO BO3AYIIHOM), Tak M HEOJHOPOJHOM 3a cueT
nepexoja CHrHajga W3 OJHOM cCpelbl B Jpyryroo (Hampumep, B pe3ysbTare
aKyCTO?JIEKTPUYECKUX WIIM BUOPOAKYyCTUUECKUX MPeoOpa3oBaHmil).

Hocutenem II[In saBnsercs mnosb3oBatens WMCII[AH, ocymecTBasOmuiA
rosiocoBoit BBoa 110 B UCIT/IH, akycTtuueckas cucrema MCII/IH, Bocnpou3Boasias
[111, a Taxke texuuueckue cpenactsa MCIIIn u BTCC, co3naromniue dusnyeckue
T0JISI, B KOTOPBIX WH(MOPMAIUS HAXOIUT CBOE OTPa)KEHUE B BUJIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEMIEHUN U MPOLECCOB, KOJIMYECTBEHHBIX XapPAKTEPHUCTHUK
(U3HYECKUX BEJINYUH.

[Tpu o6padotke [1n B UCII[JH 3a cueT peanuzanuu TEXHUYECKUX KaHAJIOB
yTeuKu MHGOpMAaIIMK BO3MOKHO BOZHUKHOBEHUE ciaeayomux Y bI1/Ix:

yIpO3 YTEUKH aKyCTHYECKOU (peueBoil) nHpopmaiuu;

yIpO3 YTEUKH BUJI0BOM MH(POpMAITUY;

yIpo3 yTeYKH HUHPOpMAIMU MO KaHalaM MOOOYHBIX 3JIEKTPOMArHUTHBIX
u3nydenuit u HaBojok (IIDMUH).

4.1. Yrpo3sl yTe4KHu aKyCTHYeCKO# (pedeBoil) MH(poOpMaumn

Bo3HukHOBEeHHE Yrpo3 YTEUKH aKyCTHYecKoW (pedeBoil) wuHbopmaiuu,
coep Kalercsl HEMOCPEACTBEHHO B MpOM3HOCMMOW peun nosb3oBatens MCII/H,
npu obpabotke [I/In B UCII/IH, oOycnoBneHo HamuuueM (YHKIHA TOJIOCOBOTO
Beoja I/l B WCII[An wim ¢ynkuuit BocnpousBenaenus [IJIH akycTHuecKuMH
cpeactBamu UCII/H.

[lepexBat akycTuueckoi (peueBoit) HHPOPMAIUU B JAHHBIX CITy4asiX BO3MOXEH
C WCIOJIb30BAaHUEM armapaTypbl, PErUCTpUPYIONIEH aKycTUYecKkue (B BO3AYyXE) H
BUOpOaKyCTHUECKHE (B YNPYTUX CPEeAax) BOJHBI, a TAKKE IJIEKTPOMArHUTHBIE (B TOM
YUCJICE ONTHUYECKUE) W3IYUeHUsS U DJIEKTPUUYECKHE CUTHAJbI, MOIYJIUPOBAHHbBIC
WH(GOPMATUBHBIM aKyCTHUECKUM CUTHAJIOM, BOSHUKAIOIIUE 3a CUYET MPeoOpa30OBaHUIA B
TexHuueckux cpeacrax oopadbotku I[1[ln, BTCC u cTpouTenbHBIX KOHCTPYKIMSIX U
WHXEHEPHO-TEXHUYECKUX KOMMYHUKAIIMSIX MO BO3JACHCTBUEM aKyCTUYECKUX BOJIH.

Kpome 3toro, mepexBaT akyCTHYeCKOW (pedeBoil) nHpopMaluu BO3MOXKEH C
WCIIOJIb30BAaHUEM  CHEIUANbHBIX  JJIEKTPOHHBIX  YCTPOWCTB CheMa  pPEUEBOM
uHdopMaIuu, BHEIPEHHBIX B TexHUueckue cpenctBa odpabotku [1/In, BTCC u
MOMELIEHUS WIH MOJKIFOYEHHBIX K KaHAJIaM CBS3U.
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Yrpo3er Oe3omacHoctu  [1/[H, cCBs3aHHBIE € TEPEeXBAaTOM aKyCTHYECKOU
uH(pOpPMAIIMU C HUCIOJIb30BAHUEM CICHHUAIBHBIX 3JIEKTPOHHBIX YCTPOHCTB CheMa
pedeBoit nHGopMalun («3aKJIaJI0YHBIX YCTPOUCTBY), ONPEAEIAIOTCS B COOTBETCTBUU
C HOpMaTUBHBIM JOKyMeHTamu DenepanbHoii cirykO0bl Oe3onmacHocTH Poccuiickoi
denepanuy B yCTAaHOBIEHHOM €10 MOPSAIKE.

[lepexBat akycTHuecKoii (peueBoii) HH(OOPMAITUU MOKET BECTUCH:

CTAllMOHAPHOM ammapaTypou, pasmeniaeMod B OJU3JICKAIIUX CTPOCHUSIX
(30aHUAX) C HEKOHTPOJIUPYEMBIM MTPEOBIBAHNEM TOCTOPOHHHUX JIHILI;

MOPTATUBHOM BO3MMOM  amIaparypou, pa3MelmaeMol B TPaHCIIOPTHBIX
CPEIICTBAX, OCYLIECTBIISIONIMX JABMKEHUE BOJIM3U CIY>KEOHBIX MOMEIICHUI WIH MpU
UX MTAPKOBKE PSAJIOM C 3TUMU IMOMEUICHUSIMU;

NOPTATUBHOM HOCHMOM ammapaTtypoil — (QU3HYECKMMHU JIMLIAMH MpU HX
HEKOHTPOJUPYEMOM  TpPEOBIBAHMM B  CIY)KEOHBIX  TMOMENICHUSX WU B
HEIMOCPEJICTBEHHON OJIM30CTH OT HUX;

ABTOHOMHOM aBTOMATHMYECKOM amnIapaTypod, CKpPBITHO YCTaHABIMBAEMOMN
bU3MYECKUMU JIMIIAMU  HEMOCPEJICTBEHHO B CIY)KEOHBIX TOMEIIEHUAX WIH B
HETMOCPEACTBEHHOM OJIM30CTH OT HHUX.

4.2. Yrpo3sl yTeuku BUA0BOii nHGopMannu

YTpo3sl yTeuKkr BUI0BOM MH(MOpMAINK peaau3yroTcs 3a cuet npocmotpa [1/1x
C NOMOUIBKO ONTHYECKHUX (ONTHUKOAIEKTPOHHBIX) CPEACTB C IKPAHOB JUCIUIEEB U
JPYTHX CPEICTB OTOOPAKECHHSI CPEACTB BHIYMCIUTENHHON TEXHUKH, WH()OPMAITMOHHO-
BBIUYMCIUTENBbHBIX KOMIUIEKCOB, TEXHUYECKUX CpeICcTB 00pabOTKM TrpaduyecKoi,
BUJIEO- U OyKBEHHO-LIM(PpoBOii nH(popmaru, Bxoaamux B cocraB UCIT/H.

Kpome aroro, npocmotp (peructpauusi) [1/IH Bo3MOKEeH ¢ MCHOJIb30BaHUEM
CHEIUANbHBIX B3JEKTPOHHBIX YCTPOWCTB CBhEMA, BHEAPEHHBIX B CIIyXKEOHBIX
MOMEIICHUSIX WU CKPBITHO MCHOJB3YEeMbIX (PU3NYECKUMHU JIMLAMHU MIPU MOCEUIEHUN
MU CITY>KEOHBIX TOMEIICHH.

VYrpo3el  6ezonacHoctu  IIJIH, cBsi3aHHBIE C€ WX TEpPeXBaTOM IpHU
UCIIOJb30BAHUM  CHEUUAIBHBIX  3JIEKTPOHHBIX  YCTPOMCTB ChE€Ma  BHJIOBOU
uHdopmaIuu (BUACO3aKIAT0K), OMPEACTSIOTCS B COOTBETCTBHH C HOPMATHUBHBIM
nokyMeHTamMu DenepaibHOM ciy)O0bl Oe3omacHOCTH Poccuiickoit deneparuu B
YCTAHOBJICHHOM €10 TIOPSIZIKE.

HeoOxoaumbIM ycIoBUEM OCYIIECTBIEHUS NpocMoTpa (peructpaunu) I/
ABJIAETCS HAJIM4YM€ MPSAMOM BHIAMMOCTH MEXIYy CpPEACTBOM HAOIIOJAEHUS
u HocuteneM I1/1H.

ITepexsart I1/IH MOXeT BECTUCH:

CTallMOHAPHOM armapaTrypou, pasmeniaeMod B OJU3JICKAIMMUX CTPOCHHUAX
(31aHUSX) C HEKOHTPOJIUPYEMBIM MTPEOBIBAHKEM MTOCTOPOHHHUX JIMII;

MOPTATUBHOM BO3MMOW amnmaparypod, pa3MemaeMod B TPAHCIOPTHBIX
CPEIICTBAX, OCYIIECTBIISIIONINX JABUKEHUE BOJIM3M CIY>KEOHBIX TMOMEIICHUN WU
IIPU UX HApPKOBKE PSIAOM C 3TUMU TOMEUICHUSAMU;

MOPTATUBHOW HOCHMOM ammapaTtypoil — (GU3HYECKUMHU JIMIIAMH TPU  HUX
HEKOHTPOJUPYEMOM  TpeObIBaHUM B CHY)KEOHBIX  TIOMEIICHUSIX  WIH
B HEMOCPEICTBEHHOM OJIM30CTH OT HUX.

0¢



19

ITepexBat (mpocmoTp) IIJIH MOXKET OCYIIECTBIATHCS MOCTOPOHHUMHM JIUIIAMU
MyTeM WX HETMOCPEJCTBEHHOTO HAOIIOJCHUS B CIy)KEOHBIX TMOMEIICHHUSIX JMOO0 C
paccrosiHusl npsaMoi BuaumocTu u3-3a npegenoB HCII[IH ¢ wucnosib3oBaHHEM
ONTUYECKUX (ONTUKOIIEKTPOHHBIX) CPEJICTB.

4.3. Yrpo3sl yreuku uH(GOpMaALMU [0 KAHAJIAM O0O0YHBIX
3JIEKTPOMATHUTHBIX U3JIy4eHUd U HABOJAOK

BosuuknoBenune yrpo3bl II/lH mo kananmam IIOMMH Bo3MoOxxHO 3a cyer
nepexBara TEXHUYECKMMM CpEACTBAaMU NOOOYHBIX (HE CBS3aHHBIX C HPSIMBIM
(byHKIHOHATBHBIM 3HAYEHUEM 3JIEMEHTOB NCTIH) UH(GOPMATUBHBIX
AIEKTPOMATHUTHBIX TMOJEH U DJIEKTPUYECKUX CUTHAJIOB, BO3HUKAKOIIMX IPU
oopabortke I1]] Texunueckumu cpeacramu UCII/IH.

lenepanus wuHpopManuu, coaepxkamedn I[I/ln w uupkynupyromeid B
texanueckux cpenactax UCIIJIH B Bue 3neKTpudecknX WHPOPMATUBHBIX CHUTHAJIOB,
0o0paboTka M mepefaya yKa3aHHBIX CUTHAJIOB B AJIEKTPUUYECKUX LIETMSAX TEXHUYECKHX
cpenctB UCIIIn compoBokaaeTcss HOOOUYHBIMH 3JIEKTPOMArHUTHBIMH U3ITYYSHUSIMH,
KOTOpPbIE MOTYT PACHPOCTPAHATBCS 3a MpEIenbl CIyKEOHbIX IOMELIEHUN B
3aBUCHMOCTH OT MOLIHOCTH M3iyueHud u pasmepos UCII/IH.

Peructpauus I[IDMUH ocymectBisgercs ¢ Lenplo nepexBaTa MHGOpMALIHH,
HUPKYJIUPYIOIIEd B TEXHUUECKUX CpefcTBax, oOpabatwiBaromux [1JIH (B cpencTBax
BBIYMCIIUTEIbHON TEXHUKH, HMHPOPMALMOHHO-BBIUMCIUTENbHBIX KOMIUIEKCAX M|
CeTsIX, CPEeICTBaX M CUCTeMax Iepeaaudu, npuema u oopadotku I[1/1H, B ToM uucie B
CPEACTBAX M CHUCTEMAaX 3BYKO3allUCH, 3BYKOYCHJIEHUS, 3BYKOBOCIPOW3BEICHUS,
IIEPErOBOPHBIX U TEJIEBU3MOHHBIX YCTPOMCTBAaxX, CpEACTBAX M3rOTOBJICHMUS,
TUPAKUPOBAHUSA JOKYMEHTOB M JIPYTMX TEXHMUYECKHUX CpeICTBaX 00pabOTKU
pedeBoid, rpaguIecKoil, BII€0- 1 OyKBEHHO-IIM(PPOBOH HHPOPMAITUN).

Hns  perucrpauun I[IOMHWH wucnons3yercss anmapaTypa B COCTaBe
pPAaJUONPUEMHBIX  yCTPOWCTB M OKOHEYHBIX  YCTPOWCTB  BOCCTAHOBJICHUS
uH(popManuu.

Kpowme 3toro, nepexsar [I9MUNH BO3MOKEH C UCTIOJIB30BAHUEM SJIEKTPOHHBIX
YCTPOMCTB TmiepexBara HWH(OpMalMU, MNOJKIIOYEHHBIX K KaHalaM CBSI3U WIH
TEXHUYECKUM cpencTBam oopadotku I1/1H.

Peructpauuss IIODMHMH wMoXeT BECTUCh C HCHOJIB30BAHMEM amnmapaTypbl
CJIEIYIOIINX BUIOB:

CTAI[MOHAPHOM amnmapaTypoil, pa3MmeliaeMoil B OJIM3JIEKANUX CTPOCHUSIX
(31aHUSAX) C HEKOHTPOJIUPYEMBIM MTPEOBIBAHNEM MTOCTOPOHHUX JIMII,

MIOPTaTUBHOM BO3MMOW amnmaparypbl, pa3MeImaeMol B TPAHCIIOPTHBIX
CpEICTBaX, OCYIIECTBIISIONINX JIBUKEHUE BOJIU3U CIY>KEOHBIX MOMEIIEHUN WU MPH
MX TIAPKOBKE PSJOM C 3TUMU ITOMEILECHUIMU;

NOPTATUBHOW HOCHMOM  ammapaTtypoil — (QU3MYECKUMHU JMIAMH B
HenocpeacTtBenHou onuzoctu ot UCIH;

ABTOHOMHOM aBTOMATHMYECKOM AaIlapaTypoi, CKPBITHO YCTAHABIMBAEMOU
(bu3nUecKMMU JTHIIaMH B HenocpeacTBeHHo# oan3zoctu ot MCI/IH.
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Kananel yreuku uHpOpManuu, oOyCIOBIEHHbIE HABOJIKaMH, 00pa3yloTcs 3a
CYET COeAUMHUTENbHBIX JHMHUNA TexHudeckux cpeacte MHCIIJJn u BTCC wu
MOCTOPOHHUX MPOBOJHUKOB (B TOM YHCIIE LIETIEH ANEKTPONUTAHUS U 3a3EMIICHUSA).

HaBonkn 2yeKTpOMarHuWTHbBIX uW3NydeHH TexHudeckux cpeacts HMCII/Ix
BO3HMKAIOT IpU  M3JIyYEHHHM DJJeMeHTaMHu TexHudeckux cpencts  HMCIIIn
WHOOPMATUBHBIX CUTHAJIOB TMpU HAIMYMKA E€MKOCTHOM, WHAYKTUBHON WU
TaJIbBAHUYECKON CBSI3€M COCIMHUTENBbHBIX JMHUM TexHuueckux cpeacts MCII/IH,
muHui BTCC 1 mocTopoHHHX NPOBOJHUKOB. B pe3yiibrare Ha ciydallHbBIX aHTEHHAX
(zermsix BTCC uimn mocTOpoOHHUX MPOBOAHUKAX ) HABOAUTCSA MH(OPMATHUBHBIN CUTHAIL.

[IpoxoskieHne MHPOPMATUBHBIX CUTHAJIOB B I[EMU AJIEKTPOINUTAHUS BO3ZMOKHO
IIPY HAJWYMU E€MKOCTHOM, MHAYKTHUBHOW WM TAJILBAHUYECKOM CBSA3M HCTOYHHKA
nH()OPMATUBHBIX CHUTHAJOB B cocTaBe TexHudeckux cpenctB MCII[In u ueneit
ITATAHUS.

[Tpoxoxknenne WHGOOPMATUBHBIX CUTHAJIOB B IEMU 3a3€MJICHHS O0YCIIOBJICHO
HAJIMYUEM €EMKOCTHOW, WHIYKTUBHOM WM TaIbBAHUYECKON CBA3W HCTOYHHKA
MH(OpPMATUBHBIX CUTHAIOB B cocTase anmnapaTypbl TCIIN u neneit 3azemueHus.

Jlnst cbema nHpOpMalUy ¢ TPOBOJHBIX JTUHUN MOTYT HUCHOJIb30BAThCS:

CpEIICTBA Ch€Ma CUTHAJIOB, COJICPKAIINX 3allUIIAEMYI0 HH(pOpMaLuIo, ¢ Lenen
texunueckux cpeacts MCIIIn u BTCC, nuHuii cBA3M W Nepeaayd JIaHHBIX,
BBIXOJISIIIMX 32 TPEACNbl CIY>KEOHBIX IMOMEIICHUH (SKBUBAJICHTHI CETH, TOKOBBIC
TpaHc(popMaTopsl, MPOOHUKH);

CpelCTBa CbhE€Ma HaBEICHHbIX HMHGOPMATUBHBIX CUTHAJIOB C ILEnen
AIEKTPOIUTAHUS;

CpellCTBa ChéMa HaBEJIEHHBIX MH(POPMATHUBHBIX CUTHAJIOB C IIIUH 3a3€MJICHUS;

CpeICcTBa CheMa HaBEJCHHBIX HWH(MOOPMATHUBHBIX CUTHAJIOB C TIPOBOISIINX
VH)XCHEPHBIX KOMMYHUKALIUH.

JInst BOJOKOHHO-ONTHYECKOM CHCTEMBI IEpeNadyd JaHHBIX YIPO30H YTEUKH
MH(pOpPMaLIUU ABJIETCS yTEUKa ONTUYECKOr0 U3IYUYEHUS, COJEPKALIEr0 3alUIIAEMYO
nH(pOpMalLIKIO, ¢ OOKOBOI MOBEPXHOCTH ONTHYECKOIO BOJIOKHA.

[TosiBieHME HOBBIX KAHAJIOB CBS3M — COTOBOM CBSI3M, MEWUKUHIOBBIX
COOOIIEHUM, CITYyTHUKOBBIX U OECIPOBOIHBIX CETEH Iepenadu JaHHBIX — MPUBEIO K
Pa3BUTHIO CHELUUAIM3UPOBAHHBIX CHCTEM M CpPEICTB KOHTPOJsS U IepexBara
uH(poOpMaIMU, OPUEHTHUPOBAHHBIX HA MHCIOJb3yeMble B HUX HWH(OpMaAIMOHHBIC
TE€XHOJIOTUH, B TOM YUCJIE CPEACTB:

nepexBara e PKMHTOBBIX COOOIIEHUM W COTOBOM CBSI3H;

nepexBaTa HHPOpPMAIUU B KaHAJIAX Mepeadn JAHHBIX BHIYUCIUTEIBHBIX CETEH.
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5. ¥rpo3bl HeCAHKUMOHUPOBAHHOI'0 A0CTYIIa K HH(OpMaALMHU
B MH(POPMALIMOHHOM CHUCTEMeE MEPCOHAIbHBIX JAHHBIX

VYrposst HC/J B UCII[IH ¢ npUMEHEHHEM MPOrPaMMHBIX U MPOTPAMMHO-
anmnapaTHbIX CPEACTB PEaTU3YIOTCs MPU OCYUIECTBICHUN HECAHKIIMOHUPOBAHHOTO, B
TOM YHCIE€ CIIy4ailHOro, JOCTyINa, B PE3yJbTaT€ KOTOPOrO0 OCYIIECTBIAETCA
HapylleHue  KOHQUICHIMAIBbHOCTU  (KOMMpPOBAaHME,  HECAHKLUHOHUPOBAHHOE
pacnpocTpaHeHHUe), LEJOCTHOCTH (YHUUYTOXKEHHE, HW3MEHEHHE) W JOCTYIHOCTH
(6moxuposanue) [1/1H, 1 BKIIIO4YarOT B ceOs:

yrpo3sl Joctyna (MPOHUKHOBEHHs) B ONEPALMOHHYIO Cpely KOMIIbIoTepa
C UCIOJB30BaHUEM HITATHOTO MPOTrPaAaMMHOT0 oOecniedeHus (CpeACTB ONepaluoOHHON
CUCTEMBI WJIM MIPUKIAJHBIX IPOrpaMM OOILETr0 NPUMEHEHHS);

yTpO3bl CO3JaHUS HEIITATHBIX PEXKUMOB pabOThl MPOTPaMMHBIX (IIPOTpaMMHO-
anmnapaTHbIX) CPEACTB 3a CUET MPEIHAMEPEHHBIX HU3MEHEHUW CIY>KEOHBIX JTaHHBIX,
UTHOPUPOBAHUS MPETYCMOTPEHHBIX B IITATHBIX YCIOBHUSX OIPaHUYEHUN Ha COCTaB
U XapaKTepucTUKu oOpabaTpiBaeMoll WHGOpPMAIUU, HUCKaXKEHUS (MOAUGDUKAIIIN)
caMuX JIaHHbIX U T.II.;

yIpo3bl BHEJIPEHUSI BPEIOHOCHBIX MporpamMm (IIporpaMMHO-MAaTEMaTH4YE€CKOTO
BO3CHCTBUSA).

CocraB snementoB onucanus yrpo3 HCJ x undopmammuu B UCIIAH npuseaex
Ha PUCYHKE 3.

Kpome »TOro, BO3MOXXHBI KOMOMHHPOBAaHHBIE YTIpo3bl, MPEACTABISAIOLINE
co0o0ll couyeTaHue yka3zaHHbIX yrpo3. Hampumep, 3a cueTr BHeIpeHUs BPEAOHOCHBIX
mporpaMM MOryT co3znaBatecsa ycnoBus mua HCJl B onepanuoHHyX cpeny
KOMIIbIOTEpPa, B TOM  4YHclie IyTeM (OPMUPOBAHUA  HETPATUIMOHHBIX
MH(OPMAIMOHHBIX KAHAJIOB JIOCTYTA.

VYrpo3el pgoctyna (MpOHUKHOBEHMs) B omnepaunoHHyro cpeny HWCIIIH
C WCIIOJIb30BAHUEM IITATHOTO MPOrPaMMHOI0 OOECIIeUeHUs pa3/IesIFOTCs Ha yTPO3bl
HEMOCPEJICTBEHHOI'0 U YJIAJI€HHOT0 JOCTyIa. YTPO3bl HEMOCPEACTBEHHOIO JIOCTYIIa
OCYUIECTBIISIFOTCA € HCIIOJIb30BAHUEM IPOTPAMMHBIX W IPOrpaMMHO-AIIAPaTHBIX
CPEICTB BBOJA/BBIBOJA KOMIIbIOTEPA. YTPO3bl YAAJEHHOTO JOCTyIA PEaTU3yIOTCS
C MCMOJIb30BAHUEM MPOTOKOJIOB CETEBOI'O B3aUMOICHCTBUSI.

Otn  yrpo3sl peanmusyrorcs otHocutenbHo MCIIJIH  xak Ha 0Oase
aBTOMAaTHU3UPOBAHHOIO pabovyero MecTa, He BKIIIOUEHHOTO B CETH CBSI3U OOIIEro
MOJIb30BaHUsl, TaKk U npuMeHutenbHo Ko BceM MCII/IH, umeromuM noakioYeHue
K CETAM CBSI3U OOILEro MOJb30BAHUS M CETSIM MEXIYHApPOJHOTO MH(OPMAIMOHHOIO
oOMeHa.

Onucanue yrpo3 joctyna (IMPOHUKHOBEHHS) B OINEPALMOHHYIO Cpeay
KOMITbIOTEPA (POPMATBHO MOXKET OBITh IPEICTABIECHO CIEIYIOIUM 00pa3oM:

vepoza HC/H ¢ UCII/n: = <ucmounux yeposzwvr>, <ysazeumocmv HCII/[H>,
<cnocob peanuzayuu yeposvl>, <00bekm 6030elcmeus (npocpamma, npomokoi,
oanmuvle u 0p.)>, <oecmpyKmueHoe 0elcmaue>.

VYTrpo3bl co3aHNs HEIITATHBIX PEKUMOB pabOThl IPOrpaMMHBIX (IIPOTpaMMHO-
anmapaTtHbIX) CpPEACTB — 3TO yrpo3bl «OtTka3za B oOciykuBanum». Kak mpasuio,
JlaHHBIE YIpo3bl paccMmaTpuBaroTcs: npuMeHuTenbHo kK MCIIJIH Ha 6a3e JToKaIbHBIX
U pacHpeesIeHHbIX MH(POPMAIMOHHBIX CUCTEM BHE 3aBUCUMOCTH OT MOJKIIOYCHHUS

¥9
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uHpopmanronHoro ooOmena. HWx peanusamus oOyclIoBIeHA TeM, YTO TMpHU
pa3pabOTKe CHUCTEMHOTO WM TPHUKIATHOTO MPOTPAMMHOTO OOECIICUCHHS HE
YYUTBIBAETCS BO3MOXKHOCTH TPEAHAMEPEHHBIX IEHCTBUI IO IICJICHATIPABICHHOMY
U3MEHEHHUIO:

COJIepKaHUsl CIIyKeOHOU MHGOpMalUK B MaKeTax COOOIICHUMN, IepeaaBaeMbIX
O CETH;

yCJIOBHM 00paOOTKM JaHHBIX (HApUMEpP, WUTHOPUPOBAHUE OTPAHUYCHHUM Ha
JUTUHY TIaKeTa COOOIICHU);

dbopMaToB TpeACTaBIEHUS JaHHBIX (C HECOOTBETCTBHEM HM3MEHEHHBIX
dbopMaToB, yCTaHOBJIEHHBIX JJisi OOpabOTKM 1O  MPOTOKOJIAaM  CETEBOIO
B3aUMOJICHCTBHA);

porpaMMHOro odecredeHus 00pabOTKH TaHHBIX.

B pesynerate peanmzamuu yrpo3 «OTkaza B 0OCITYXHBAaHUW» MPOUCXOJUT
nepenonHenue 0ydepoB u OIIOKMpOBaHUE MpoLEIyp 0O0pabOTKH, «3alMKINBAHUE)
npouenyp oOpabOTKM U «3aBUCaHUE» KOMIIbIOTEPA, OTOpachiBaHUE IaKETOB
coobmenuit u Ap. Onucanue Takux yrpo3 (GpopmManabHO MOXET OBITh MPEACTaBICHO
CJIeAYIOIIM 00pa3oMm:

yeposa  «Omrkasa 6  obcayscusanuuy: =  <UCMOYHUK  YepO3bl>,
<ysazeumocmov UCII/Jn>, <cnocob peanusayuu yeposvl™>, <o0ObeKm 6030elcmasus
(nocumenv  Il/[H)>, <HenocpeOCmBeHHblU pe3yIbmam  pealu3ayuu  yepo3vl
(nepenonnenue Oygepa, OI0KUposaHue npoyedypvl 00PAOOMKU, «3AYUKIUBAHUEY
obpabomxu u m.n.)>.

YTpo3sl BHEJIPCHUSI BPEIOHOCHBIX porpaMm (mporpamMMHO-
MaTeMaTH4YEeCKOrO0 BO3JEHCTBHS) HELEIeCOOOpa3HO OMNHUChIBaTH C TOW K€
JETATbHOCTHI0, YTO W BBINMICYKa3aHHBIC YIPO3bl. DTO OOYCIOBIEHO TEM, HTO,
BO-TIEPBBIX, KOJUYECTBO BPEIOHOCHBIX MPOTPAMM CETOJHS YK€ 3HAUYUTEIHHO
MPEBBIIIAET CTO ThICAY. BO-BTOpPHIX, MpHU OpraHU3alMM 3alIUThl UHPOPMAIUU
Ha TIpakTUKE, KaK TMPaBUJIO, JOCTAaTOYHO JIMIIL 3HATh KJIAacC BPEIOHOCHOM
MPOTPaMMBbI, CIIOCOOBI U TIOCJIEACTBUS OT €€ BHeApeHus (MHpuuupoBanus). B cBsa3u
C 3TUM Yrpo3bl MporpamMMHoO-maTeMaruyeckoro Bo3zzaeicteus (IIMB) ¢opmanbao
MOTYT OBITh TIPEACTABIIEHBI CICAYIOIINM 00pa3oMm:

yveposa [IMB 6 UCII/[n: = <knacc 8pedOHOCHOU Npocpammbl (C yKazaumuem
cpeovl obumanust)>, <UCMOYHUK Yepo3bl (HOocumenvb 8pPe0OHOCHOU NpPOcpamMmbvl)>,
<cnocob6 un@uyuposanus>, <00veKm B030euUcmeus (3a2py304YHblll CeKmop,
Gaiin u m.n.)>, <onucanue B03MOIHCHBIX 0eCcmpyKmuGHbLX
Oeticmeuii™>, <0onoaHumenvHas ungopmayus 06 yepose (pe3udenmuocms, CKOPOCmy
pacnpocmpanenust, NOIUMOPHUUHOCb U Op.)>.

Huxe naercs oOmras xapakTepUCTHKAa HMCTOYHHKOB YIrpo3 0e30macHOCTH
uH(poOpMaIUK, ySI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCIOJIb30BaHbI MPU peaTU3aIUU
yrpo3 HCJI, u xapakTepucTuka pe3yjabTaTOB HECAHKIIMOHUPOBAHHOTO WJIU
clly4ailHoro Joctymna. XapaKTepHCTHKa CIIOCOOOB pealn3aluu Yrpo3 JaeTcs
OpU OINMCAaHUU yIpo3 JAocTyna (MPOHUKHOBEHHS) B ONEPALMOHHYIO Cpedy
KOMITBIOTEPA, yTPO3 OTKa3a B 00CyxkuBanuu u yrpo3 [IMB.
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5.1. O0mas xapakTepuCTUKA HCTOYHUKOB YIPO3 HECAHKIMOHMPOBAHHOT O
A0CTYNAa B MH(pOPMAINMOHHOM CUCTEMe MePCOHAIbHBIX JAHHBIX

Ucrounukamu yrpo3z HCJ] 8 UCIIlH MoryT OBITH:

HapyIIUTENb;

HOCHTEIIb BPEJJOHOCHOM MPOrPaMMBbl;

anrapaTHas 3aKJIaJIKa.

VYrpo3el Oe3zonacHocty [1/IH, cCBsI3aHHBIE € BHEAPEHHUEM AaNIapaTHBIX
3aKJIA/I0K, OIpPEACNAITCS B COOTBETCTBUM C HOPMAaTHUBHBIM JOKyMEHTaMu
®denepanbHOil cimyx0bl Oe3onacHocTu Poccuiickoir denepanuu B yCTaHOBIEHHOM
€10 TOPSAIKE.

[To HanMuuIo MpaBa MOCTOSHHOTO WJIM Pa30BOT0 JOCTyNa B KOHTPOJIUPYEMYIO
3ony (K3) UCITIx HapymuTenn nopa3aesioTcs Ha IBa TUMA!

Hapymutenu, He uMmerommue noctyna Kk MCII[AH, peanusyromue yrposbl U3
BHEIITHUX CeTed CBSI3M OOIIEro MOoJIb30BaHUS M (WJIH) CETe MEeXIYHapOIHOTO
UH(OPMAITMOHHOTO 0OMEHA, — BHEIIIHUE HAPYIIUTEIH;

HapymmTenu, umeroniue goctyn Kk UCI/IH, Bkmodas nons3oBarenet MCIITH,
peanuzytoiue yrpo3sl HenocpenctBeHHO B UCIT/IH, — BHyTpeHHHUE HApYLIUTEH.

BHenmHuMu HapynmuTeas sMu MOTYT ObITh:

pa3BebIBaTEIbHBIE CIIYKObI TOCYIAPCTB;

KPUMUHAJIbHBIE CTPYKTYPBHI;

KOHKYPEHTHI (KOHKYPHUPYIOIIHE OpraHu3alim);

HEZ00POCOBECTHBIE NAPTHEPHI;

BHEIITHUE CyOBEKTHI ((hPM3UUECKUE JINIIA).

BHemHnit HapymuTesb UMEET CIIEAYIOIINE BO3MOKHOCTH:

OCYILECTBIISITh HECAHKIIMOHUPOBAHHBIN IOCTYI K KaHAJlaM CBSI3U, BBIXOSAILIAM
3a MpeeIibl CIIYKEOHBIX TTOMEIICHU;

OCYILECTBJISITh HECAHKIIMOHUPOBAHHBIN JOCTYN 4Yepe3 aBTOMATU3HPOBAHHBIE
pabouune mMecTa, MOAKIIOYEHHBIE K CETsIM CBSI3U OOIIEro MOJb30BaHUS U (HIIK) CETSIM
MEXAYHapOJIHOTO HHPOPMALIMOHHOTO OOMEHA;

OCYIIECTBJISITh ~ HECAHKIIMOHUPOBAHHBIM  JoCcTyn K  WHGOpMaALUU
C HCIOJB30BaHMEM CIEHUABHBIX MPOTPAMMHBIX BO3JECUCTBUN MOCPEICTBOM
NpOrpaMMHBIX  BHUPYCOB, BPEJAOHOCHBIX MPOrpamMM, AJTOPUTMUYECKUX WU
MPOTrPpaMMHBIX 3aKJIAJ0K;

OCYILIECTBJISITh ~ HECAHKIIMOHMPOBAHHBIM  JOCTYN ~ 4Yepe3  DJIEMEHTHI
undopmarmornHor uHppactpykrypel HWCIIJ[H, koTopble B TMpoiecce CBOEro
KU3HEHHOTO ULHKJIa (MOJEpPHU3ALMU, COMPOBOXKACHUS, PEMOHTA, YTUJIW3AIUHU)
OKa3bIBAIOTCS 32 MpeJeIaMi KOHTPOJIUPYEMOM 30HBI;

OCYHIIECTBIISITh HECAHKIIMOHUPOBAHHBIM JIOCTYN uepe3 HHPOPMALMOHHBIC
CUCTEMBl B3aUMOJECHCTBYIOIIMX BEJAOMCTB, OpraHM3alUid W YUYPEKICHUW MPU HUX
nojkaodeHnu Kk UCITH.

B03MOXHOCTH BHYTPEHHETO HapyUIUTENsI CYLUIECTBEHHBIM 00pa3oM 3aBUCST
OT JEHUCTBYIOIIMX B  TMpelesiax  KOHTPOJUPYEMOH  30HBI  PEKUMHBIX
U OpPraHu3allMOHHO-TEXHUYECKUX MEpP 3allluThl, B TOM YHCJIE€ IO JOMYCKY
dbusnyeckux auil K [IJIH 1 KOHTPOJIIO TOpsiiKa MPOBECHUS padoT.
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BHyTpeHHME NOTEHIMAIbHBIE HAPYLUIUTEIN MOAPA3ACISIOTCI HAa BOCEMb
KaTeropuii B 3aBUCUMOCTH OT crocoba TocTyna u noiHomouuit nocryna k [1/1H.

K mnepBoii kareropum OTHOCSATCS JIMUA, HWMEKOIIME CAHKIIMOHUPOBAHHBIN
noctyn k UCIIIH, HO He umeromme aocryna K [[/{H. K aTomy tTvny Hapymmrenei
OTHOCATCS AOJDKHOCTHBIE JIMLA, 00eCeYrBarolie HOpMajdbHOEe (PYHKIIMOHHUPOBAHUE
NCIIdn.

JInio 5ToM KaTeropuu, MOXKeT:

UMETh JOoCTyn K @parmMeHtam uHpopMauuu, coaepxamet II[ln wu
pacupocTpaHsrouIelcs o BHYTpeHHUM KaHanaMm cBsizu UCIT/IH;

pacnionarath  ¢parmeHtamu  uHbopMmanuu o  Tomosnoruu  MCII[In
(KOMMYHUKaLlMOHHOM YacTH MOJCETH) U 00 HCHOJIb3yEMbIX KOMMYHMKAI[MOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacriojnaraTb MMEHaMHM W BECTH BBIABICHHME I1apOJIEM 3apEeTHCTPUPOBAHHBIX
MM0Jb30BAaTEIICH;

U3MEHATh KOoHurypauuioo Ttexauueckux cpeacts WCIIJIH, BHocuTh B Hee
IIPOrpaMMHO-AIIAPATHBIE 3aKIaJKU U 00€CIeYnBaTh CheM HH(POPMALIUU, UCTIOIb3YS
HEIOCPEACTBEHHOE MOJAKII0YEHNE K TexHuYecKuM cpeacrBam MCII/IH.

Ko BTOpoM KaTeropum OTHOCATCS 3apETUCTPUPOBAHHBIE I10Jb30BATEIN
NCII[H, ocylecTBusOmuUe OrpaHudyeHHbii  pocryn Kk pecypcam  HWCII/Ix
¢ pabouero mMecra.

JIn1o 3ToM Kareropuu:

o0nazaeT BCeMU BO3MOKHOCTSIMU JIUIL IEPBOM KaTEropuu;

3HAET, 10 MEHBIIEH MEpe, OJHO JIErAJIbHOE UMs JOCTYIIa,;

o0najaer BCeMU HEOOXOIMMBIMU aTpuOyTaMu (HampuMep, MapoiieM),
00eCIeYnBaOIUMHU TIOCTYTI K HEKOTOpOoMy noamMHoxkecTBY [1/1H;

pacrnonaraeT KOH(QHUICHINATbHBIMU JAHHBIMH, K KOTOPBIM UMEET JOCTYTI.

Ero gocryn, ayTeHTHdHKamus W TpaBa MO JOCTYINy K HEKOTOPOMY
noAMHOKeCTBY [1/IH TOKHBI pErsIaMeHTUPOBATHCA COOTBETCTBYIOIMMU MTPABUIIAMHU
pasrpaHUYeHust JOCTYIIA.

K Tperpeld Kkareropum OTHOCATCS 3apPETHCTPUPOBAHHBIE  IOJb30BATENH
UCTIH, ocymectBiusiomue ynaideHHbld noctyn K [1/IH mo nokanbHbIM U (WIIH)
pacrnpeieieHHbIM HHGOPMAIIMOHHBIM CUCTEMAM.

JIn1o 3ToM Kareropuu:

o0J1a1aeT BCeMHU BO3MOKHOCTSIMU JIUIL ITEPBOI M BTOPOIl KaTEropuii;

pacnioniaraet undopmanueii o rornosoruu UCIIIx Ha 6a3ze gokanbHOM U (MITH)
pacnpenesieHHO HMH()OPMAaIlMOHHOM CHUCTEMBI, 4epe3 KOTOPYH OCYILECTBISETCS
JIOCTYII, U 0 cocTaBe TexHudeckux cpeacts MCITx;

UMEET BO3MOXHOCTh NPAMOro (pu3myeckoro) AocTyna K (parMeHtam
texHuueckux cpeacts UCII/IH.

K yeTBepTol Kateropum OTHOCATCS 3aperucTprupoBanHbie nosp3oBarenu MCIIIa
C MOJTHOMOYUSIMH aIMUHUCTpaTopa 6e3omacHocT cermeHTa (¢pparmenrta) UCIIH.

JInio oToM KaTeropuu:

o0J1a1aeT BCeMHU BO3MOKHOCTSIMU JIUILL MIPEABITYIINX KaTeTOpUd;

oOnagaeT mojaHOM MHpOpMAaILEel 0O CUCTEMHOM U MPUKIIAJTHOM MPOrPaMMHOM
obOecrieueHnu, uctonbzyemoM B cermente (dpparmente) UCIH;



26

o0naaaer moiaHoW MHPOpMaLKed 0 TEXHUYECKUX CPEACTBaX U KOHPUTYypaluu
cermenTa (pparmenrta) UCIH;

UMEEeT JIOCTYN K CPEICTBaM 3allUThl MH(POpPMAIMU W TPOTOKOIUPOBAHUS, a
TaK)Ke K OTJEJbHBIM 3JIeMEHTaM, UCTI0JIb3yeMbIM B cermenTe (pparmente) UCII/H;

UMEEeT JOCTYyH KO BCEM TEXHHUYECKMM CpEJICTBaM cermMeHTta ((parmeHTa)
NCIIdn;

oOjajaer mpaBaMu KOH(PUTYPUPOBAHHS M aJMUHUCTPATUBHOW HACTPOUKHU
HEKOTOPOTro MOJAMHOXKECTBA TEXHUYECKUX cpelicTB cermenTa (pparmenta) UCITH.

K nmnsToii KaTeropum OTHOCATCA 3aperuCTPUPOBAHHBIE TOJIB30BATEIU C
MOJITHOMOYHUSIMU cucTeMHoro aamuuuctparopa UCIT/x.

JIn1o 3Tou Kateropuu:

o0nafaeT BCeMU BO3MOKHOCTSIMU JIUILL IPEABIYIIUX KaTeropuii;

o0nagaeT NoJHOM MHPOpPMALE O CUCTEMHOM M MPUKIATHOM MPOrPaMMHOM
obecneuennu UCII/IH;

oOnagaeT mojaHOW MHQPOpPMaLUE 0 TEXHHUUYECKUX CPEACTBAX M KOH(PUTYpAIUU
NCIIdH;

UMEET JIOCTYN KO BCEM TEXHUYECKHUM CpeacTBaM oO0pabOTKH HH(OpMaluu U
nmaaaeiM UCITH;

oOnagaer mpaBaMu KOH(PUTYPUPOBAHUS M aJIMHUHHCTPATUBHOW HACTPOUKHU
texHnueckux cpeacts MCIIH.

CucTeMHBIN aJMUHUCTPATOP BBIMOJHAECT KOH(PUTYPUPOBAHUE M YIIPABICHUE
nporpaMMmubiM obOecrieuenueM (I1IO) u obopymoBaHueM, Bkioudass 0OOpY/IOBaHUE,
OTBEYAOIIEe 3a 0€e3011acHOCTh 3aIIHAIIAEMOTO oOBeKTa: CpelcTBa
Kpunrorpaguyeckod  3amMThl  MH(QOpPMAIMKM, MOHUTOPUHIA,  PETUCTpAIUH,
apxuBanuu, 3amutel oT HC/I.

K 1mecToil KaTeropum OTHOCSTCS 3apErMCTPUPOBAHHBIE IOJIb30BATEIN C
MOJIHOMOYMSIMHU aMUHHUCTpaTopa 6e3omnacuoctu UCTI/IH.

JIn1o 3Ton Kareropuu:

00J1ajjlaeT BCEMU BO3MOXKHOCTSIMU JIUIL MPEBIAYIIUX KaTeTOPUi;

oOnanaet noiaHoi uHpopmanueit 06 UCIIH;

UMEET JIOCTYI K CPEJICTBaM 3alUThl MH(OpPMAIIMU W TMPOTOKOIHPOBAHUS U K
yacTH KitoueBbIX djieMmeHToB MCII/IH;

HE UMEET MpaB JI0CTyNa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEACTB CETU 3a
HCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnMuHucTpaTOp  O€30MAaCHOCTHM  OTBEYAeT 3a  COOJIOJICHUE  IPaBUI
pa3rpaHUyYEHHs JIOCTyNa, 3a T€HEPALUHIO KIKOYEBBIX 3JIEMEHTOB, CMEHY IapOJICH.
AnMuHHCTpaTOp O€30MACHOCTU OCYUIECTBISIET ayOUT TEX K€ CPEICTB 3allUThI
00BEKTa, YTO U CUCTEMHBIN aAMUHUCTPATOP.

K  cempmoii KaTeropuu OTHOCSTCS MIPOTPAMMHUCTHI-PA3PaAOOTUNKH
(MOCTaBIIMKH) MPUKIIATHOTO TPOrPAMMHOTO 00ECIIeYeHUs 1 JIuIa, 00eCeYrBaroIIne
€ro CONMPOBOXK/ICHHUE Ha 3aIUIIAEMOM OOBEKTE.

JInio 3ToM KaTeropuu:

obOnamaer wuHopMmanuenr 00 anropuTMax U Iporpammax  00padOTKH
uHdopmanuu Ha UCITH;
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o0jaaer BO3MOXXHOCTSAMH  BHECEHHS  OMIMOOK, HEICKIapUPOBAHHBIX
BO3MOYKHOCTEM, MPOTPAMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX INPOTPAMM B IIPOTPAMMHOE
obecnieuenue MCIIJIH Ha ctaguu ee pa3pabOTKH, BHEAPEHUS U CONPOBOXKICHHUS;

MOXKET pacnojarath JIOObIMU (PparMeHTamMu HHGOpPMALMK O TOMOJIOTUU
NUCIIIH 1 TexHuueckux cpeactBax oOpaboTku u 3amuthl [1/1H, 0OpabaThiBaeMbIX
B UCII/H.

K BocbMOIl KaTeropuum OTHOCSTCS pa3paOOTUMKU M JIMIA, OOecredyrBarolne
MOCTABKY, COMPOBOXKACHNUE U PEMOHT TexHu4eckux cpeacts Ha UCII/IH.

JIn1o 3ToM Kareropuu:

o0JyaziaeT BO3MOXXHOCTSMHM BHECEHHUS 3aKJIaJ0OK B TEXHUYECKHE CpEICTBa
NCTI[In Ha ctaguu ux pa3pabOTKu, BHEPEHUS U COITPOBOXKICHUS;

MOXXET pacrojararb J0bIMH (parMeHTaMu HH(POpPMAIMM O TOIOJOTHH
NCTI/Ix u TexHUYeCKUX cpeacTBax o0padboTku u 3amuThl nHopmaruu B UCIT/IH.

VYKka3zaHHbIE KaTErOpuy HAPYIIUTENIEH JOJKHBI YUYHUTHIBATHCA IIPU OLICHKE
BO3MOXHOCTEHN peanuszaunu Y bII/IH.

HocureneM BpemOHOCHON MNpOrpaMMbl MOXKET ObITh ammapaTHBIM 3JIEMEHT
KOMIIBIOTEPA WM NIPOTrpaMMHBIA KOHTeWHep. Ecim BpenoHocHas mporpaMma He
aCCOIMUPYETCS ¢ KaKON-IMO0 MPUKIATHON MPOTPaMMOi, TO B KAUYECTBE €€ HOCUTEIIS
paccMaTpUBarOTCS:

OTUYXJAae€MbIi HOCHUTENIb, TO €CTh Juckera, ontudeckuii auck (CD-R,
CD-RW), bmaui-nmamste, oT4yKI1aeMblid BAHYECTED U T.11.;

BCTPOCHHBIE  HOCUTENIM  HH(OpManuu  (BUHYECTEPH,  MHUKPOCXEMBbI
ONEPATUBHOM NaMSTH, MPOLECCOP, MUKPOCXEMbl CUCTEMHOW IJIAThl, MUKPOCXEMBI
YCTPOMCTB, BCTpAaUBaE€MbIX B CHCTEMHBIM OJIOK, — BHJI€OaJaInTepa, CETCBOM ILIATHI,
3BYKOBOW IIJIaThl, MOJEMa, YCTPOWCTB BBOJA/BBIBOJIa MATHUTHBIX YKECTKUX
¥ ONTHYECKUX JIUCKOB, OJIOKA MUTAaHWUA WM T.II., MUKPOCXEMBI MPSMOTO OCTYyIIa
K MMaMSITH, ITUH TIEpeIauu JaHHBIX, TOPTOB BBOA/BBIBOIA);

MUKPOCXEMbl BHEIIHUX YCTPOUCTB (MOHUTOpA, KJIAaBHATypbl, MPUHTEPA,
MoOjIeMa, CKaHepa U T.I1.).

Ecnu BpemoHocHasi mporpamma acCOUMUPYETCsl C KaKOW-TMOO MpUKIAHON
nporpaMMmoii, ¢ ¢aitiaMy, MMEIOIUMHU OIpECICHHbIE PACHIMPEHUS WM HWHBIC
aTpuOyThl, C COOOIICHUSIMHU, TIEPEIABAEMBIMHU 10 CETH, TO €€ HOCUTEIISIMU SBJISIFOTCS:

MaKeThl IepPeIaBaeMbIX M0 KOMIIBIOTEPHOUN CETH COOOIIECHU;

Gaiibl (TeKCTOBbIE, rpadUUECKUe, UCTIONHIEMBIC U T.11.).

5.2. O0mas xapakTepuCcTUKA yA3BUMOCTell HHGOPMAIIMOHHOI CHCTEMBbI
NMEePCOHAIBHBIX TaHHBIX

VYsa3BUMOCTh  MH(QOPMAIIMOHHOM  CHUCTEMBI  MEPCOHANBHBIX  JAHHBIX  —
HEJIOCTaTOK WM Ciab0€ MECTO B CHUCTEMHOM WM MPHUKIATHOM IPOrPaAMMHOM
(mporpaMMHO-anmapaTHOM) OOECIEYCHUN aBTOMATH3UPOBAHHONW WH(OOPMAITMOHHON
CUCTEMbI, KOTOpbI€ MOTYT OBITh UCIOJB30BaHBl [JIS PEAJU3alMU  YTPO3BI
0€30MacHOCTU MEPCOHAIBHBIX JIAHHBIM.

[TpyurHaMu BO3HUKHOBEHHUS YSI3BUMOCTEH SIBIISIFOTCSI:

OIIMOKA TPU TPOSKTHUPOBAHUU M Pa3pabOTKe MPOrpaMMHOTO (IIPOrpamMMHO-
anmapaTHoro) o0ecreueHus;
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IIPEAHAMEPEHHBIC  JIEUCTBUSA 110 BHECEHHUIO  yA3BUMOCTEH B XOJIE
OPOEKTUPOBAHUA U  pa3pabOTKU MPOrpaMMHOTO  (IpOrpaMMHO-aNIapaTHOro)
oOecIeueHus I,

HEeMpaBWJIbHBIE HACTPOMKHU MPOTPAMMHOIO OO€CleueHUs, HENpPaBOMEPHOE
U3MEHEHHUE PEKUMOB PabOThl YCTPOUCTB U MPOTPaMM;

HECAaHKIIMOHUPOBAHHOE BHEJIPEHHUE U HCIIOJIb30BAHWE HEYUYTEHHBIX MPOrpamMm
C TOCIHEAYIOIMM HEOOOCHOBAHHBIM  PACXOJIOBAaHHUEM  PECypcoB  (3arpyska
npoleccopa, 3aXBaT ONepaTUBHOM MaMATH U MaMsTH Ha BHEIIHUX HOCUTESX);

BHEJIPEHUE  BPEAOHOCHBIX  NPOrpaMM,  CO3JAIOIMMX  YA3BUMOCTH B
MPOrpaMMHOM M MPOTPAMMHO-aNapaTHOM 00eCeueHNH;

HECAaHKLIMOHUPOBAHHBIE  HEYMBIIUICHHBIE  JIEWCTBUA  IOJIb30BATEIIEH,
IIPUBOJAIINE K BOSBHUKHOBEHUIO YS3BUMOCTEM;

cbon B paboTe ammapaTHOrO M MPOTPAMMHOIO oOecredeHus (BbI3BaHHBIC
cOOSIMM B QJIGKTPONHUTAHWUU, BBIXOJOM U3 CTpPOSl allllapaTHbIX JJIEMEHTOB B
pe3yibTaTe CTApEHUs W CHWXKEHUS HAJCKHOCTH, BHEUIHUMHU BO3JACHCTBUAMMU
AIIEKTPOMATrHUTHBIX MOJIEH TEXHUYECKUX YCTPOICTB U JIp.).

Knaccudukanus ocnoBHbIx yszsumocteit ICII/H npuBenena Ha pucynke 4.

Knaccudukanus yssBumocTtei
MPOrPaMMHOTO O0ecTIeUeHus

ITo sTany >XM3HEHHOTO
[To Tumny 11O a yo a oro [o mpruumnne ITo xapaxrepy
HWKJIa IpOrpaMMHOT o
§6ec e 2 P 4 KOTODO BO3HUKHOBEHUS oCJICACTBUU OT
TeYCHUS, H. TOPOM
’ P YSI3BUMOCTH peanu3aum aTak
BO3HUKAET YSI3BUMOCTh
Cucremuoe I10
V SI3BUMOCTH, Henocratkn —’ Vs13BUMOCTH,
» BO3HHUKAIOIIUE HA » MCXaHHU3MOB HMCIOJIb3YEMBIC I
IpuknagHoe sTane ayTeHTH(UKaIHH TEPETIONHEHHS
HpOrpaMMHOE HPOEKTUPOBAHHS - Oydepa
obecrieueHne POrPaMMHOTO HegmocTaTku
obecreueHus » 3aIUTHI YYETHBIX YSISBI/IMOCTI/I,
peanuzanuu | 3anucei ' HCIOJIb3yEMEIE JIs
IPOrPAMMHOTO noadopa naposs uin
obecreueHus Hanuuue ujeHTnuKaTopa
MHCTAJLIALIN 1 T103BOTISOIIIAX
HaCTpOMKH BBIIIOJIHATDH YHSBI/IMOCTI/I,
’ MIPOTPaMMHOTO JECTPYKTHBHbIE ' WCTIOJIb3yEeMBIE TSt
obecrieueHus neifcTBHS M3MCHEHUS MIPaB
JocTyma
OtcytcTBHE
MPOBEPKHU
> KOPPEKTHOCTH VYa3BUMOCTH,
WCTIOJIb3yEeMBIE /TSt
BXOJIHBIX JIAHHBIX _> peatsamm atak
«OTtka3 B
00CITy)KUBaHUIDY

Pucynox 4. Kimaccudukanus yss3BUMOCTEH IPOrpaMMHOTO 00SCTICYCHUS
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Hwxe mpencraBieHa oOmiasi XapakTepUCTHKA OCHOBHBIX TPYII YS3BUMOCTEH
NCIIIH, BKIIIOYAIOIINX:

YS3BUMOCTH CHCTEMHOI'O TMpOrpaMMHOro oOecriedeHuss (B TOM YHCIIC
MIPOTOKOJIOB CETEBOTO B3aUMO/ICUCTBUS);

YS3BUMOCTU MIPUKJIIATHOTO MPOrPaMMHOI0 00ecTieueHus (B TOM YHUCJIE CPEJICTB
3aIUTHl KHPOPMAITUN).

5.2.1. O0mas xapakTepUCTHUKA YA3BUMOCTEH CHCTEMHOI0 MPOrPpaMMHOI0
ol0ecrieyeHust

VSA3BUMOCTM ~ CHCTEMHOTO  MPOTPAMMHOIO  OOECleueHHUs  HEOO0XOIUMO
paccMaTpUBaTh C MPUBSI3KON K apXUTEKTYPE MOCTPOCHUS BHIYUCITUTEIBHBIX CUCTEM.

ITpu 3TOM BO3MOXHBI YS3BUMOCTH:

B MHUKpoOnporpammax, B npommuskax [13VY, TIII3VY;

B CpEICTBaxX OMNEPAIMOHHON CHUCTEMBbI, MPEIHA3HAYCHHBIX ISl YIPaBIICHUS
nokaneHbiMu  pecypcamu  UCII[IH (oOecneumBaronux BBIMOJHEHUE (YHKIUN
YIOPABJICHHS MPOLIECCAMH, AMATHIO, YCTPONCTBAMU BBOAA/BbIBO/A, UHTEP(ECOM C
MOJIb30BATEIIEM M T.11.), IpaiiBepax, yTHINTAX;

B CpEACTBaxX ONEPALMOHHOM CUCTEMBI, NMPEAHA3HAYEHHBIX JUIS BBITOJIHEHUS
BCIIOMOTATENbHBIX (YHKIHMA, — YTHIMTAX (apXUBUPOBaHUS, NedparMeHTaIuu u Jap.),
CUCTEMHBIX 00pabaThlBalOMIMX MporpamMmax (KOMIUJISATOPAX, KOMIIOHOBIIMKAX,
OTJIaAYUKaxX U T.I.), IporpaMMax MpeJOCTABICHHS MOJIb30BATEN0 JTOMOJHUTEIbHBIX
yciyr (cnenuanbHBIX BapuaHTax UHTepderca, KalbKyJlsITopax, Mrpax M T.IL.),
OnbImoTeKax MPOLEAYp Pa3IUYHOrO HazHaueHus (OMONIMOTEeKaX MaTeMaTHYEeCKHX
byHKUMA, QyHKIMI BBOAA/BBIBOIA U T.1.);

B CpEICTBaX KOMMYHHKAIIMOHHOTO B3aMMOJCHCTBHUSL (CETEBBIX CPEICTBAX)
OIIEPALMOHHON CUCTEMBI.

VSA3BUMOCTH B MUKpPOIpPOrpaMMax M B CPEJICTBAX OINEPALUOHHOW CUCTEMBI,
MpeIHA3HAYCHHBIX JJI YIPaBICHUS JOKAIbHBIMU PECYpPCAMH M BCIIOMOTATEIbHBIMU
(GyHKUUSIMH, MOTYT MPEACTABISTH COOOI:

GbyHKUMH, TPOLEAYphbl, M3MEHEHHE IapaMeTPOB KOTOPBIX OINPEAEICHHBIM
o0pa3oM TMO3BOJISIET MCMOJIB30BATh UX J/JII HECAHKIMOHUPOBAHHOTO AocTymna 0e3
OOHapy>KEeHUS TAKUX U3MEHEHUN OTNEepallMOHHON CUCTEMOM;

dbparMeHThl KoJia IpOrpaMM («IbIPBDY, «JTIOKW»), BBEJACHHBIE Pa3pabOTUYNKOM,
MO3BOJISIONIME 00XOIUTH MPOIEAYPhl UACHTU(DUKAIINY, AyTeHTU(DUKAIINN, TTPOBEPKH
LEJIOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOAMMBIX CPEICTB 3alUThl (ayTEHTU(UKAIMH, MPOBEPKH
LETOCTHOCTH, MPOBEPKHU dbopmaroB COOOTIICHMIA, OJIOKUPOBAHUS
HECAaHKIIMOHUPOBAHHO MOJIU(DUIIMPOBAHHBIX (PYHKIUH U T.I1.);

OLIMOKH B mporpammax (B 0ObsSIBICHUH NEPEMEHHBIX, PYHKIUN U pOUEeaAyp, B
KOJaXx MporpaMm), KOTOpbIE IPU ONPEAENEHHBIX YCIOBUAX (Hampumep, MpH
BBINIOJIHEHUU JIOTHYECKUX MEPEXO[0B) MPUBOAAT K COOAM, B TOM 4HcCIe K cOOsSM
(GYHKUIMOHUPOBAHUS CPEJICTB U CUCTEM 3aIIUThI HHHOPMALIHMH.

VYS3BUMOCTH TIPOTOKOJIOB CETEBOTO B3aWMOJICHCTBHSI CBA3aHbI C OCOOEHHOCTSIMU
UX TMPOTPaMMHOM peanu3alid U OOYCJIOBJIEHbI OrPAaHUYEHUSIMH Ha pa3Mepsl
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npumensemMoro Oydepa, HemocTaTKamMy MPOLEIYphl ayTeHTU(UKALUH, OTCYTCTBHEM
IPOBEPOK MPAaBMWIIBHOCTH CIIy>kKeOHOM mHpopmanuu u nap. Kparkas xapakTepucTuka
ATHUX YSA3BUMOCTEN PUMEHUTEIBHO K MPOTOKOJIAM MPUBEICHA B TAOIULE 2.

Tabmauna 2

VY A3BUMOCTH OTJIEIBHBIX TPOTOKOJIOB cTeka mpoTokosnoB TCP/IP,
Ha 0a3e KOTOporo PyHKIMOHUPYIOT III00abHBIC CETH OOIIEro MOJb30BaHUS

HanmeHoBanue Yposennb HaumeHnoBanue Coaep:xanue HApyLLIEHUs!
NMPOTOKOJIa cTeKa (XapakTepHUCTHKA) YA3BUMOCTH | 0Oe30macHoCcTH HHGOpMauK
NPOTOKOJIOB
FTP (File Transfer |Ilpuxmagnoii, | 1. Ayrentudukamnus Ha 6aze Bo3Mo)kHOCTH IepexBaTa JaHHBIX
Protocol) — MPENICTaBU- | OTKPBITOrO TEKCTa (apou y4eTHOW 3amucu (UMeH
MTPOTOKOIT TEJIbHBIH, MEePECHUTAIOTCS B 3apeTUCTPUPOBAHHBIX
nepenaun GaiyioB | ceaHCOBBIN He3aln(ppoBaHHOM BHUJIC) MOJIB30BATEIICH, TTapOJIeii).
0 CeTH 2. JlocTyI MO yMOITYaHUIO [lomyuenue ynaneHHOro AoCTyna
3. Hanuuue nByX OTKPBITHIX K XOCTaM
MTOPTOB
telnet — mpotokon | [Ipukmamuoit, | AyreHTHdUKanMs Ha 0a3e Bo3MoXHOCTE IepexBaTa JaHHBIX
yIpaBJIeHUS MPEJICTaBU- | OTKPBITOrO TEKCTa (apou YUETHOW 3aIlUCH M0JIb30BaTES.
yaaJIEHHBIM TENbHBIH, MIePEChUTAIOTCS B [lomyuenue ynaneHHOro gocTyna
TEPMHHAIIOM CEaHCOBBIH He3aln(ppoBaHHOM BHUJIE) K XOCTaM
UDP — npoTtokod Tpancnopr- | OTCyTCcTBHE MEXaHU3MaA Bo3MoxHOCTB peanuzanuu
nepesayu JaHHbIX | HBIN MPEIOTBPALIEHUS TIEPETPY30K UDP-mtopma.
0e3 YCTaHOBJICHHS Oydepa B pesynbpTare oOMeHa makeramu
COETMHECHUS MTPOUCXO/IUT CYIIECTBEHHOE
CHIDKEHHUE TIPOU3BOIUTETFHOCTH
cepsepa
ARP — nportokon CereBoit Aytentudukanus Ha 0a3e Bo3moskHOCTh nepexBaTa
npeoOpa3oBaHMs OTKPBITOTO TeKcTa (MHpopManus | Tpaduka moIb30BaTels
IP-anpeca B [IEPECHIIAETCS B 3JIOYMBIIUIEHHUKOM
¢uznaeckuii agpec He3an(ppoBaHHOM BHUJIE)
RIP — mporokon Tparacniopt- | OtcyrcTBUE ayTeHTH(DUKATHN Bo3MoKHOCTB nepeHaInpaBieHUs
MapHIpyTHON HEBII YIPABJISIOIINX COOOIICHHUH 00 Tpaduka gepe3 XoCT
uHpOpMaIH W3MEHEHUH MapIpyTa 37I0YMBIIIIEHHUKA
TCP — nporoxon Tpancnopt- | OTCcyTCcTBHE MEXaHU3Ma Cyl1iecTBeHHOE CHIKEHUE
yIIpaBicHUS HBIN MIPOBEPKU KOPPEKTHOCTH CKOpOCTH 0OMEHa U JaKe
nepenavent 3aITOJTHEHUS CITYKEOHBIX TTOJTHBIN Pa3phIB MMPOU3BOIBHBIX
3ar0JI0BKOB IIaKeTa coenuHeHni 1o npotokoixy TCP
DNS — npoTokon [Ipuxnangnoit, | OTcyTCTBHE CPEACTB MPOBEPKU Ddanbcudukanys 0TBeTa
YCTaHOBJICHUS NpeACTaBU- | ayTeHTU(UKAIMK TOTy4EHHBIX DNS-cepsepa
COOTBETCTBHSA TEJbHBIH, JTAHHBIX OT HCTOYHUKA
MHEMOHHUYECKHIX CEaHCOBBIN
UMEH U CETEBBIX
aJpecoB
IGMP — npotokon | CereBoit OTtcyTcTBHE ayTeHTU(UKAITUU 3aBucaHuE CUCTEM
nepeaadn CoO0TIeHMH 00 N3MEHEHNH Win 9x/NT/200
coo0IIeHuit 0 napamMeTpoB MapIipyTa
MapLIpyTH3aLuU
SMTP — nporokon | [Ipuknaguoit, | OTCyTcTBHE MOAAECPKKU Bo3MmoxHOCTE TTOAAEIBIBAHAS
obecrieueHus MIPEACTaBH- ayTeHTH(DHUKAITIN 3aTO0JIOBKOB COOOIIICHUI 3JIEKTPOHHOMN TTOUTHI,
cepBHca JOCTaBKH | TEIHHBIM, cO00IIeHM a TaKoKe aJpeca OTHPaBUTEINS
co00IIeHu 1Mo CEaHCOBBIH cooOrmIeHust
3JIEKTPOHHOM MOYTE
SNMP — npotokon | [Ipuknagaoi, | OTCYyTCTBHE MOIIEPKKA B03MOXHOCTB TiepernoaHeHus
yIIpaBJIeHUS MpeNCTaBUu- | ayTeHTU(UKAIIMY 3aT0JIOBKOB MPOITYCKHOM CITOCOOHOCTH CETH
MapILIpyTU3aTOPaMH | TEIbHBIH, coobuieHuit
B CETSIX CEaHCOBBIH
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Jlnst cucreMarth3anuu  ONKCAaHHUS MHOXKECTBA YSI3BHUMOCTEH HCIOJIbB3YETCA
enuHas 6aza manubix ys3BumocTeit CVE (Common Vulnerabilities and Exposures),
B pa3pabOTKe KOTOPOM NPUHUMAIIM Y4YacTUE CHELUAIMCTBl MHOTMX H3BECTHBIX
KoMmnaHui u opranuzanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, uactutyt SANS u 1.1. Ota
0a3a JaHHBIX NOCTOSHHO MOMOJHSETCA W HUCIONb3yeTcs Npu (QopMupoBaHUU 0a3
JAHHBIX MHOTOYMCIEHHBIX MPOrPaMMHBIX CPEACTB aHalu3a 3allUIIEHHOCTH W,
MPEXJIe BCET0, CETEBBIX CKAHEPOB.

5.2.2. O01mast XapakTepUCTHUKA YA3BUMOCTE MPUKJIATHOT0 IPOrPaAMMHOI0
o0ecnevyeHust

K npuknagHoMy mnporpaMMHOMY OOECIIEUEHHUIO OTHOCSTCS TPHUKIIATHBIC
POrpaMMbI OOIIETO MOJIB30BAHUS U CTICIIMATIbHBIE TIPUKIIAIHBIE TTPOTPAMMBI.

[IpuknagHbie MpOrpaMMBbl OOIIETO MOJIb30BAHUS — TEKCTOBBIE U rpaduyecKue
pEIAKTOPhl, MEIUA-NPOrpaMMbl (ayJuO- W BHUICONPOUTPHIBATENN, HTPOTrPaMMHbIC
Cpe/CTBa MpHeMa TEIECBU3MOHHBIX MPOrpaMM M T.N.), CUCTEMBI yIpaBieHUs 0a3zaMu
JAHHBIX, MpPOrpaMMHbIe TIATGOPMBI OOIIEro MOJL30BaHUSA Il  pa3pabOTKu
nporpaMMHbix TpoaykToB (tuma Delphi, Visual Basic), cpencrBa 3amurhl
uH(popMauu oOUIEro MoJIb30BaHUS U T.I.

CrnenuanbHble TPUKIATHBIE MpPOrpaMMbl — 3TO MPOrpaMMbl, KOTOpbIE
pa3pabaThIBalOTCSA B MHTEPECAX PEIICHUS KOHKPETHBIX MPUKIIAIHBIX 3a7a4 B JJAHHOU
UCIIIln (B TOM wuuciae mMporpaMMHBIE CpPEICTBA 3allMThl  MHGOpPMAIIHH,
paspabotannbie A konkpetHo UCIIIH).

VYA3BUMOCTH TIPUKIIAJHOTO MIPOTPAMMHOTO 00€CreueHuss MOTYT MPEACTABIISTh
co00ii:

GYHKIUMA U TPOTIEAYPHI, OTHOCSIIUECS K Pa3HbIM MPHUKIAJIHBIM MIpOorpaMMaM
¥ HECOBMECTHMBIE MEXAy co00H (He (yHKIMOHUPYIOIIME B OJHON OIEparmOHHON
cpelne) n3-3a KOH(IIMKTOB, CBI3AHHBIX C PACIIPEACIICHUEM PECYPCOB CUCTEMEI;

GyHKIMU, NOpoUexypbl, U3MEHEHHUE ONPEACIICHHBIM 00pa3oM mapaMeTpoB
KOTOPBIX MO3BOJISIET UCIOJIb30BATh UX JIJIsi IPOHUKHOBEHUS B ONEPALIMOHHYIO CPEly
HUCII[IlH u BbI30Ba IWITATHBIX (PYHKIMI ONEPALMOHHON CHCTEMbI, BBIIOJHEHUS
HECAaHKIIMOHUPOBAHHOTO  JOCTynma 0e3  OOHapy>KeHHs  TaKuX  HU3MEHECHUH
OTIEPALMOHHON CUCTEMOM;

dbparMeHTbl KoJa IporpaMm («IbIPbD), «JIIOKW»), BBEJACHHBIE Pa3pabOTUYUKOM,
MO3BOJISIONIME 00XOAUTH MPOILEAYPhl UACHTU(DUKAIINY, Ay TEHTU(DUKAIIUN, TTPOBEPKH
LEJIOCTHOCTH U JAp., IPEAYCMOTPEHHBIE B ONIEPALTUOHHON CUCTEME;

OTCYTCTBHE HEOOXOIUMBIX CpPEJICTB 3alUTHhl (ayTeHTU(HUKAIUU, MPOBEPKU
1I€JIOCTHOCTH, MPOBEPKHU dbopmaToB COOOIICHHH, OJIOKMPOBaAHUS
HECAHKIIMOHUPOBAHHO MOIU(DUIIMPOBAHHBIX (DYHKITUH U T.11.);

OmMOKH B TIporpamMmax (B 0OBSIBICHUH MEPEMEHHBIX, PYHKIIUN U POTEAYp, B
KOJIax MporpamMm), KOTOpbIE MpPHU OMNPEACICHHBIX YCIOBUSAX (Hampumep, MpuU
BBITIOJTHEHUU JIOTUYECKUX TMEPEX0JI0B) MPUBOJAT K COOsIM, B TOM 4YHCJIE K cOOsM
(GYHKIIMOHUPOBAHUS CPEACTB U CHUCTEM 3alluThl HMH(OpMAIMU, K BO3MOXKHOCTH
HECAaHKIIMOHUPOBAHHOTO JI0CTYIa K HH()OPMAIIUH.

JlanHple 00 YSI3BUMOCTSIX pa3padaThIBAEMOr0 U PaCHpOCTPAHIEMOIo Ha
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KOMMEPUYECKOIl OCHOBE MPHUKJIAJAHOTO MPOrPaMMHOTO O0eCleYeHHusl COOUpPAIOTCH,
0000LIaI0TCS U aHAIM3KUPYIOTCs B 6ase ganHbx CVE'.

5.3. O01mas xapakTepruCTHKA YIPO3 HENOCPEACTBEHHOI0 10CTyA
B ONIEPALMOHHYIO cpexy HHGOPMALMOHHOI CHCTEMBbI NIEPCOHAIBHBIX JaHHBIX

VYrpo3el goctyna (IPOHUKHOBEHUS) B ONEPALMOHHYIO Cpelly KOMIIBIOTEpA W
HECaHKIIMOHUPOBAaHHOTO Aoctyna K [1/[H cBsA3aHbl ¢ JocTynom:

K MH(QOpMalMU U KOMaHJlaM, XpaHsIuMcs B 0a30BOM cucTemMe BBOAA/BBIBO/IA
(BIOS) MUCIIln, ¢ BO3MOXHOCTBbIO TIepexBaTa  yYIPaBJICHHUS  3arpy3Koiu
ONEPALIMOHHON CUCTEMBI U MTOJIYYEHHEM IPaB JOBEPEHHOTO MOJIb30BATENS;

B ONEPAIMOHHYIO Cpely, TO €CThb B cpely (DYHKIIMOHMPOBAHHUSA JIOKAJIHHOM
OTNEpPallMOHHON  CHUCTEMBI  OTJEIbHOro TexHudeckoro cpenacrea HWCII[H ¢
BO3MOYXHOCTBIO BBINIOJIHEHUSI HECAHKLIMOHUPOBAHHOIO JIOCTyNa ITyTEM BbI30BA
IITATHBIX ~MPOrpaMM  OMNEPAIMOHHOM CHCTEMbl WM 3allyCKa CIEHUalIbHO
pa3pabOTaHHBIX IPOrpaMM, PEATU3YIOIINX TaAKUE JEUCTBUS;

B cpeny (QYHKIIMOHUPOBAHWS TPUKIATHBIX TMporpamMm (Hampumep, K
JIOKaJbHOW CHCTEME yIpaBiIeHHs 0a3aMu JaHHbIX);

HEMOCPEJACTBEHHO K wuHpOpManuu mnojib3oBatens (K (dailiam, TEKCTOBOM,
aynuo- W rpaduyeckol HMHQOpMAIMU, TMOJSM W 3alUCSIM B DJIEKTPOHHBIX 0azax
JAHHBIX) M OOYCJIOBJIIEHbl BO3MOXKHOCTBIO HApYIICHHsS €€ KOH(UICHIHUATbHOCTH,
LEJTOCTHOCTH U JOCTYIIHOCTH.

OTu yrpo3sl MOTYT OBITh peaiM30BaHbl B Clydae MOJYYEHHS (PU3UUECKOIrO
noctyna k MCII[ln wnm, mo kpaliHeW Mepe, K CpeAcTBaM BBojJa HHOOpMAIMH
B UCII/IH. Ux MOXHO 00BETUHUTH IO YCIOBHUSIM pealu3allii Ha TPU TPYIIIHIL.

[lepBast rpymma BKJIOYaeT B ceOsi yrposbl, pealu3yeMmble B XOJAE 3arpy3Ku
OTIEPAIlMOHHON CHUCTEMBI. DTH Yrpo3bl 0€30MaCHOCTH MH(OpPMAIMK HAMpPaBICHbI Ha
nepexBar Mmapojied WM  HACHTH(PUKATOPOB, MOAN(PHUKANHNIO TPOrPAMMHOTO
obOecrnieuenusi 0a3oBoil cuctembl BBoja/BbiBoma (BIOS), mepexBar ympaBieHus
3arpy3kod € HW3MEHEHUEM HEOOXOAMMOW TEXHOJIOrM4YecKol uHpopMauu i
nonyuenus HCJ[ B onepanmonnyro cpeny MWCII/[In. Yame Bcero Takue yrpossl
pEeaNM3yIOTCS C UCIOJIb30BAHUEM OTUYK/Ia€MbIX HOCUTEIEH HH(POPMALIIH.

Bropas rpymnma — yrposbl, peaau3yeMble IOCIE 3arpy3Kd OINEpallMOHHOU
Cpelbl HE3aBUCMMO OT TOrO, Kakas MpUKIagHas [porpamMma 3aIlyCKaercs
MOJIb30BATENIEM. OJTU yIPO3bl, KaK MPaBWIO, HAIMpPABICHbl HA BBINOJHECHUE
HEMOCPEJICTBEHHO  HECAHKIMOHUPOBAHHOTO jJocTtyna kK wuHpopManuu. [lpu
MOJIyYEHHUH JIOCTYIA B ONEPALMOHHYIO CPEAY HAPYLIMTEIb MOMXET BOCIOJIb30BATHCS
KaK CTaHAAPTHBIMHU (DYHKIIUSIMHA ONEPAIIMOHHOW CHUCTEMBl WM KaKOW-THOO
MPUKJIAHONA TPOTPaMMbl OOIIETO TMOJIb30BAaHUS (HAMPUMEpP, CUCTEMBI yIPABICHUS
0azaMM  J1aHHBIX), TaK W CHEUUATBHO CO3JIaHHBIMM  JJI1  BBIIIOJIHEHUS
HECAaHKIIMOHUPOBAHHOT'O AOCTyIa IPOrpaMMaMu, HalpUMep:

porpaMmamMu IpocMoTpa U MOJU(UKAIIUU PEECTpa;

porpaMmMaMu MOMCKa TEKCTOB B TEKCTOBBIX (pailyiax MO KIIFOUEBBIM CJIOBaM H
KOITMPOBAHUS;

! Benercs 3apy6exnoii ¢pupmoit CERT Ha KOMMEpUECKOH OCHOBE
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CHEeLMATBFHBIMUA MPOTrpaMMaMH MPOCMOTPA M KOMHMPOBAaHMs 3amuceil B Oazax
JTAaHHBIX;

nporpaMmMamMu  ObICTpOro  mpocMmoTpa  Tpaduyeckux  ¢aiinoB,  Ux
pEeNaKTUPOBAHMSI UM KOTIMPOBAHMS;

nporpaMMaMu TOJACPXKKA BO3MOXKHOCTEH pEKOH(GUTYypaluy MPOrpaMMHOMN
cpenbl (Hactpoiiku UCITJIH B uHTEpecax HapylIUTeNs) U Ap.

Hakonern, TpeThsi Tpymma BKJIIOYAaeT B ce0s Yrpo3bl, peanu3anus KOTOPBIX
OTIpe/eTsIeTCSl TeM, Kakash W3 MPHUKJIAJHBIX MPOTpaMM 3alyCKaeTcs TMOJb30BaTeleM,
win (pakToM 3amycka Jr000M M3 NPUKIAJHBIX IporpamMm. bosbiias yacTh Takux
yIpO3 — 3TO YIPO3bl BHEAPEHUS BPEJOHOCHBIX IIPOrpaMM.

5.4. O0mas xapakTepuCcTUKA YIPo3 0€30MaCHOCTH NEPCOHATbHBIX JAHHBIX,
peajin3yeMbIX ¢ HCIOJIb30BAHNEM MPOTOKO0JI0B MEKCETEBOI0
B3auMOACHCTBUS

Ecmu WCII[n peanu3zoBaHa Ha 0a3e JIOKAIbHOW WM paclpeaeieHHON
MH()OPMAIMOHHOW CHCTEMBI, TO B HEW MOryT OBITh pEAJU30BaHbl YTIPO3bI
O0e3omacHOCTH HMHQPOPMALMK TYyTEM HCIOJIb30BAHUS IPOTOKOJIOB MEKCETEBOIO
B3aumojieiictBusi. Ilpu »3TomM mMoxker o6OecneuuBarbess HCH x II[n  wmm
peaNM30BBIBATHCS yrpo3a 0TKaza B 00cimyxuBaHus. OCOOEHHO OMAaCHbI YIrpo3bl, KOTa
UCIIIn mnpencraBisier co0oOil  pacnpefeneHHyl0 HWH(OPMAIMOHHYIO CHUCTEMY,
MOJKJIIOYEHHYIO K CETSIM OOIIEro Moyib30BaHUs U (WJIM) CETAM MEXIYyHApOJAHOIrO
uHpopMalMoHHOro obmeHa. KnaccudukanuoHHas cxema yrpos, pealu3yeMbIX IO
CETH, IIPUBEJICHA Ha pPHUCYHKE 5. B ee OCHOBY IOJOXKEHO CEMb CIEAYIOIIMX
NEPBUYHBIX IPU3HAKOB KIacCU(PUKALUHY.

1. Xapaktep yrpossl. [1o aToMy npu3HaKy yrpo3bl MOTyT ObITh ACCUBHBIE U
aktuBHble. [laccuBHasg yrposa — 3TO yrposa, NpHU pealn3alud KOTOPOWM HE
OKa3bIBaeTCAd HeNocpeAcTBeHHOe BiusHue Ha padory MCII[H, HO MOryT OBITH
HapyLIEHbl YCTAHOBJIEHHbIE NpaBWia pasrpaHnyeHus noctyna K IIJIH uim cereBbiM
pecypcaM. IIpuMepom Takux yrpos sIBJI€TCS yrpo3a «AHajau3 CETEBOTro Tpadukay,
HaIlpaBJICHHAas HA MPOCIYIIMBAHWE KAHAJIOB CBA3M M IIEPEXBAT IEPEIaBAEMOMN
uH(popManuu.

AKTUBHasi yrpo3za — 3TO Yrpo3a, CBA3aHHAs C BO3JCHCTBHEM Ha PECYPCHI
NCII[H, npu peanu3alny KOTOPOM OKa3bIBAE€TCS HEMOCPEICTBEHHOE BIIMSHUE
Ha paboTy cucTeMbl (M3MEHEHHE KOH(UTYypalnu, HapylIieHue padboTOCIIOCOOHOCTH
U T.J.), U C HapylLIEHUEM YCTAHOBJICHHBIX NpPaBUJI pasrpaHudyeHust gocryna k I1/[x
WM ceTeBbIM pecypcaM. lIpumepom Ttakux yrpo3 ssiserca yrposa «OtTka3z B
oOcity KMBaHUMY, peanu3yemas kak «mropM TCP-3anpocoBy.

2. lenbp peanuzauuu yrposbl. [lo 3TOMy mnpusHaky yrpo3bl MOTYT OBITb
HamnpaBlieHbl Ha HApylIEHHWE KOH(PHUIECHIMATbHOCTH, LEJIOCTHOCTU U JIOCTYITHOCTHU
uHpopMaluu (B TOM uyMcie Ha HapymeHue paborocnocobnoctn UCII[H unu ee
AJIEMEHTOB).

3. YcmoBue Haudana OCYILIECTBICHUS Ipoliecca peann3aunu yrpossl. 11o atomy
IIPU3HAKY MOXKET PEANN30BBIBATHCS yIpo3a:
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TI0 3aIpoCy OT 00BEKTa, OTHOCUTEIHLHO KOTOPOTO peanu3yeTcs yrpo3a. B atom
cllyyae HapylIUTeNb OKUJIAeT MEepeAadd 3ampoca OMPEe/IeIEHHOrO TUIla, KOTOPBIA U
OyJleT yCI0BUEM Hauajla OCYIIECTBICHUS HECAHKIIMOHUPOBAHHOTO JTOCTYTA;



B3aHUMOJICHCTBUS B ABTOMATHU3HUPOBAHHBIX CUCTCMAX

Knaccudukanus yrpos 06e3onacHocTy HH(GOpMaIUK, peaau3yeMblX € HCIOJIb30BAaHHUEM IIPOTOKOJIOB MEXKCETEBOTO

Io nanuyuro obpammoti

Ilo pacnonocenuio cybvekma

VYTpo3sl ¢ HapyImeHHeM

Ilo xapaxmepy . 1o ycnosuio nauana npoyecca
sosdeiicmeus 1lo yenu o3deticmeus Dpeanusayu yzpossl ceasu ¢ UCI/[u amaku omuocumensro UCIT/[n
g T v v 1 === - - v ﬂ
I I : I :
[MaccuBHbIE I YTpossl ¢ HapyIICHHEM Vrposl, peannsyembie MO : C 00paTHOI CBS3BIO I : BuyTpucermMeHTHBIC I
I KOH(MHUICHITHATEHOCTH 3anpocy ot UCIIJx | I |
I urpopmarmu o I
| op I | Bes obparHoii cBs3n : | | MexcermMeHTHBIE :
AKTHBHbIE | : (omHOHATIpABIICHHAS | : |
I Yrpo3pl,  peanusyembie | | araxa) I I
——————————— - HACTYTUICHUIO I
| b
[

LEJIOCTHOCTH HH(OPMAIIUU

0KMIaEMOI0 COOBITUS B
UCTI/Iu

VYTpo3sl ¢ HapyImeHHeM
JOCTYHHOCTU UH(GOpMAILHU

YTpo3bl ¢ KOMIIEKCHBIM
BO3/ICHCTBHEM Ha
nHbOpMALHIO

be3sycnoBHbIE
BO3JICHCTBHUS

|
|
|
|
|
|
|
|
| o
|
|
|
|
|
|
|
|

Ilo coomnowenuro koruvecmea
Hapywiumeneti u XoCmos,
OMHOCUMENILHO KOMOPbIX

peanusyomes yepo3vl

I1o ypoguio smanonunou mooenu
83AUMOOEUCTEUsL OMKPLIMBIX CUCHIEM

Pacnipenenennsie
(CKOOpAMHHUPOBAHHEIE) YTPO3bI

VYrpo3bl Ha HU3MIECKOM yPOBHE

VYTpo3sl Ha KaHAJILHOM YPOBHE

YTrpo3sl Ha CETEBOM yPOBHE

VYTpo3bl Ha TPAaHCIIOPTHOM YPOBHE

pr03bl Ha CEaHCOBOM YpOBHE

YTpo3sl Ha IIPEICTABUTEIIFHOM YPOBHE

Yrpo3sl Ha IPUKIAIHOM YPOBHE

Pucynok 5. Knnaccudukannontas cxema yrpo3 ¢ HCHOJIb30BAHUEM MPOTOKOJIOB MEXKCETEBOIO B3aUMOICUCTBUS
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[0 HACTYIUICHHUIO 0’KMJIA€MOT0 COOBITHS Ha 00BEKTE, OTHOCUTEIBHO KOTOPOTO
peanusyercs yrposza. B 3ToM ciydyae HapymMTENb OCYIIECTBIISIET ITOCTOSHHOE
HaOmoeHne 3a cocrosHueM onepaunoHHod cucrembl HWCIIlH u  npu
BO3HMKHOBEHUU  OINPEICICHHOT0  COOBITHUS B  3TOM  CHUCTEME  HA4YHMHAET
HECAaHKLIMOHUPOBAHHBIN JTOCTYII;

Oe3yciioBHOE BO3JeicTBME. B 3TOM ciyyae Hayalao OCYIIECTBIEHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyNa 0€3yCJIOBHO MO OTHOIIECHUIO K LIENW JO0CTyHa, TO
€CTh YIpo3a peajnu3yercss HEMEUIEHHO U 0€30THOCUTENHbHO K COCTOSIHUIO CUCTEMBI.

4. Hamnmune oOpatHoii cBs3u ¢ WCIIAu. Ilo »ToMy mnpu3HaKy IMpoIecc
peanu3anuu yrpo3bl MOKET OBITh ¢ 00paTHOM CBsA3BIO U O€3 00paTHO CBs3HU. YTpo3a,
ocyuiecTBisiemass ipu Hanuuuu oopatHoi cBszu ¢ UCII[IH, xapakTepu3yeTcs: TeM,
4TO Ha HEKOTOphIe 3ampockl, nepenannsle Ha MCIIJIH, HapymmTenio TpebOyercs
noinyuuth oTBeT. CnemoBarenbHo, mexay Hapymwmtenem u WCIIIH cymectByeT
oOpaTHasi CBsA3b, KOTOpasi MO3BOJISIET HAPYIIMUTENIO aJIEKBaTHO pearupoBaTh HA BCE
n3MeHenus, npoucxogaume B WMCIIJJH. B ornmume oT yrpos, peaimsyemblx Mpu
Hanuyuu oopatHoil cBsizu ¢ UCIIJIH, mpu peanuzainuu yrpo3 6e3 oOpaTHOU CBS3U HE
TpeOyeTcsl pearupoBaTh Ha Kakue-1u00 uaMeHeHus, npoucxoasmue B UCITH.

5. Pacnonoxenne Hapymmtens otHocurenbHo MCIIIH. B coorBercTBUu ¢
ATUM MPU3HAKOM yIpo3a peain3yeTcsl KaK BHYTPUCETMEHTHO, TaK U MEKCETMEHTHO.
CerMeHT ceTu — pusznueckoe o0beauHeHne XocToB (TexHuueckux cpeacts MCIIIx
WIM KOMMYHHKAllMOHHBIX JJIEMEHTOB, MMEIONIMX ceTeBod aapec). Hampumep,
cermeHT MCIIJIH oOpa3yeT COBOKYITHOCTh XOCTOB, MOJIKJIIOUEHHBIX K CEPBEPY IO
cxeMme «oOmias muHa». B ciayuae, Korja MMeeT MECTO BHYTPHCETMEHTHAasl yrposa,
HapYILIUTENh UMeeT (pu3ndeckuil nocTyn K anmapatHbiM dnemeHTam UCIIIH. Ecnu
MMEET MECTO MEXCErMEHTHasl yrpo3a, To HapyummTenb pacnonaraercs Bue UCII/IH,
peannsyst yrposy u3 Ipyroi cetu uinu u3 gpyroro cermenra UCITIH.

6. VPOBEHb OJTAOHHOW MOJEIM B3aMMOJIEHCTBUS  OTKPHITBIX  CHCTEM’
(ISO/OSI), Ha kotopoM peanusyercs yrposa. Ilo 3TomMy npu3HaKy yrposa MOXKET
peaNn30BBIBATHCS HA (PU3NYECKOM, KaHAJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MPEJICTaBUTEILHOM U MPUKIaAHOM ypoBHE Moaenu [ISO/OSI.

7. CooTHOLIEHHE KonuuecTBa Hapymmtened u  anemeHtoB  WCII/H,
OTHOCHUTEJIBHO KOTOPBIX peanu3yercss yrposza. I[lo 3ToMy mpu3Haky yrpos3a MOKET
OBITh OTHECEHA K KJIAcCy yIrpo3, pealn3yeMbIX OJHUM HapyUIUTEIEM OTHOCUTEIHHO
onHoro texuuyeckoro cpencrsa HCII[In (yrpo3a «OoIMH K OJHOMY»), cpasy
OTHOCUTEIBHO HECKONbKUX TexHuueckux cpeacts HCII[n (yrpo3a «oauH KO
MHOTHUM)) WJIM HECKOJIBKUMH HAPYIIUTEISIMH C Pa3HBIX KOMITBIOTEPOB OTHOCUTEIHHO
OIHOTO WM HecKOoJIbkux TexHuueckux cpeactB WCII[H (pacnpeneneHHble WIH
KOMOWHUPOBAHHBIC YTPO3bI).

C yderom MpoBeAeHHOW KiIaccH(UKAIIMK MOXKHO BBIIEIHTH CEMb Hamboee
4aCTO PEAIN3YyEMBIX B HACTOSAIIEE BPEMS YTPO3.

1. Ananu3 cereBoro Tpaduka (pUCyHOK 6).

? Mexnynaponnas Oprarmsanus mo Crangapruzauuu  (ISO) npunsima crammapr I1SO 7498,  onmchiBaromuii
B3aMMOJIEHCTBHE OTKPBITHIX cucTeM (OSI).
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©
/;
@

Xoct 1
MapmpyTtusatop 1 MapmpyTtusatop 2

S

TIpocnyuinBanue
KaHaa|CBsI3u

XoCT HapyHIHuTes

N)

§

Xoct N

Pucynok 6. Cxema peanu3zaiuu yrpo3bl «AHaIN3 CETEBOTO TpaduKa

Orta yrposa peaiusyercs ¢ MOMOIIbIO CHEIUaIbHON MPOrpaMMbl-aHAIH3aTOPa
nakeToB (sniffer), mepexBaThIBarOIICH BCE MAKETHI, IEPEIABACMBIC IT0 CETMEHTY CETH,
U BBUICTSIONICH Cpear HHUX T, B KOTOPBIX TEPENalOTCs HIACHTU(PHUKATOP
MOJIb30BaTeNIsI M €ro mnapoiib. B Xxone peaiuszanuu yrpo3bl HapylIuTeNlb H3ydaeT
JIOTUKY pabOThl CETH — TO €CTh CTPEMHTCS MOJYYHTh OJIHO3HAYHOE COOTBETCTBHE
COOBITH, TPOUCXOMISAIINX B CUCTEME, M KOMaH]I, IEPEChUIAEMbIX TTPH ATOM XOCTaMH,
B MOMEHT TIOSIBJICHHS JaHHbIX coObITud. B panpHelieM 5TO MO3BOJISIET
3JIOYMBIIIJICHHUKY Ha OCHOBE 3aJlaHMsl COOTBETCTBYIOIIUX KOMAHJ TOJYyYHTh,
HaIMpUMep, MPUBUIICTUPOBAHHBIE TIPaBa Ha IEUCTBUS B CUCTEME WJIM PACIIUPUTH CBOU
MOJIHOMOYMSI B HEH, NEPEXBATHTh TOTOK IMEpPEAaBaeMbIX JaHHBIX, KOTOPBIMH
OOMEHUBAIOTCS KOMIIOHEHThI CETEBOM OINEpPAllMOHHOW CHUCTEMBI, ISl W3BJICUCHUS
KOH(OUJICHIUATBbHON  WIM  UACHTU(UKAIMOHHOW  uMHoOpMauuu  (Hampumep,
CTaTUYECKUX TMapoJiel IMOJIb30BaTEeNeH Il JOCTyna K YJaJeHHBIM XOCTaM 10
nporokonam FTP u TELNET, ne npexycmaTtpuBatonum mudpoBaHue), €€ mOIMEHBI,
MOAU(DUKALIUU U T.II.

2. CKkaHMPOBAHUE CETH.

CymHocTh mporiecca peanu3aiii yrpo3bl 3aKII0YaeTCsl B IMepeaade 3armpocoB
ceteBbIM ciry0am xoctoB UCII/IH u ananu3e oTBeToB OT HUX. llenb — BhIsBICHUE
UCIIOJIb3YEMbIX TMPOTOKOJIOB, JOCTYMHBIX TOPTOB CETEBBIX CIYXO0, 3aKOHOB
dbopMHUpOBaHUS UIACHTU(UKATOPOB COCTUHEHUM, OINPEICIICHHE AKTHBHBIX CETEBBIX
CEPBHCOB, NMOJA00P UACHTU(PUKATOPOB U MAPOJICH MOJIH30BATEICH.

3. Yrpo3a BbISBICHUS TAPOJISL.

Henp peanuzanuu yrpo3sl coctout B noinydeHun HCJl mytem mpeoposieHust
NapoJbHOM 3alIUTHI. 3IOYMBIIUIEHHUK MOET PEealu30BbIBATh YIpO3y C MOMOUIBIO
[[EJI0Or0 psijia METOJI0B, TAKUX KaK MPOCTOW mepedop, mnepedop ¢ HCIOIb30BAHUEM
CHEIUATBHBIX CIIOBAapei, yCTAaHOBKAa BPEIOHOCHOW NPOTPaMMBI I TIEpexBaTa
napoJisi, mojgMeHa JoBepeHHoro oodwnekrta cetu (IP-spoofing) m mepexBaT makeToB
(sniffing). B ocHOBHOM Il peanu3alMi yrpo3bl HMCHOJB3YIOTCS CHElHalbHbIE
MpOrpaMMbl,  KOTOpbI€  TMBITAIOTCA  MOJYYUTh  JIOCTYII K XOCTy MyTeM
MoCJIeIOBATENHHOTO MoAOOpa maposieil. B cimydae ycmexa, 3710yMBINIJIEHHUK MOXKET
co3aarh A ce0sl «Ipoxoa» Ajig OyAyILIero J0CTyIa, KOTOpbld OyneT JeHCTBOBAaTh,
JlaKe eclid Ha XOCTe U3MEHUTh Maposb I0CTyMa.
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4. [TommeHna OBEpEHHOTO OOBEKTAa CETH W Mepejadya IO KaHajdaMm CBSI3U
COOOIICHH OT €ro0 UMEHHU C IPUCBOCHUEM €T0 TIPaB A0CTyNa (PUCYHOK 7).

1. Xoct X Beger HabmoaeHue 3a XxoctaMu A u B u onipefienseT HyMepauio
MaKeTOB COOOIIeHUH, HIynyto oT xocTa B

Xoct X - XOCT HapyLIUTEIs

XocT A - TOBEpeHHBIH XOCT

2. Xoct X mocsinaet Ha XocT A ceputo TCP-3ampocoB Ha co3gaHue COeqUHEHUS,
3aIOJIHSISI TEM CaMBIM OYepeb 3alPOCOB C LEIbI0 BEIBECTH U3 CTPOSI HA HEKOTOPOE
BpeMs XOCT A

Xoct B

SYN,
ISSx
TCP-3anpoc Ha OTKPBITHE COEAUHEHUS OT UMEHHU XocTa A

SYN-OUT CHHXPOHHU3AL KU HOMEPA MOCIEJOBATEIBHOCTH
ISSx-npou3BoNBHBII HOMED MOCIEN0BATEIbHOCTH
XOCT A BBIBEJEH U3 CTPOS

OTBer xocTa B Ha TCP-3arM

SYN, ACK, ISSb Xoct B
ACK(ISSx+1)

SYN-06HUT CHHXpOHH3aUK HOMEPA IIOCIEI0BATEIBHOCTH
ISSb-mpou3BOJIBHEII HOMEp MOCIEA0BAaTEIFHOCTH X0CTa B
ACK(ISSx+1)-Homep moarBepxkaeHus npuema TCP-makera ot

xocTa A, paBHBIHN [SSx+1

ASK(ISSb+1)-mHomep nmoarsepxkaeuus npuema TCP-nakera ot xocra B,
B KOTOPOM aTaKylIUi yKa3slBaeT nonoopanubii Homep ISSb+1

N ACK, ISSx+1 -
% ACK(ISSb+1) T
Xocer X _ B "7 TASK(ISSx+1)-Homep Xocr B

- cinenytoiero TCP-nakera

-

J OrcyrcrByet coobuenue o paspsiBe TCP-coequnenus or
BBIBEJIEHHOI'O U3 CTPOS X0cTa A (ITaKeT C 3aI10JIHEHHBIM

Xoor A ciry>)keO0HBIM 3arosioBkoM RST)

Pucynox 7. Cxema peanuzanuu yrpo3bl «IlogmeHa 70BEpeHHOTO 00BbEKTa CETH
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Takas yrpo3a 3(pGhEeKTHBHO peanu3yeTcss B CHCTEMax, TJe NPUMEHSIOTCS
HECTOWKNE aJITOPUTMBI HICHTU(PUKAIIUY U ayTEHTU(UKAIIUN XOCTOB, MOJIH30BATENICH
u T.a. [log noBepeHHBIM OOBEKTOM TOHHMAETCS OOBEKT CeTH (KOMIThIOTED,
MEKCETEBOM IKpaH, MapUIPyTU3ATOP U T.I1.), JIETAIBHO MOJKIIOYEHHBIN K CEpBEpY.

MoryT ObITh BBIJIEJICHBI JIBE€ PA3HOBUIHOCTH IIpoliecca pealnu3aluu yKa3aHHOU
YIPO3bl: C YCTAHOBJICHHEM U 0€3 YCTAHOBJICHUS BUPTYAIIBHOTO COSAMHEHUS.

[Iporiecc peanuzanuu ¢ YCTaHOBJIEHUEM BUPTYaJIbHOTO COCIMHEHUSI COCTOUT B
MPUCBOCHUU TMpPaB JOBEPEHHOIO0 CyOBEKTa B3aUMOJCUCTBHUS, UTO IIO3BOJISET
HApYUIUTEIIO BECTU CeaHC PabOThl C OOBEKTOM CETH OT UMEHH JIOBEPEHHOTO CYyObEeKTa.
Peanuzamust yrpo3bsl TaHHOTO TUIA TPEeOYeT MPEOJ0TICHUS CUCTEMBI UIACHTUPUKAIIUU
U ayTeHTUUKalUK cooOIeHnit (Hanpumep, ataka rsh-ciyx6s1 UNIX-xocra).

[Ipomiecc peanuszanuu yrpo3sl 0€3 yCTAaHOBJICHHUS BUPTYaJbHOTO COEIMHEHUS
MOXXET UMETh MECTO B CETSIX, OCYHICCTBIISIONIUX UACHTHU(PUKAIMIO TepeaBaeMbIX
COOOIICHHI TONBKO TO CEeTeBOMY ajpecy ormpaButeis. CylIHOCTh 3aKIIOYacTCs B
nepenade Ciay>KeOHBIX COOOIEHWH OT WMEHU CETEBBIX YMPABISIONIMX YCTPOWCTB
(HampuMep, OT MMEHHM MaplIpyTH3aTOPOB) 00 HM3MEHEHUH MapUIPYTHO-aJIPECHBIX
naHHbix. Ilpy  3TOM HEOOXOJUMO HMETh B BHUAY, YTO €IUHCTBEHHBIMU
uneHTugukaropamMu aO0HEHTOB U coeAauHeHus (o mpotokony TCP) sBnsroTcs aBa
32-6utHbix napametpa Initial Sequence Number — ISS (Homep nociie10BaTeIbHOCTH)
u Acknowledgment Number — ACK (Homep moarBepxaeHust). CienoBatenbHO, s
dbopmupoBanusa noxkHoro TCP-makera HapylmuTenr0 HEOOXOAMMO 3HATH TEKYIHE
uaeHTU(PUKATOPHI 11 TaHHOTO coenuHeHus — [SSa u ISSb, rae:

[SSa — HekoTOpoe 4YHCIEHHOE 3HAYEHHE, XapPAKTEPU3YIOUIEE IOPSIKOBBIMA
Homep ornpasisieMoro TCP-makera, ycranaBimuBaeMoro TCP-coenunenus,
WHUIIMMPOBAHHOTO XOCTOM A;

ISSb — HekoTopoe uncieHHOe 3HAYEHHE, XapaKTEPU3YIOIIee OPSIKOBLIM HOMED
otrnpasiisiemoro TCP-nakera, yctanasnmuaemoro TCP-coequHeHUs], THULIMUPOBAHHOTO
xocToM B.

3nauenue ACK (Homepa monrBepskieHusi ycraHoBieHus TCP-coenunenus)
OTpeJeNsieTcsl Kak 3HaueHHe HOMepa, MOJYYEeHHOro oT pecnoHzaeHta ISS (Homep
nocienoBaTenbHocTH) Toroc eauanna ACKb = [SSa+1.

B pesynpTaTe peanuzaiuu yrpo3bl HapyIlIUTENIb MOJy4aeT IpaBa JOCTYIIA,
YCTaHOBJICHHBIE €0 TOJIb30BATENIeM JIJIsl JOBEPEHHOTO a0OHEHTa, K TEXHUYECKOMY
cpeactBy MCIIIH — uenu yrpos.

5. HaBsi3pIBaHUE JT0KHOTO MapuipyTa CETH.

Jlannast yrpo3a peanu3yeTrcs OJHMM H3 JBYX CIOCOOOB: TyTEM
BHYTPUCETMEHTHOTO  WJIM  MEXKCETMEHTHOTO  HaBsI3bIBaHUA.  BO3MOXHOCTh
HABS3BIBAHUS JIOKHOTO MapiipyTta oOyCJIOBJIeHa HEJAOCTaTKaMH, TMPUCYIIUMHU
aIropuTMaM MapupyTu3aluu (B 4YaCTHOCTU, H3-3a MPOOJIEMbl HACHTU(DUKALUU
CETEBBIX YIPABIISIOUIMX YCTPOMCTB), B pE3yJIbTATE YEr0 MOYKHO MOMACTh, HAIIPUMED,
Ha XOCT WM B CETh 3JIOYMBIIUICHHUKA, TJI€ MOXXHO BONTH B ONEPALMOHHYIO CPEAY
TexHuueckoro cpeactBa B cocraBe MCIIIH. Peanusanus yrpo3sl OCHOBBIBAETCS
Ha HECAHKIIMOHMPOBAHHOM HCHOJb30BAHUU NPOTOKOJIOB MapiipyTtusanuu (RIP,
OSPF, LSP) u ymnpasnenus cerbto (ICMP, SNMP) nns BHeceHHs W3MEHEHUU
B MapIIpyTHO-aipecHble Tabiuibl. [Ipu 3ToM HapymuTe 0 HEOOXOIUMO TTOCIATh OT
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UMEHH CETEBOr0 YIPABIAIOIIEIO YCTPOHCTBA (Hampumep, MaplHIpyTH3aTOpa)
YIOPABIISIIOLIEE COOOIIEHHE (PUCYHKH 8 U 9).

1. ITepenaya HapymuTeneM Ha XocT 1 JoxkHOro coobuenuns no nporokony ICMP Redirect oT
HMEHH MapIpyTH3aTopa 1 06 n3MeHeHHH Taban 1Bl

%) 4%— HHrepreT

|
JloxHOE coobuieHne Cepsep

ICMP Redirect top.secret.com

& &
Xocr 1 Xocr 2 XocT HapymuTens

2. [TakeTsl Ha top.secret.com HampaBJIAOTCSA Ha HECYIECTBYIOMMN MapIIpyTH3aTop (xoct 2), a
CIIe10BATEIBHO, CBA3D C top.secret.com HapyIIaeTcs

Mapmpyrusatop 1 MapupyTusatop 2

Tabma > % _%/ Wnrepuer
Mapuipy THSAIHH Mapupyrusarop 1  Mapupytusarop 2 |
top.secret.com: [—————>
gateway=xocT 2 :
Xocr 1 Xoct 2
Cepsep

top.secret.com
Pucynok 8. Cxema peannzannu ataku «HaBsi3pIBaHME J10KHOTO MapuIpyTa»
(BHYTpHUCErMEHTHOE) C UCIoIb30BaHueM npoTokosia ICMP ¢ nenbio HapyieHus
CBsI3U

1. ®a3a nepenauu noxHoro coobmenus ICMP Redirect oT uMeHH MapHIpyTHU3aTOpa Ha XOCT 1

JloxuOoe coobmenrne ICMP Redirect MapuipytusaTtop

B HaWJTy4IIeM MapIIPyTe K XOCTY
top.secret.com

&
&

HNuTteprer
Xoct 1 Xoct 2 7

XoCT HapyLIuTens

2. ®aza npueMa, aHaljimsa, BO3JICUCTBUS U nepeaayu nepeXBaquHOﬁ I/IH(l)OpMaIII/II/I Ha JIOXKHOM

cepsepe
B
% R WNurepuer
Mapupyrtuszarop | MapuipyTusarop 2

Xoct 1 nepenaet
MaKeThl, .

-« ATaKkyomuid OT UMEHHU
npeaHa3HaueHHbIe

xocta | mepenaeT makeTsl
top.secret.com, Ha

Ha top.secret.com

XOCT aTaKyHOUIEro
XocT HapymuTens

Xoct 1 Cepsep top.secret.com

Pucynok 9. Cxema peanu3zanuu yrpo3sl «HaBsi3piBaHre JT0KHOTO MapIipyTa
(MEXXCEeTMEHTHOE) C IIeJIbI0 IepexBaTa Tpaduka
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6. BHenpenue 105XKHOro 00beKTa CETH.

Ora yrpo3a OCHOBaHa Ha MWCHOJb30BAHUM HEJIOCTAaTKOB AJITOPUTMOB
YAAJIEHHOTO MOUCKa. B ciyuae, eciii 00BEKTHI CETH M3HAYAIBHO HE UMEIOT aJIPECHOM
uH(popMaMu Jpyr O JApYyre, MCHOJB3YIOTCS Pa3Iu4HbIe IPOTOKOJIBI YIAJIEHHOIO
noucka (Hanpumep, SAP B cersix Novell NetWare; ARP, DNS, WINS B cersx co
crekoM npoTtokosioB TCP/IP), 3akimouaroniyecss B nepejavye Mo CeTu CreluaibHbIX
3alpOCOB U TIOJYYEHMM HA HHUX OTBETOB ¢ HCKOMOW uH(popmanuei. Ilpu stom
CYILECTBYET BO3MOXKHOCTh II€peXBaTa HAPYILIMUTEIEM IMOMCKOBOIO 3alpoca U BblAAYU
Ha HEro JIO)KHOTO OTBETa, HWCIOJb30BAaHHWE KOTOPOTO MpUBENET K TpedyeMomy
W3MEHEHUI0 MAapIIpyTHO-3JPECHbIX JIaHHbIX. B nmanpHeiinieM Bech MOTOK
uH(pOpMAaIUU, ACCOIMUPOBAHHBIA C OOBEKTOM-KEPTBOW, OyAEeT MPOXOJUTH Uepes
JIOKHBIN 00BeKT cetu (pucynku 10 - 13).

1. ®a3a oxupganus ARP-3ampoca %
|

ATakyomuid NpoCIyIuBaeT Mappyrtusarop
KaHaJ, 0XKHJas mepenaqy

ARP-3anpoca

~ | Hutepuer
Xocr 1 < ;7
XocT HapymuTeNns
2. ®aza peanusanuy yrpossl
Xoct nepenaet ITepexsatus ARP-3ampoc, Mapupyrisarop
ARP-3anpoc aTakyoIMi epeJaet JOKHbII
ARP-otBeT
Hurepuer

% S

3. ®aza mpuema, aHanu3a, BO3ACHCTBUS U Nepeadll MepexBadeHHo nHpopMany Ha
noxuaoM ARP-cepBepe

% MapupyTtu3zatop
Cas3p xocta 1 ¢

MapLIpyTU3aTOPOM IIPOUCXOIUT
uepes noxHbIH ARP-cepsep

&

XO0CT HapyMHUTENA

Hurepuer

JloXKHBIH
ARP-cepsep

Pucynok 10. Cxema peanuzanuu yrpo3sl «Baeapenue noxxknoro ARP-cepsepa»
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1. ®a3a oxumanug arakyromuM DN S-3anpoca ot xocta | (atakyromuii HaxoguTcs 11060 Ha X0CTe
HapymuTens 1, 1100 Ha XocTe HapyIIuTens 2)

Cepgep /\
N top.secret.com [
Q
MapurpyTtusarop §/
g@% cee é g 1
MappyTusaTop MapupyTusaTop §/
DNS-cepsep

"
Wit

! [

Xoct HapymuTens 1 XOoCT HapymuTens 2

Xocr 1 Xocr 2

2. ®aza mepenauu atakyomuM JoxHoro DNS-oTBeta (aTakyroummii HaxoquTcs 1160 Ha XocTe
HapymuTens 1, 1100 Ha XocTe HapyIuTeNs 2)

& a
N NS
MapupyTtusarop Cepsep top.secret.com
< T u.“‘ v%ﬁ ¢ ]
DNS ~3alpoc Tokusi  MapmpyTusarop Mapuipytusarop DJII\IO;f:TB;IZT
. . DNS-oter DNS-cepsep
Xocr 1 XOCT 2 7 7
Xoct HapymuTens 1 XocT HapymHuTes 2

3. ®a3a npuema, aHaIKM3a, BO3ACHCTBHA U MEepeIayn MepeXBaYeHHON HHPOPMAI[HU Ha JIOKHOM CepBEpe

MapupyTusarop

|
|
|
cee : . .
I X
MapupyTusarop : MapmpyTu3zarop
[ 8 :
ST A !
Xocr 1 Xoct 2 T

XocT HapyIIuTems 2

Pucynok 11. Cxema peanuszaunu yrpossl «Baenpenue noxnoro DNS-cepsepa»
nyTeM nepexsara DNS-3anpoca
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1. HapymuTens nepefaet HanpasieHHbIH mTopM DNS-0TBeTOB Ha X0CT |
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Pucynox 12. Cxema peanuszainuu yrpo3bl «BHeIpeHue jgoxHoro DNS-cepsepa»
nytem mropma DNS-0TBeTOB Ha KOMITBIOTEDP CETU
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1. HapymmTens co3aet HampaBJAeHHBIH MTOPM JIOKHBIX DNS-0TBETOB OT HMEHHU OJHOTO U3 KOPHEBBIX
DNS-cepBepoB u npu 3TOM NPOBOLUPYET ITOT CEPBEPHA OTBET, ocklias Ha Hero DNS-3anpoc

g %— I/IHTepHer
MapuipyTuszaTtop

MappyTusarop MapmpyTusarop

:v

CepBep

MapmpmiaTop

L DNS-3anpoc Ha mouck Kopueson

DNS-cepsep top.secret.com DNS-cepsep
XO0CT HapyIIUTENs

2. DNS-cepBep mepenaer DNS-3ampoc Ha kopreBoit DN S-cepep 1 HeMenneHHO monydaet JoxkHbIH DNS-0TBeT OT

aTaKyoomero
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% % P
MapuwpyTu3zaTop

Xocr 1 % g |
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DNS-3anpoc PHIpY P
HamnpaBineHHbIN ITOPM
noxHBIX DNS-oTBETOB 7
R OT UIMEHH KOPHEBOTO KopHesoit
DNS-cepsepa -
DNS-cepsep PBep DNS-cepBep

XocT HapymHuTens

3. Xoct HapymuTeIs u3MeHseT kau-rabauny DNS-cepBepa n odecrieunBaet npoxoxaeHue Tpaguka gepes
noxubH CepBep top.secret.com

Y

epBep ‘ *

oxubli CepBep
top.secret.com

top.secret.com
Huteprer —«— DNS-3anpoc Ha mouck

TOP.SECRET.COM

Komr Tabnuma DNS-
cepsepa

DNS-0TBET ¢ JIOKHBIMU
CBEIEHMSIMH O XOCTE
TOP.SECRET.COM Mapmipyrusarop

top.secret.com:
IP agpec aTakyromero

DNS-cepsep

Xocr 1

Pucynok 13. Cxema peanuzauuu yrpo3sl «Baeapenue noxnoro DNS-cepsepa»
nyteM mropma DNS-otBeToB Ha DNS-cepBep
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7. OTka3 B 00CIyKMBaHUHU.

OTu  yrpo3sl OCHOBaHbl Ha HEJOCTAaTKAX CETEBOr0 MPOrPaMMHOIO
oOecrieyeHus, ero ys3BUMOCTSX, MO3BOJSIOIIMX HAPYLIUTEI CO3/1aBaTh YCIIOBHUS,
KOI/Ia ONEpaldoOHHAas CHUCTEMa OKa3bIBa€TCS HE B COCTOSHUU 0O0OpabaThIBaTh
MOCTYIAOIIHUE MMAKETHI.

MoryT ObITh BbII€JIEHBI HECKOJIBKO Pa3HOBUAHOCTEN TAKUX yIPO3:

a) CKpbITBII OTKa3 B O0OCIY)XMBaHWHW, BBI3BAHHBIA MPHUBICYCHUEM YACTU
pecypcoB MCIIJIH Ha 00pabOTKy MaKeTOB, IMEpeaBacMbIX 3JI0YMBIIIIEHHUKOM CO
CHW)KEHHUEM TPOIMYCKHOW CIOCOOHOCTHM KaHAJIOB CBS3U, MPOU3BOJUTEIBHOCTU
CETEBBIX YCTPOWCTB, HapylIeHHEM TPeOOBAaHHI KO BpeMEHH OOpabOTKH 3ampoCoB.
[Ipumepamu peanuszanuu yrpo3 MojA0OHOTO pojJa MOTYT CIY>KUTh: HaIlpaBJICHHBIM
mTopM 3x0-3anmpocoB no nporokony ICMP (Ping flooding), mropm 3ampocoB Ha
ycranoBlienne TCP-coenmunenuii (SYN-flooding), mropm 3anpocos k FTP-cepsepy;

0) ABHBIM OTKa3 B OOCIy)KMBaHHM, BBI3BAHHBII HCUEPIIAHUEM PECYPCOB
NCII 1 npu 06paboTKe MaKeToB, MepeAaBacMbIX 3J10YMBIIUIEHHUKOM (3aHATHE BCEH
MOJIOCHl TPOIYCKAHMSI KaHAJIOB CBS3M, IEPENOJHEHHUE OYepelei 3ampocoB Ha
00CJIy’KUBaHHE), TP KOTOPOM JIETAIbHBIE 3aPOCHl HE MOTYT OBITh NIEPEIAHBI YEPE3
CEeTh M3-3a HEJOCTYITHOCTH CPebl Mepeaadr Ju0o MoJyqaroT 0TKa3 B 00CIyKUBaHUU
BBHJIy MEPENOJIHEHUSI OYepeiei 3alpocoB, IUCKOBOTO MPOCTPAHCTBA MAMSTH U T.J.
[Ipumepamu yrpo3 [aHHOTO THUMA MOTYT CIYKUThb IITOPM LIMPOKOBEIIATEIbHBIX
ICMP-sx0-3anpocoB  (Smurf), HampabieHHsii mropM (SYN-flooding), mropm
COOOIIEHHI TOYTOBOMY cepBepy (Spam);

B) IBHBIM OTKa3 B OOCIY>KMBAHHH, BbI3BAHHBI HAPYIIEHUEM JIOTHYECKOM
CBA3HOCTU MexAy TexHuueckumu cpencrsamu MCII/IH npu nepenade HapylmuTesiem
YOPABISIOMUX COOOIIEHUH OT HWMEHU CETEBBIX YCTPOMCTB, TNPUBOAAIIUX
K W3MEHEHUIO MapIIpyTHO-aapecHbIX MaHHbIX (Hampumep, I[CMP Redirect Host,
DNS-flooding) nnu nuaeHTHPUKATMOHHON U ayTeHTU(PUKAITMOHHON HHPOpMAIIIH;

I') ABHBIA OTKa3 B 00CITy>KMBaHWH, BbI3BAaHHBIN Nepeayeil 3710yMBbIIIJIEHHUKOM
NAKeTOB C HecTaHJapTHbIMU artpuOyrtamu (yrpo3el tuma «Land», «TearDropy,
«Bonk», «Nuke», «UDP-bomb») win wuMemommx [IIUHY, OPEBHIIAIOIIYIO
MaKCUMaJIbHO JOMyCTUMbIM pa3zMmep (yrpoza tuma «Ping Death»), uro Mmoxer
MPUBECTU K COOIO0 CETEBBIX YCTPOMCTB, YYaCTBYIOIIMX B 00pabOTKE 3alpocoB, MpH
YCJIOBUM HaJW4Msl OMIMOOK B MPOTpaMMax, pPEaju3yIOIIUX MPOTOKOJIBI CETEBOTO
oOMeHa.

PesynpraTom peanuzanuu  JA@HHONM yIrpo3bl MOXKET CTaTh HApyIICHHUE
paboTOCTIOCOOHOCTH  COOTBETCTBYIOIIEH CIIyKObl TMPEJOCTABICHUS YJIAaJE€HHOTO
noctyna K [1/In 8 UCII/IH, nepegava ¢ 0JHOTO ajpeca TaKoro KOJIMYeCTBa 3alpoCcoB
Ha NOJKIIFOYEHHE K TeEXHHYEeCKOoMY cpencTBy B coctaBe MCII/IH, kakoe MakCUMaJIbHO
MOKET «BMECTUTBHY» Tpa(uK (HAIPaBICHHBIN «IITOPM 3alpOCOB»), YTO BIIEYET 3a
coOOl TepenoJIHEHUE OuYepeau 3alpoCcOB M OTKA3 OJIHOM U3 CETEBBIX CIYXKO WIH
MOJIHYIO OCTAaHOBKY KOMITBIOTEPA M3-32 HEBO3MOKHOCTU CUCTEMbI 3aHUMATHCSI HUYEM
JIpYyrUM, KpoMe 00pabOTKHU 3apOCOB.

8. Y maneHHbIN 3a1yCK MPUIIOKEHUM.

VYrpo3sa 3aknrouaercs B crpeMiieHnH 3anyctuth Ha xocte MCII/IH pa3nuunbie
MpPEeIBApPUTENILHO BHEAPEHHBIE BPEJOHOCHBIE MPOTPAMMBI: MPOrPAMMBbI-3aKJIAJIKH,
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BUPYCBI, «CETEBbIE IINWOHBI», OCHOBHAas LEJIb KOTOPBIX — HapylIECHUE
KOHQUACHIIMATBLHOCTH, IEJIOCTHOCTH, JOCTYNMHOCTH HWH(OpPMAMU U  TOJHBINA
KOHTPOJIb 32 paboToil xocta. Kpome TOro, BO3MOXEH HECAHKIIMOHUPOBAHHBIN 3aITyCK
NPUKIAJAHBIX MPOrpaMM IMOJIb30BaTENEH 11 HECAHKIIMOHWPOBAHHOIO MOJYYEHHUS
HEOOXOJMMBIX HApYLIUTENIO JaHHBIX, I 3alycKa YIPaBISEMbIX MPUKIATHOU
MPOrpaMMOU IIPOLECCOB U IP.

BoiaensitoT Tpu nojkiaacca JaHHBIX YTpo3:

1) pacnpoctpanenue  (ailyioB,  coAepkKaIIMX  HECAaHKIHOHUPOBAHHBIN
WCIIOJHSEMBIN KO,

2) yoaJleHHbIM ~ 3allyCK  NPWIOKEHUS MyTeM I[epernojiHeHus  Oydepa
IIPUIIOKEHU-CEPBEPOB;

3) y#aneHHbI 3allyCK MPUIIOKEHHS IYTEM HCIOIb30BaHHUS BO3MOXXHOCTEH
YAAIEHHOTO YIIPABJIEHUSI CUCTEMOM, NMPEIOCTaBISEMBIX CKPBITBIMA IPOrPAaMMHBIMH
U anmapaTHBIMU 3aKJIaJIKaMu JIMOO UCIIOJIb3YEMbIMH IITATHBIMU CPEJCTBAMH.

TunoBele yrpo3sl MEPBOrO W3 YKa3aHHBIX MOJKJIACCOB OCHOBBIBAKOTCS Ha
aKTUBM3allMU PACIpPOCTPaHAEMbIX (aillIoB HpH CIyyalHOM OOpallleHUd K HHM.
[Tpumepamu Takux (aiaoB MOTYT CITY>KHUTb: (paiiiibl, COEpKAIINE UCTIOTHAEMBbII KO
B BuJe MakpokoMmans (nokyMeHTbl Microsoft Word, Excel u T.1.); html-noxymeHTsl,
coJIepiKalllie UCIIONHSAEMbIA KOJ B BHjJE 3JeMeHTOB ActiveX, Java-anmieTos,
UHTEPHPETUPYEMBIX CKpUINITOB (Hampumep, TekcThl Ha JavaScript); aitisl,
coJiepKalllie UCTOMHsIEMbIe KoJbl porpaMMm. s pacnipocTpanenust GpaitiioB MOTyT
UCIIOJIb30BAThCSL  CIYXOBI DJIEKTPOHHOM TMOYTHI, Tepenadu (HaiaoB, CETEBOU
(baiI0BOI CUCTEMBI.

IIpn yrposax BTOPOro NOJKJIACCA HCIOJIb3YIOTCS HEIOCTaTKU IIPOrpaM,
pEaIM3yIONIMX  CETEBbIE CEPBHCHI (B  YaCTHOCTH, OTCYTCTBHE  KOHTPOJIS
nepenioHeHus Oydepa). HacTpoilkoli CHCTEMHBIX PErHCTPOB WHOTIA YJaeTCs
NEPEKIIIOYUTH MPOIIECCOp TOCTE MpephIBaHMs, BEI3BAHHOTO MepenoiaHeHneM Oydepa,
Ha MCIIOJIHEHHUE KOJa, CoJlepKallerocs 3a rpanuuei Oydepa. Ilpumepom peanuzanuu
TaKOW yIpO3bl MOXKET CIIYKUTh BHEJPEHHUE IIUPOKO U3BECTHOTO «BUpYyca Moppucay.

[Ipn yrpo3ax TpeThero MNoJKJIacca HAPYIIMTENb HCIHOJIb3YeT BO3MOMXHOCTH
YAAJIEHHOTO YIPaBJIEHUS CUCTEMOM, MPEJOCTABIISEMbIe CKPHITHIMU KOMIIOHEHTAMHU
(Hanpumep, «TpossHCKUMK» mporpammamu tumna Back Orifice, Net Bus) nu6o
ITATHBIMU CPEICTBAMHU YNPABJIEHUS U AJIMUHUCTPUPOBAHUS KOMIBIOTEPHBIX CETEMN
(Landesk Management Suite, Managewise, Back Orifice u 1. n.). B pe3ynbrare ux
UCIIOJIb30BaHUS YJIa€TCsl IOOUTHCS yAaJIEHHOTO KOHTPOJISI HaJl CTAHIIUEN B CETH.

CxeMaTUyHO OCHOBHBIE 3Talbl padOThI 3TUX MPOTPAMM BBITJISAAT CIAEAYIOLIUM
obpazom:

WHCTAJIJISLNS B TIAMSITH;

OKMJAHUE 3alpoca C YJAJIEHHOIO XOCTa, HAa KOTOPOM 3alylleHa KIUEHT-
nporpamMma, 1 0OMeH C Heil COOOIIEHUSIMU O TOTOBHOCTH;

nepenaya MepexBayeHHON WMH(OpMaALUU KIUMEHTY WIM MPEJAOCTaBIECHUE €My
KOHTPOJISl HAJ] aTAKyEMbIM KOMIIBIOTEPOM.

Bo3MokHbIE TOCHENCTBHS OT pealu3aluyd Yrpo3 pa3iuyHbIX KJIACCOB
MIPUBEJICHBI B Ta0IUIIE 3.
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Ta6mmma 3
Bo3mokHbIE MMOCICACTBYA pCaIu3alii YI'pO3 Pa3JIMYHBIX KJIIaCCOB
Ne
/i Tun araku Bo3moxkHbIe nocJieacTBUs
1 AHanus ceTeBoro Tpaduka HccnenoBanne  XapakTEepUCTHK — CETEBOro  Tpadwuka,
nepexBar TepelaBacMbIX JaHHBIX, B TOM YHCJC
HJCHTU(UKATOPOB U TApOJIeH MoJIb30BaTeNeH
2 CKaHI/IpOBaHI/IC ceTu OHpe,Z[eHeHI/Ie IIPOTOKOJIOB, JOCTYITHBIX IOPTOB CCTCBBIX
CIyx0, 3aKOHOB (OPMHUPOBAHHUA HUIACHTU(UKATOPOB
COCIMHEHUH, AKTHBHBIX CETEeBbIX CEPBHCOB,
UIEeHTU(PUKATOPOB U TIAPOJICH MOJIb30BaTeNeh
3 «ITaponbHas aTaka Brimonnenne  r000r0  IECTPYKTHUBHOTO — JICHCTBUS,
CBS3aHHOTO C TIOJIy9€HUEM HECAaHKIIMOHHPOBAHHOTO
JlocTyma
4 HOI[MCHa JIOBEPEHHOTO 00BEKTa CETH N3menenue TpaccChbl IIPOXOXIACHUA COO6H.[CHPII>1,
HECaHKIIMOHUPOBAHHOE M3MCHCHHE MapuipyTHO-
aJpECHBIX JIaHHBIX. HecaHKIMOHMPOBAHHBIA JOCTYN K
CETEBBIM pecypcaM, HaBsI3bIBAHUE JIOXKHOU WH(POPMAITUA
5 Hapsi3pIBaHHUE JIOXKHOTO MapIIPyTa Hecankironupoanaoe M3MCHCHHE MapuIpyTHO-
aApEeCHBIX  JAaHHBIX, aHaIM3 W  MOJUQUKAIHS
TepeaaBacMbIX  JTAHHBIX, HaBSI3bIBAHUE  JIOKHBIX
COOOIIEHHIA
6 BHe/peH#e JI0XHOr0 00beKTa CeTH [TepexBaT u npocMoTp Tpaduka. HecaHKIIMOHMPOBAHHBIH
JIOCTYII K CETEeBBIM pecypcaM, HaBs3bIBAHHE JIOKHON
H“H(bOpMaLH
7 = YacTtuyHoe HCYEpIIaHUE PECYPCOB CHI/I)KeHl/Ie HpOHyCKHOﬁ CHOCO6HOCTI/I KaHaJIOB CB3H,
= TIPOU3BOIUTEIFHOCTH CETEBBIX YCTpoucTB. CHIDKEHUE
S MPOU3BOIUTENILHOCTH CEPBEPHBIX MPUIIOKECHUHT
S|
é ITonHOE MCYepIaHne PECYPCOB HeBo3MoXHOCTE mepenaun cooOmeHUH 13-3a OTCYTCTBHS
3 JIOCTynla K Cpejie Tepenadyd, OTKa3 B YCTAHOBICHUH
o coequHeHus. OTka3 B MPEJOCTaBICHUWH  CEpBHCA
m o v
9 (3NeKTPOHHOH MOUTHI, (haHIIOBOTO U T.1.)
4
5 Hapymenue noruyeckoii | HEBOZBMOXKHOCTE epeauu, COOOMEHNH N3-32 OTCYTCTBHS
CBA3HOCTH MEXIy aTpuOyTamu,|KOPPEKTHBIX MapuIpyTHO-aIPECHBIX JIAaHHBIX.
JTaHHBIMU, 00BEKTAMHU HeB03MOKHOCTB TOJIyYCHU A yciayr BBUIY
HECaHKIIMOHUPOBAHHON MOIU(BUKAIIU
UICHTU(UKATOPOB, ApOJICH U T.II.
Hcnonpsoanne  ommOOK  B|Hapymenue paboTOCIOCOGHOCTH CETEBBIX YCTPOMCTB
MpOrpaMMax
8 = IMytem PpacChlIKA daiinos, Hapymenue KOH()UIEHITUATBHOCTH, LICJIOCTHOCTH,
B conepKammnx NECTPYKTUBHBIN | oCTYITHOCTH HH()OPMAITUH
2 WCTIONHSAEMBI KO/, BHPYCHOE
2  |3apaxenue
=
g |Ilyrem mnepemonnenus Oydepa
5 CEPBEPHOIO MPHUIIOKEHUS
E ITyrem HCIOIB30BAaHUS BO3MOX-|CKphITOE yIIpaBIEHHE CHCTEMOT
= HOCTEH yJalleHHOTO YMpaBJICHUS
= CHUCTEMOW, TIPEIOCTABISIEMBIX
5 CKPBITBIMU  NIPOTPAMMHBIMU |
E[ anmapaTHBIMK 3aKJIaJKaMH JIH0O
> MITATHBIMA

HCIIOJIb3YEMBIMHU
CpeICTBAMU
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[Tpouecc peanusanuu yrpo3sl B 00IEM CIIy4ae COCTOUT U3 YEThIPEX ITAIOB:

cbopa uHbOop™MaIHH;

BTOPKEHHUS (IPOHUKHOBEHUS B ONEPAIL[MOHHYIO CPENY);

OCYUIECTBJIEHUS] HECAHKIIMOHUPOBAHHOTO JI0CTYIA;

JUKBUIALMH CII€OB HECAHKLIIMOHUPOBAHHOIO JIOCTYTIA.

Ha srane cOopa nndopmManuu HapymuTess MOTYT HHTEPECOBATh Pa3IMuHbIC
ceeaenus o0 UCII/IH, B ToM unce:

a) O TONOJIOTHMH CETH, B KOTOpPOM (YHKIIMOHUpPYET cuctema. [Ipu 3ToM Moxker
UCCIIEZIOBAaThCsl 00J1aCTh BOKPYT CETH (HAampuUMep, HapyUIUTEIs MOTYT MHTEPEeCcOBaTh
azipeca IOBEPEHHbBIX, HO MEHEE 3alUIIEHHBIX XOCTOB). [{j1st ornpenenenus: JOCTYITHOCTH
XOCTa MOTYT MCIIOJIb30BaThCsl MPOCTEHINME KOMaH/Ibl (HampuMmep, KOMaHa ping Juis
nocbuikn [CMP-3anpocoB ECHO REQUEST c¢ oxwunanuem Ha Hux ICMP-oTBeTOB
ECHO REPLY). CymecTByloT  yTWINTBHL,  OCYIIECTBISIONIME  MapaJICIbHOE
OTIPENIeICHNE JIOCTYMTHOCTH XOCTOB (Takue Kak fping), KOTOpBIE CIOCOOHBI
NPOCKAHUPOBaTh  OOJNBIIYI0 O00NAacTh JAPECHOTO TMPOCTPAHCTBA HA  IMPEIMET
JOCTYITHOCTA XOCTOB 32 KOPOTKMM MPOMEXKYTOK BpeMEHHU. TOIOJIOrusi CeTH 4YacTo
OIpENIENSIETCS HA OCHOBAHUU «CUYETYMKA Y3JI0B» (IUCTaHUMM MEXTy xoctamu). Ilpu
ATOM MOTYT MPUMEHSTHCS TaKKUE METO/IbI, Kak «MoayJisiuuu TTLy u 3anmucu mapiipyTa.

Meton «Mvomynsauuu TTL» peanuzoBan mnporpamMmoi traceroute (s
Windows NT — tracert.exe) u 3akimouaercs B moayssituu noist TTL [P-makeros. st
3aIKcy MapiipyTa MOryT ucnosib3oBaTbes [CMP-nakeTsl, cozaBaeMblie KOMaHIOM ping.

CO6op nH(popmay MOKET ObITh TAKXKE OCHOBAH Ha 3apocax:

kK DNS-cepBepy 0 crnucke 3aperucTpUpOBaHHBIX (M, BEPOSITHO, AKTHUBHBIX)
XOCTOB;

K MaplipyTu3aTopy Ha OCHOBe mIpoTokojia RIP 00 u3BecTHBIX MapuipyTax
(nH(pOpPMAIHS O TOTIOJIOTUU CETH);

K HEKOPPEKTHO CKOH(HUTypHpPOBAHHBIM YCTPOWCTBaM, MOAICPKUBAIOIIAM
npotokoa SNMP (uHpopmarys 0 TONOJOTUU CETH).

Eciu UCII/In naxoauTcst 3a mexceTeBbiM 3KkpaHoMm (MD), Bo3MOxkeH cOop
uHpopmanuu o KoHpurypauuu MO u o Ttononoruu UCII[In 3a MO, B Tom uucnie
MyTeM TOCBUIKM MaKETOB Ha BCE MOPTHI BCEX MPEANoiaraeéMblX XOCTOB BHYTPEHHEH
(3amuinaemMon) ceTu;

0) o tune omneparmonHoit cucremel (OC) B HCIIJIH. Camblii M3BECTHBIN
cnioco6 onpenenenus tTuna OC xocta OCHOBaH Ha TOM, 4To paziandnbie Tuiibl OC mo-
pazHoMy peanusytoT TpedoBanusi ctanaaptoB RFC k crexky TCP/IP. Oto no3Bomnsier
HApYIIUTENIO ynajgeHHo uaeHTudummpoBath Tun OC, yCTaHOBIEHHON Ha XOCTE
UCTIJIH myTeM TOCBHUIKM CHEIHaTbHBIM 00pa3oM c(OpPMUPOBAHHBIX 3alPOCOB H
aHaJIu3a MOJyYeHHBIX OTBETOB.

CyliecTBYIOT CHEMaIbHBIE CPEICTBA, PEAIHU3YIOIIME JIaHHBIE METOJbI, B
gactHOCTH, Nmap n QueSO. M0XHO OTMETUTH TaKXKE TAaKOW METOJ OIPENECIECHUS
tuna OC, KaK OpPOCTEHIIHN 3ampoC Ha YCTAHOBJIECHHUE COCIWHEHUS IO MPOTOKOIY
yaaleHHoro pocrymna telnet (telnet-coenuiHenusi), B pe3ynbTare KOTOPOro IO
«BHEIIHEMY BHUIy» oOTBeTa MOxHO omnpenenuts tun OC xocra. Hanuuwne
OTIPEJICIICHHBIX CEPBHUCOB TAKKE MOXET CIY>KUTh JOMOJHUTEIbHBIM MPU3HAKOM IS
onpenenenus tuna OC xocra;
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B) 0 (GYHKIMOHUPYIOIIMX Ha XocTax cepBucax. OrmpeneneHue CEpBUCOB,
WCIIOJHSEMBIX Ha XOCT€, OCHOBAHO Ha METOJE BBISABJICHUS «OTKPBITHIX MOPTOBY,
HampaBlieHHOM Ha cOop uHpOpMalnuMu O AOCTYMHOCTH Xocta. Hampumep, ans
onpenenenust goctynHoctd UDP-nopra He0OX0AMMO MOJYyYHUTh OTKIMK B OTBET Ha
nocbuiky UDP-nakeTa coOTBETCTBYIOIIEMY MOPTY:

ectu B orBer mnpunuio coobmenne ICMP PORT UNREACHEBLE, to
COOTBETCTBYIOIIUI CEPBUC HEJIOCTYIICH;

€CJIM JAHHOE COOOIIEHUE HE MOCTYMHIIO, TO TOPT «OTKPBIT.

Bo3MmoskHBI BecbMa pa3HOOOpa3Hble BapHalliu UCIIOJIb30BAHUS 3TOI0 METO/Ia B
3aBUCUMOCTH OT UCIIOJIb3yeMOro MPOTOKoJia B cTeke npoTokosioB TCP/IP.

st aBromatuzanuu coopa ungopmanuu 06 UCIT/JH pazpaboTaHo MHOKECTBO
MpOrpaMMHBIX CpeACTB. B KauecTBe mprumepa MOKHO OTMETHUTH CJIEAYIOIINE U3 HUX:

1) Strobe, Portscanner — oNTUMH3UPOBaHHBIE CPEIACTBA  OMpPEACICHUS
JIOCTYMHBIX CEpBUCOB Ha ocHOBE onpoca TCP-nopToB.;

2) Nmap — CpeJCTBO CKaHHUPOBAHMS JOCTYIHBIX CEPBUCOB, MPEAHA3HAYEHHOE
st OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. fBnsiercs cambim
MOMYJISIPHBIM B HACTOSIIIIEE BPEMsI CPEJICTBOM CKAaHUPOBAHUS CETEBBIX CEPBUCOB,;

3) Queso — BbICOKOTOUHOE cpeAcTBO ompenenenus OC xocTa ceT Ha OCHOBE
MOCBUIKK IETH KOPPEKTHBIX M HEKOppeKTHhIX TCP-makeTroB, aHanu3a OTKIHMKA W
CpPaBHEHHUS €r0 C MHOXKECTBOM M3BECTHBIX OTKIMKOB paznuuHbix OC. JlanHoe
CPEACTBO TAaKKE SBISAETCS NOMYJSIPHBIM HAa CErOMHSIIHUI JEHb CpPEICTBOM
CKAaHUPOBAHUS,

4) Cheops — ckaHep TOMOJOTMM CETU TO3BOJSIET MOJIYYHUTh TOIMOJOTHIO CETH,
BKJTIIOYasi KapTUHY jJoMmeHa, obnactu [P-aapecoB u 1.1. [Ipu stom ompenensiercs OC
XOCTa, a TAKKE BO3MOKHBIE CETEBBIE YCTPOMUCTBA (MPUHTEPHI, MAPIIPYTU3ATOPHI U T.11.);

5) Firewalk — ckanep, HMCHONB3yIOMUNA METOIBI MPOTPAMMBI traceroute B
WHTEpecax aHaim3a OTKIWKa Ha [P-makeTsl mns ompexneneHus KoHUTyparuw
MEXCETEBOT0 IKPaHa U IOCTPOEHUS TOIIOJIOTUU CETH.

Ha »orame BTOpKeHUsT WHCCIENyeTCS HaJIU4Me THUIIOBBIX YSI3BUMOCTEU
B CUCTEMHBIX CEpBHCAaX WIH OIMMOOK B aIMUHUCTPUPOBAHUM CUCTEMBI. Y CHIEIIHBIM
PE3yNbTATOM HUCIIOIb30BAHUS YA3BUMOCTEN OOBIYHO ABIISIETCS TIOJYYEHHE MPOLECCOM
HApYyIIUTENsl  NPUBWJIECTUPOBAHHOTO  pPEXMMa  BBIMOJHEHHS  (JocTyma K
MPUBUJIETUPOBAHHOMY PEXUMY BBIMOIHEHUS KOMAaHIHOTO MPOLIECCOpa), BHECEHUE B
CUCTEMY YYETHOW 3alKCH HE3aKOHHOTO TOJIb30BaTeld, MoJydeHue Qaiiia mapoiei
WM HapyIIeHHE paboTOCIIOCOOHOCTH aTaKyeMOro XOcCTa.

DTOT 3Tanm pa3BUTHUS YIPO3bl, KaK MPaBUIIO, siBisieTcss MHOrodasueM. K dazam
MPOIIECCa PEANN3alMKU YTPO3bl MOTYT OTHOCUTBCS, HAPUMED:

YCTaHOBJIEHHE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOT'O pPEaInu3yeTcs yrposa;

BBISIBIICHUE YSI3BUMOCTH;

BHEJIPEHUE BPEIOHOCHOM MPOTrpaMMbl B UHTEPECAX pACIIUPEHUs TIPaB U Jp.

VYrpo3bl, peaiudyeMble Ha 3Tare BTOPKEHHUSI, MOJPA3JEISIOTCA MO YPOBHSIM
creka npotokojoB TCP/IP, mockonbky (popMUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM
WJIM TIPUKIIATHOM YPOBHE B 3aBUCUMOCTH OT UCIIOJIb3yEMOr0 MEXaHU3Ma BTOPKEHHUS.

K TunoBeM yrposam, peain3yeMbIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSX,
OTHOCSITCS] TAKHE KaK:
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a) yrpo3a, HallpaBJICHHasl Ha MOJMEHY JOBEPEHHOTO 0OBEKTa;

0) yrpo3a, HanpaBJieHHAs Ha CO3/JaHKE B CETH JIOXKHOT'O MapLIpyTa;

B) YIpO3bl, HalPaBJICHHbIE HA CO3JaHHE JIOKHOTO OOBEKTa C MCIOJIB30BaHUEM
HEJOCTAaTKOB aJITOPUTMOB yAaJI€HHOTO MOMCKA;

r) yrpo3bl  THMA  «OTKa3 B  OOCTY>KMBAaHWW», OCHOBaHHbBICE HA
[P-nepparmenranuu, Ha popmupoBanun HeKoppekTHbIX ICMP-3anpocoB (Hanpumep,
ataka «Ping of Death» u «Smurf»y), Ha QopmMupoBaHUM HEKOPPEKTHBIX
TCP-3ampocoB (ataka «Land»), Ha co3maHWM «IITOPMa» IMAKETOB C 3alpOCaMu
Ha coequHenue (araku «SYN Flood») u ap.

K TunoBsiM yrposam, peaqu3yeMblM Ha MPUKIAJHOM YPOBHE, OTHOCSTCS
yIpo3bl, HallpaBJICHHbIE Ha HECAHKIMOHUPOBAHHBIN 3allyCK MPUIOKEHHUH, Yrpo3bl,
peanv3anysl KOTOpBIX CBSi3aHAa C BHEJIPEHHEM MPOrpPaMMHBIX 3aKJIaJo0K (TUMa
«TPOSIHCKUI KOHBY), C BBISIBJICHHEM MapoJiel 10CTyIa B CE€Th UM K ONPEICIEHHOMY
XOCTY U T.J.

Ecnu peanuzamust yrpo3bl He NpUHECTA HApYUIUTENI0 HAUBBICIIUX MPaB
JIOCTyTa B CHCTEME, BO3MOXKHBI MOMBITKH PACIIUPEHUS 3TUX MPaB JO MAKCHMAJIbHO
BO3MOXXHOTO YypOBHS. {7 3TOr0 MOTYT HMCHOJB30BATHCS YSI3BUMOCTH HE TOJIBKO
CETEeBBIX CEPBUCOB, HO W YSA3BUMOCTH CHCTEMHOTO MPOTPAMMHOIO OOECIIeUeHUs
xoctoB UCIIaH.

Ha »srame peanu3anuu HECaHKIIMOHUPOBAHHOTO JIOCTYIA OCYILECTBISETCS
COOCTBEHHO JOCTMKEHHE LI pealn3aliy yrpo3bl:

HapylLICHUE KOH(PUIECHIIUATIBHOCTH (komupoBaHue, HETPABOMEPHOE
pacrpocTpaHeHue);

HapyIlIeHUEe HEIOCTHOCTH (YHUUTOXKEHHUE, U3MEHEHUE);

HapyLIEeHUE JOCTyIHOCTH (OJIOKUPOBAHHUE).

Ha sTom 3xe 3rarme, mociie ykazaHHbIX JEHCTBUM, KaK MpaBuio, Gpopmupyercs
TaK Ha3bIBAEMbI «YEpHBIA BXOI» B BHUAE OJHOTO K3 CEPBUCOB (IIEMOHOB),
OOCIIy’KMBAIOIIMX HEKOTOPBIH MOPT M BBINOJHAIOIINUX KOMAHJbl HAPYLIUTEIS.
«YepHbII BXO/1» OCTaBIIAECTCS B CUCTEME B MHTEpECAX 00ECIICUEHNUS:

BO3MOXXHOCTH TIOJIYYUTh JOCTYNl K XOCTYy, JaX€ €clu aJMHHHCTPATOp
YCTPAHUT KCIIOIB30BAHHYIO JUIsl YCIICITHOW peaan3aluu yrpo3bl YSI3BUMOCTb;

BO3MO>KHOCTH TOJIYYUTh JOCTYI K XOCTY KaK MOXHO 00Jie€ CKPBITHO;

BO3MOXKHOCTH TOJYYUTh JIOCTYI K XOCTy OBICTPO (HE TOBTOpss 3aHOBO
MPOIIECC PeATU3ALINH YTPO3BbI).

«YepHbIl BXOA» TMO3BOJSIET HAPYUIUTENTIO BHEAPUTH B CETh WU Ha
OIpE/IEeTICHHBI XOCT BPEAOHOCHYIO MPOrpamMMy, HallpUMEp, «aHaJIU3aTop Mapoiei)
(password  sniffer) —  mporpamMmy,  BBIACHSIONIYIO  IOJIH30BATEIHCKUC
UACHTU(DUKATOPHI U TAPOJIM U3 CETEBOTO Tpaduka mpu paboTe MPOTOKOIOB BEICOKOTO
ypoBHs (ftp, telnet, rlogin u T.1.). OObeKTaMU BHEIPEHUS BPEIOHOCHBIX MpPOrpamMMm
MOTYT OBITh MPOrpaMMbl ayTEHTU(UKAIMK U UIACHTU(PUKAIUU, CETEBbIE CEPBUCHI,
PO OTEPAIOHHON cucTeMBI, (haiioBast cuctemMa, OMOIMOTEKH H T.1.

Haxkowner, Ha dTane TUKBUAAIMH CIIEIOB PEaTU3allii YIPO3bl OCYIIECTBISETCS
MOMBITKA YHUYTOXKEHHUS CJel0B JAeicTBUM Hapymutens. [Ipu sToM ynanstorcs
COOTBETCTBYIOILIME 3aIIUCH U3 BCEX BO3MOXKHBIX JKYPHAJOB ayaWuTa, B TOM YHUCIE
3amucu o (hakte coopa HHPOPMAITHH.
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5.5. O0mas xapakTepuCcTUKA YIPO3 IPOrpaMMHO-MaTeMATH4YeCKHUX
BO3JeiCTBUI

[IporpaMMHO-MaTEMAaTUYECKOE BO3JECHUCTBUE — ATO BO3JECUCTBUE C MOMOIIBIO
BpPEIIOHOCHBIX ITporpaMm. [IporpaMmoil ¢ MOTEHIUAIBHO ONACHBIMU MOCJIEICTBUSIMHU
WIM BPEAOHOCHOW MPOrpaMMOW  HAa3bIBAlOT HEKOTOPYIO  CaMOCTOSITEIIbHYIO
nporpaMmy (HaOOp MHCTPYKIIMIA), KOTOpasi CIIOCOOHA BBITIONHSATH JI000€ HEIyCTOe
MOJIMHOECTBO CJIEIYIOMUX (PYHKIUMI:

CKpBIBAaTh MPU3HAKU CBOETO MPUCYTCTBUS B IPOIPAMMHOM CPEAE KOMIIBIOTEPA;

00JaaTh CIMOCOOHOCTBIO K CaMOAYOJIMPOBAHUIO, ACCOIMUPOBAHUIO ceOs C
JIPYTUMHU TIporpaMMaMy U (WJIM) TIEPEHOCY CBOMX (parMEeHTOB B HWHBIE 00JacTH
ONEPATUBHOM WJIM BHEIIHEN NMaMSTH;

pazpymarh (MCKakaThb IPOU3ZBOJIBHBIM  00pa3oM) KOJ MpOrpaMM B
ONEPATUBHOM MaAMSTH;

BBITIOJTHSATh 0e3 MHULIMUPOBAHUSA co CTOPOHBI MIOJIb30BATEIIS
(MOJB30BATENBLCKOM  MPOrpaMMbl B IITATHOM  PEXKHUME €€  BBINOJHEHUS)
JNECTPYKTUBHBIE PYHKIIMHU (KOMUPOBAHKUE, YHUUTOKEHNE, OJIOKUPOBAHUE U T.11.);

coXpaHsaTh (parMeHTsl MH(MOPMAIMU U3 ONEPATUBHOW MaMSITH B HEKOTOPBIX
00JIacTsIX BHEIIHEHW MaMsTH NPSIMOro JOCTyIa (JIOKAJIbHBIX WIIN yAAJIEHHBIX);

HUCKaXaTh TMPOU3BOJIBHBIM 00pa3oMm, OJIOKUpOBaTh M (WJIM) TOJMEHSTH
BBIBOJMMBI BO BHEIIHIOK MaMsITh WM B KaHAl CBSI3M MaccuB HWHGOpMaIUH,
oOpa3oBaBIIuiics B pe3ysibTrare pabOThl MNPHUKIAAHBIX MPOTpaMM, HIHA YKe
HaxOJSIINECS BO BHEIIHEN TaMATH MaCCHBbBI JaHHBIX.

BpenonocHele  mporpaMmbl  MOTYT  ObITh ~ BHECEHbl  (BHEAPEHBI)  Kak
NpeHaMEpeHHO, TaKk U CIy4alHO B MPOrpaMMHOE OOECIeYeHHE, HCIONb3yeMOe B
NCTI/IH, B mporiecce ero pa3pabOTKH, COMPOBOXKIICHUS, MOAU(PHUKAIIMK W HACTPONKH.
Kpome »5TOro, BpenoOHOCHBIE TMpOrpaMMbl MOIYT ObITh BHECEHbl B MpolLEcce
skcrutyatanuu MCIJIH ¢ BHemHuX HocuTeneil nHdopMalvy Wiv NOCPECTBOM CETEBOTO
B3anMo/ieicTBUs Kak B pe3ysibrate HCJI, Tak u ciydaiino nons3oBatessimu UCITH.

CoBpeMEHHBIE BpPEIOHOCHBIE MPOTPaMMbl OCHOBaHbl HA HCIOJIb30BAHUU
YSI3BUMOCTEH pa3IMyHOr0 poja MporpaMMHOTO olecriedeHus: (CUCTEMHOTr0, O0IIIEero,
NPUKIAJAHOT0) M Pa3HOOOpPA3HBIX CETEBBIX TEXHOJIOTHH, 00JaJaloT MIHPOKUM
CHEKTPOM  JIECTPYKTHUBHBIX  BO3MOXXHOCTEH  (OT  HECAHKIMOHUPOBAHHOIO
uccienoBanust napamerpoB MCIIJIn 6e3 BmemarensctBa B (PYHKIIMOHUPOBAHHE
NCII O, no yauuroxenus [1J]In u nporpammuoro o6ecneuenus MCII/IH) u mMoryT
JNEUCTBOBAaTh BO BCEX BHUJAX MPOrpaMMHOro obecreueHus (CHUCTEMHOrO,
MPUKJIAJHOIO, B IpaiiBepax armapaTHOro o0ecreyeHus 1 T.1.).

Hamuuue B MCII[AH BpemOHOCHBIX TIPpOTPaMM MOXKET CIIOCOOCTBOBATH
BO3HUKHOBEHUIO CKPBITBIX, B TOM YHUCJE HETPAAMIMOHHBIX KaHAJIOB JIOCTyIa
K MHGOpMAIINK, TTO3BOJISIIOLIUX BCKPBIBATh, OOXOIUTh WU OJOKMPOBATH 3alIUTHBIC
MEXaHHU3MBbl, TPEAYCMOTPEHHBIE B CHCTEME, B TOM YHCIE MapOJbHYIO
U KpunTorpaduyecKyo 3aiiury.

OCHOBHBIMH BUJAMH BPEIOHOCHBIX POrPamMM SIBJISIFOTCS:

MIPOTrPaMMHBIE 3aKJIA/IKU;

KJIACCUYECKUE MPOTPaMMHBIE (KOMITBIOTEPHBIEC) BUPYCHI;

BPEJAOHOCHBIE MPOTPAMMBbI, PACIIPOCTPAHSIIOIINECS O CETH (CETEBbIE YEPBU);

JIpyTrUe BPEAOHOCHBIE IPOrPaMMBI, MIpeIHa3HaueHHbIe 11t ocyecTBienns HCI.
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K mnporpaMMHBIM 3akiiafikaM OTHOCSITCS TPOTpamMMbl, (PparMeHThl KoJa,
WHCTPYKIUHU, (HOPMUPYIOIINE HEICKIAPUPOBAHHBIE BO3MOKHOCTH MPOTPAMMHOTO
oOecrieueHusi. BpenoHOoCHbIE TPOrpaMMbl MOTYT MEPEXOJUTh M3 OJHOTO BHAA B
JIpyroi, HampuMmep, MporpaMMHas 3aKJIaJKa MOKET Cr€HEpUpPOBATh MPOTrPAMMHBIN
BUPYC, KOTOPBIH, B CBOIO OYEpPE/b, MONAB B YCJIOBHS CETH, MOXKET C(HOPMHUPOBATH
CEeTEeBOT0 YepBs WJIH JAPYTYI0 BPEAOHOCHYIO MPOrpaMMy, MPEJHA3HAYEHHYIO IS
ocymectrienuss HC/I.

Knaccudukanus nporpaMMHBIX BUPYCOB U CETEBBIX UEpBEH MpeJCTaBiIeHA Ha
pucynke 14. KpaTkas xapakTepucTHKa OCHOBHBIX BPEJIOHOCHBIX MPOTPAMM CBOJIUTCS
K CIeAyIoleMy. 3arpy304Hble BUPYChI 3aMCHIBAIOT ce0s 1100 B 3arpy304YHbINA CEKTOP
mucka (boot-cexktop), MO0 B CEKTOP, COACPIKAIIMI CUCTEMHBIN 3arpy34lK BUHYECTEpA
(Master Boot Record), mubo MeHsSIOT yka3zaTenb Ha akTUBHBIN boot-cexrop. OHu
BHEJIPSIOTCS] B TIAMATh KOMITBIOTEpA TMPH 3arpy3ke ¢ uHPUIupoBaHHoro aucka. [Ipu
TOM CHUCTEMHBIH 3arpy34MK CUUTBIBAET COJEPKUMOE IEPBOT0 CEKTOpa IUCKa, C
KOTOPOTO MPOM3BOJUTCS 3arpy3Ka, MOMEIIAeT CUNTAHHYIO0 WH(POpPMAIHIO B MaMSTh U
nepesaeT Ha Hee (T.e. Ha BHpYC) ynpasiieHue. Ilocne 3Toro HauMHarT BBITOIHATHCA
MHCTPYKLMU BUPYCa, KOTOPBI, KaK MPaBUJIIO, YMEHbIIAET 00bEM CBOOOJHON MaMSITH,
KONIUPYET B OCBOOOJMBIIEECS] MECTO CBOW KOJ M CUYUTBIBAET C JHCKa CBOE
MPOJOHKEHHE (E€CIM OHO €CTh), IEPEXBATHIBAET HEOOXOAMMbIE BEKTOpa MpPEphIBAaHUIMA
(06b1yHO — INT 13H), cunThiBaeT B naMsaTh OPUTMHAIBHBIA bOOt-CEKTOp W mepenaer
Ha HEro yIpaBJiCHUE.

B nanpHelimem 3arpy3ouHbIi BUPYC BeAeT ceOs Tak ke, Kak (anIoBbIN:
nepexBaThiBaeT OOpaIIeHUs! ONEPAIMOHHON CUCTEMBI K JUCKaM M MH(DHUIMPYET UX, B
3aBHCHUMOCTH OT HEKOTOPBIX YCIIOBUH COBEpIIAET JECTPYKTUBHbIE JCHCTBHUS,
BBI3BIBAET 3BYKOBBIC d(DPeKThI miin BU1€03(HEKTHI.

OCHOBHBIMH ~ JIECTPYKTUBHBIMU  JCHUCTBUSMH,  BBITIOJHIEMBIMH  STUMU
BUPYCaMHU, SIBIISIOTCS:

YHUUTOXEHUE UH(OPMAIIMU B CEKTOPAaX JUCKET U BUHYECTEPA;

UCKJIFOUEHHE BO3MOKHOCTH 3arpy3Kd OMNEPALMOHHON CUCTEMBI (KOMIIBIOTED
«3aBHUCACTY);

UCKAKEHHE KOJIa 3arpy34HKa;

dbopMaTupoBaHUE JUCKET MUJIU JIOTHUECKUX TMCKOB BUHUECTEPA;

3akpbiTe nocryna k COM- u LPT-noprawm;

3aMeHa CUMBOJIOB IIPU TI€YaTH TEKCTOB;

MOJIEPTUBAHUS DKPAHA;

M3MEHEHUE METKU JUCKA WU JUCKETHI;

CO3/1aHue TICEBAOCOONHBIX KIacTEPOB;

CO3/aHHME 3BYKOBBIX H(WIN) BU3YaJIbHBIX 3(P(GEKTOB (Hampumep, MaJCHHE
OyKB Ha 3KpaHe);

nopya (aijoB 1aHHBIX;

nepe3arpyska KOMIIbIOTepa;

BBIBO/I Ha DKPaH pa3HOOOPA3HBIX COOOIICHMUII;

OTKJIIOUEHHE NepruepuiiHbIX YCTPOUCTB (HalpuMep, KIaBUaTyphbl);

M3MEHEHHUE MAIUTPhl SKPaHa;

3aMoJIHEHUE YKpaHa MOCTOPOHHUMH CUMBOJIAMU UJTU U300payKEHUSAMH;
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MOTAllIeHUE YKPaHa U MEPEBOJI B PEKUM OKUJIaHHS BBOJIa C KIIAaBUATY Db,

¢ poBaHUEe CEKTOPOB BUHYECTEPA;

BBIOOPOYHOE YHUYTOXKEHHE CHUMBOJIOB, BBIBOJMMBIX Ha 3KpaH Npu Habope
C KJIaBUATYPBI;

yMEHbLIEHUE 00beMa ONEPATUBHON MaMSITH;

BBI30B [I€YaTH COJAEPKUMOI0 SKPaHa;

OJIOKMpPOBaHUE 3aMIUCH Ha JTUCK;

yHuuTO)XKeHUe Tabnuibl pazouenus (Disk Partition Table), mocne storo
KOMITBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PJIONTHU-AUCKA;

OJIOKHUPOBAHUE 3aITyCKa UCTIOTHAEMBIX (DAIITOB;

OJIOKMpOBaHUE JOCTYyNa K BUHYECTEPY.

BonbIIMHCTBO 3arpy304HbIX BUPYCOB IIEpE3anuchiBalOT ce0s Ha (PIOMMU-IUCKH.

daiinoBble BUPYCHI NIPU CBOEM pPA3MHOXKEHUH TEM WM HHBIM CIIOCOOOM
UCIIOJIb3YIOT (PailIoBYIO CUCTEMY KaKON-IMOO omepanroHHON cucteMbl. [lo criocoly
3apakeHus  (ailioB  BUPYCHI  JIETATCS Ha  3aMemiaroiue  («overwritingy),
napazuTuyeckue («parasiticy), KOMIIaHbOH-BUPYCHI («companiony), «link»-Bupycel,
BUPYCBI-UEPBU M BUPYCHI, 3apaxaromue o0bekTHbie monaynu (OBJ), 6ubnmnorexku
koMnisiTopoB (LIB) u ncxoaHbie TEKCTHI IPOTpaMm.

Merton 3apakeHuss «overwriting» sBISICTCS HauOoJiee IPOCTBIM: BHUPYC
3alMCHIBAET CBOM KOJI BMECTO KoJa 3apaxkaeMoro (aitia, yHUYTOXasg €ro
conepxxumoe. EctecTBeHHO, uyTO mpu 3ToM (ain mnepecraeT padoTaTh U HE
BOCCTaHaBIMBaeTcA. Takue BUPYChl OYEHb OBICTPO OOHAPYKMBAIOT ce0s, TaK Kak
OlepallMOHHAsl CUCTEMA U PHIIOKEHUS TOBOJIBHO OBICTPO NEPECTAIOT padOTATh.

K mnapasurnueckuMm oOTHOCSTCS Bce (hailIoBbIE BHPYCHI, KOTOpbIE MPH
pacnpoCTpaHEHUH CBOUX KOIMUN 0053aTeNbHO HM3MEHSIOT CoJepKuMoe (paiios,
OCTaBIIisAsl caMu (Pailyibl MPU ATOM TOJHOCTBIO WM YAaCTUYHO PabOTOCTIOCOOHBIMHU.
OCHOBHBIMM THIIAMU TaKUX BUPYCOB SIBJISIOTCA BUPYCHI, 3aIIUCHIBAIOLIMECS B HAYAJIO,
cepennHy wid KoHel —(¢ainoB. OTnenpHO cIeAyeT OTMETUTh  JIOBOJIBHO
HE3HAUUTEIbHYIO TPyNNy Mapa3UTHYECKUX BHPYCOB, HE MUMEIOIIMX «TOYKH BXOZa»
(EPO-Bupycel — Entry Point Obscuring viruses). K HuUM OTHOCSTCS BUPYCBHI, HE
3aMKCHIBAIOIINE KOMAHIY Mepeaadn yrpasieHus B 3arojoBok COM-daitnos (JMP) u
HE HW3MEHSINIME ajpec TOouku crtapta B 3arojioBke EXE-¢aitnoB. Takue BHUpYCHI
3aMMChIBAIOT KOMaHAY Mepexojia Ha CBOM KoJi B Kakoe-JIn00 MEeCTO B cepeAiuHy (aitnia
Y TIOJIy4aroT YNpaBJE€HUE HE HEMOCPEACTBEHHO NPH 3aIycKe 3apa)kKeHHOro Qaiina, a
IIPU BBI30BE MPOIEAYPHI, COAEpKALIEH KOJ Mepeaadyd YIpaBieHUsl Ha TEJO BHUpyca.
[IpruyeM BBIMOTHATHCS 3Ta MPOLEAYPa MOKET KpaliHe pelKo (HanmpuMep, NpH BBIBOJAE
COOOIIEHHST 0 Kakou-1ubo crenuduueckoit omuoOke). B pesynbrare BHPYC MOXKET
JOJITUE TOJbl «CHaTh» BHYTpU (pailia W MpOSIBUTH C€0sl TOJBKO IMPU HEKOTOPBIX
OTPaHUYEHHBIX YCIOBUSX.

K kaTteropum «kOMIaHbOH» OTHOCSITCSI BUPYChI, HE U3MEHSIOUIUE 3aparkaeMble
(aiinbpl. ATTOpuTM pabOThI 3TUX BUPYCOB COCTOUT B TOM, UTO JUIsI 3apaskaemoro Qaiina
cozmaercsi (haliI-TBOMHUK, TPUYEM TPU 3aIyCKe 3apaXeHHOro (haia yrpaBiieHUE
NoJyyaeT HMMEHHO JTOT JBOMHMK, TO ecTh BuUpyc. Hawmbornee pacmnpocTpaHeHsbl
KOMIIaHbOH-BUPYCHI, UCIIOJNIB3YIOMIKE 0cO0eHHOCTh DOS nepBbIM BBITIOIHATE (aiiiibl
¢ pacuimpenrem .COM, eciii B OJHOM KaTaJlore MpUCyTCTBYIOT JiBa (haiiia ¢ OgHUM
U TEM K€ MMEHEM, HO pasnuuHbiMu pacmuupeHusmu nmeHn — .COM u .EXE. Takue
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BUpychl co3natot g EXE-daiinos daitnbl-ciiyTHUKH, UIMEIOITHE TO K€ cCaMO€e UMs, HO
c pacummpenueM .COM, nanpumep, mis ¢aitna XCOPY.EXE co3maercs aiin
XCOPY.COM. Bupyc 3anuceiBaercs B COM-(aiin n Hukak He usmensier EXE-daiin.
[Tpu 3amycke takoro ¢aina DOS nepBbiM 00HApYKUT U BbIIOTHUT COM-(aiin, To
€CTb BUpPYC, KOTOpbIil 3areM 3amyctuT u EXE-¢aiin. Bropyro rpynmy cocTaBistoT
BUPYCBI, KOTOpBIE TMpPH 3apaXCHUM MEPEUMEHOBBIBAIOT (aill B Kakoe-1u0o0 Apyroe
UM, 3alIOMUHAIOT €ro (7S MOCNEAYIOLEro 3amycka (aiia-xo3suHa) U 3aluChIBAIOT
CBOM KOJI Ha JMCK IMOJ MMeHeM 3apaxkaemoro (aitna. Hanpumep, daitn XCOPY.EXE
nepeumeHoBbiBaeTci B XCOPY.EXD, a BupyCc 3anuchiBaeTcs II0J HMEHEM
XCOPY.EXE. Ilpu 3anmycke ymnpaBlIeHHE NOJIy4aeT KOJ BHUPYCa, KOTOPBIM 3aTEM
3anyckaer opuruHainbHbli XCOPY, xpanmammiica nox wumenem XCOPY.EXD.
Hutepecen TOT (hakT, YTO JaHHBI MeTOj] paboTaeT, MO-BUAMMOMY, BO BCEX
OIIEpAaLlMOHHBIX CHCTeMaXx. B Tperel0 rpynmy BXOAAT Tak Has3blBacMbIe
«Path-companion» Bupycsl. OHHM JMOO 3alMCHIBAIOT CBOM KOJ TOJ HUMEHEM
3apakaemMoro (aiina, HO «BBIIE» HA OJIMH YPOBEHb B MPOMUCHIBAEMBIX ITYTAX
(DOS, Takum oOpa3oMm, TEpPBBIM OOHAPYKUT U 3alMyCTUT (Qaii-BUpyc), JuOO
NEPEHOCAT (ailii-KepTBY HA OJHMH MMOJAKATAJIOT BBIILIE U T.[.

B0o3MOXHO  cymiecTBOBaHME UM JPYI'MX THIIOB  KOMIIAHBOH-BHPYCOB,
UCHOJBb3YIOUIMX  HMHBIE OpPUTMHANbHBIE WJEU WIM  OCOOEHHOCTU  JIPYTHUX
ONEPALMOHHBIX CHUCTEM.

daitsioBbIe YepBU (WOrms) SIBJISIIOTCSA, B HEKOTOPOM CMBICTIE, PA3HOBUIHOCTHIO
KOMIIaHbOH-BUPYCOB, HO TMIpM 3TOM HHUKOMM 00pa3oM HE€ CBS3BIBAIOT CBOE
INPUCYTCTBHE C KAKMUM-JINOO BBINOIHSAEMBbIM (haiisoM. Ilpu pa3MHOXKEHUU OHU BCETrO
JUIIb KOMHPYIOT CBOM KOJ B KaKHe-THOO KaTaJord JIMCKOB B HAaJEXJE, YTO 3TH
HOBBIE KONUM OyAyT KOrna-inbo 3amylieHbl MoJib3oBareneM. MHorna 3T BUPYCHI
JAIOT CBOMM KOMHSIM «CIIEIUANIbHBIE)» UMEHA, YTOOBI TOATOJNIKHYTH MOJIh30BaTENs Ha
3anyck cBoerl komuu — Hanpumep, INSTALL.EXE wimn WINSTART.BAT.
CyliecTBYIOT BHPYCBHI-UYEPBHU, HCIOJNb3YIOUIUE JTOBOJBHO HEOOBIYHBIE MPUEMBI,
HaIpuMep, 3anuchiBarone cBou konuu B apxussl (ARJ, ZIP u npoune). Hekotopsie
BUPYChHl 3alMCHIBAIOT KOMaHAy 3amycka 3apaxeHHoro ¢aina B BAT-¢aiinbl.
He cnenyer myrtath (haiiioBbie BHPYCBHI-YEPBH C CETEBHIMU 4YepBsiMu. llepBbie
UCIIOJIB3YIOT TOJIbKO (pailioBble (DYHKIMHM KaKOW-TMOO0 OMNEPallMOHHONW CHCTEMBI,
BTOPBIE K€ IPU CBOEM PA3MHOKEHHUH TOJIb3YIOTCSI CETEBBIMU IPOTOKOJIAMHU.

Link-Bupychl, Kak ¥ KOMIAHbOH-BUPYChl, HE M3MEHAIOT (PUINUECKOTO
COJIepKUMOT0 (DailyioB, OAHAKO MPH 3aMyCKe 3apaxeHHOro (aitna «3actabisitor» OC
BBITIOJITHUTh CBOM KOJ. DTOH M€ OHH JIOCTUTAIOT MOAU(HUKAIMEH HEO0OXOIMMBIX
noJiek (paiyIoBoi CUCTEMBI.

Bupycsl, 3apaxaromue OUOTUOTEKH KOMIHIATOPOB, OOBEKTHBIE MOIYJIU U
HUCXOJHBIE TEKCTBl MPOTPaMM, JOCTATOYHO OK30TUYHbI M IIPAKTHYECKH HE
pactipoctpaHenbl. Bupycsl, 3apaxkatomue OBJ- u LIB-(daitnbl, 3anuceiBalOT B HUX
CBOl Ko B (opmMare OOBEKTHOTrO MOIYJA WM OMONHMOTEKH. 3apa’KeHHbIN Qaiin,
TakUM O00pa3oM, HE SBISIETCA BBINONHSIEMBIM M HE CHOCOOCH Ha JalibHEHIIee
pacIpoCTpaHEHUE BUpPyCa B CBOEM TEKYILEM COCTOSHHUM. HocurenmeM ke «KUBOro»
Bupyca cranoButrcs COM- wiu EXE-daiin.

[TonyuyuB ymnpapneHue, ¢GalaoBbId BHUPYC COBEpUIAECT CIEAYIOIIME O0O0Ine
JIeHCTBUA:
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MPOBEPSET OINEPATUBHYIO MaMsATh HA HAJIMYKWE CBOCH KOMUU U MHPUIUPYET
naMsTh KOMIIbIOTEpa, €CIM KONUsl BHUpyca HE HaijeHa (B ciy4yae, €Cclii BUPYC
SBIIETCS PE3UACHTHBIM), UIIET He3apakeHHbIe (Pailiibl B TEKyIEM U (UJIM) KOPHEBOM
KaTajore MyTeM CKaHUpPOBAHUsS JIepeBa KaTalOroB JIOTMYECKHUX JMCKOB, a 3aTeM
3apaxxaeT oOHapy KEHHbIE (aIbl;

BBITIOJTHAET JIOTIOJIHUTEIbHBIE (€CIM OHU €CTh) (DYHKIHH: JCCTPYKTUBHBIC
NencTBUA, TpaduuecKkre Wiu 3ByKOBbIE YOQPEKTHI U T.1. (IOMOIHUTEIbHBIC (QYHKIIHH
PE3UIIEHTHOTO BHpPYyCa MOTYT BBI3BIBATHCS CIIYCTSI HEKOTOpPOE BpeMs Mocie
aKTUBM3allMM B 3aBUCUMOCTH OT TEKYILEro BpPEMEHHU, KOH(Urypaluu CHUCTEMBI,
BHYTPEHHUX CUETYMKOB BUpPYCa WJIM JIPYTUX YCIOBUH, B 3TOM Clly4ae BUPYC NpHU
aKTUBHM3alMM 00padaThIBAET COCTOSTHUE CUCTEMHBIX YacoOB, YCTAaHABIMBAET CBOU
CYCTYUKH U T.1.);

BO3Bpallla€T yOpaBJI€HUWE OCHOBHOW mporpamMme (€cii OHa  €CTh).
[lapazutnyeckue BUPYCHI MpU ITOM JHOO JieyaT (pailyi, BBIMOJIHSIOT €ro, a 3aTeM
CHOBa 3apa)kaloT, JMOO BOCCTaHABJIMBAIOT NpOrpamMmy (HO He ¢ailia) B UCXOJHOM
Bujie (Hanpumep, y COM-nporpaMmMbl BOCCTaHABIIUBAETCSI HECKOJIBKO MEPBBIX OailT,
y EXE-nporpamMmbl BBIUHCIISIETCS HWCTUHHBIA CTapTOBBIM ajapec, y JApaiBepa
BOCCTAHABJIMBAIOTCS 3HAYEHUS aJIPECOB MPOTPaMM CTPATETHU U IIPEPHIBAHUSA).

Heo6xonuMo OTMETHTh, YTO YeM OBICTpee pPAaCHpOCTpaHSETCs BHUPYC, TEM
BEpPOATHEE  BO3HUKHOBEHHME  DJIUIAEMHH  3TOTO  BHUpYyca, YeM  MeJIeHHee
pacIpoCTpaHsETCs BUPYC, TEM CIIO)KHEE €ro OOHAPYKUTh (€ciid, KOHEUHO K€, ATOT
BUpYyC Heu3BecTeH). Hepe3uaeHTHble BUPYChl YacTO SBISIIOTCS «MEUICHHBIMU») —
OOJBIIMHCTBO U3 HUX IPH 3aITyCKE 3apakaeT OJUH WM JIBA-TpH (ailiia U He yCIIeBaeT
3aMOJOHUTh KOMIIBIOTEP JO 3allyCKa aHTUBUPYCHOW NPOrpaMmbl (WJIA TMOSIBICHUS
HOBOI BEpCUM aHTUBHPYCA, HACTPOCHHOW Ha JaHHbINA BUpYC). CylIeCTBYIOT, KOHEUHO
e, HEPE3UJCHTHbIE «OBICTPBIE» BUPYCHI, KOTOPHIE MPHU 3aMyCKE HIMYT U 3apPaKaroT
BCE BBINOJIHAEMbIE (haiiiibl, OJHAKO TAKUE BUPYCHl OYEHb 3aMETHBI: IMPHU 3aITyCKe
KKJIOTO 3apaKeHHOTo (haiijla KOMIIBIOTEP HEKOTOpPO€ (MHOT/A JTOCTATOYHO JOJTOE)
BpEMsl aKTUBHO padOTaeT C BHHYECTEPOM, YTO JeMackupyer Bupyc. CKopocTb
pactpocTpaHeHus (MHPHUITMPOBAHUS) Y PE3UICHTHBIX BUPYCOB OOBIYHO BBIIIE, YEM Y
HEPE3UICHTHBIX - OHM 3apakaloT (ailiibl MpU KaKUX-TMOO oOpaiieHusx K HuMm. B
pe3ysibTaTe Ha JUCKE OKa3bIBAIOTCS 3apaKEHHBIMH BCE WM MOYTH Bce (haiibl,
KOTOpBhIE TIOCTOSIHHO MCHOJB3yIOTC B pabore. CKOpOCTb pacrnpoCTpaHEHMs
(MHQUUMPOBaHUS) PE3UACHTHBIX (ailIOBBIX BHPYCOB, 3apakaroluX (aiyibl TOJIBKO
IIPU UX 3aITyCKE Ha BBINOJIHEHHE, OyIeT HUKE, YEM Y BUPYCOB, 3apakaroluX (haisisl U
MIPH UX OTKPBITUHU, TIEPEUMEHOBAHUH, U3MEHEHUH aTpuOyTOB (haiiia u T.]I.

Takum o00pa3oM, OCHOBHBIC JIECTPYKTHBHBIC JCHCTBUS, BBITIOJIHIEMbIC
(baiijIoBBIMU BUpPYCaMH, CBS3aHBI C MOpaXeHHEM (ailyioB (Yalie UCIOMHSIEMBIX WA
GaiijIoB JTaHHBIX), HECAHKIMOHUPOBAHHBIM 3aIlyCKOM Pa3JIMYHBIX KOMaHja (B TOM
yuciie, komMana (opMaTUPOBAHUS, YHUUTOKEHHUSI, KOMPOBAHUS U T.I1.), U3MEHEHUEM
TaOJIMIIBI BEKTOPOB NpepbIBaHUMN U Ap. BMecTe ¢ TeM, MOTyT BBINOJIHATHCS U MHOTHE
JNECTPYKTUBHBIE JICUCTBUS, CXOAHBIE C TEMH, KOTOpPbIE YKa3bIBAJIUCh JIs
3arpy304HbIX BUPYCOB.

MaxkpoBupycbl (macro viruses) SBISIIOTCS MpPOrpaMMaMH Ha  s3bIKax
(MaKposi3bIKax), BCTPOCHHBIX B HEKOTOPBIE CUCTEMbI 00pAaOOTKHU JAHHBIX (TEKCTOBBIC
PEMAKTOPHI, DIIEKTPOHHBIE TAOIUIIHI U T.11.). I CBOETO pa3sMHOKEHHS TaKUE BUPYCHI
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UCIOJIb3YIOT BO3MOXKHOCTH MAaKpOS3BIKOB U TPU HUX TOMOIIU MEPEHOCAT ceds u3
OJTHOTO 3apakeHHOTO (haina (MoKyMeHTa uiau Tabmuibl) B apyrue. Hambonbiee
pacripocTpaHeHHE MOIYYHIA MaKpOBUPYCHI JUIsI MaKeTa MNPUKIAJAHBIX IMPOTPaMM
Microsoft Office.

Jnst  cyuiecTBOBaHMS BHPYCOB B  KOHKPETHOM cucTeme (penakTope)
HEOOXOMMO HATMYUE BCTPOSCHHOTO B CHCTEMY MaKpOSI3bIKa C BO3MOXXHOCTSMHU:

1) mpuBsI3KM MIPOTPaMMBI Ha MAaKpOSI3bIKE K KOHKPETHOMY (aiiiy;

2) KOMMPOBAHUS MAaKpOIIPOTrpamMM U3 OJHOrO (aityia B Ipyroii;

3) nomyuyeHuss  yOpaBlI€HUS ~ Makpomnporpammoi  0e3  BMeEIIATEIbCTBA
N0JIb30BaTENsl (ABTOMaTHYECKUE WIIM CTaHAAPTHBIE MAKPOCHI).

JlaHHBIM YCJIOBMSIM YAOBJIETBOPSIOT NpPUKIAgHBIE Iporpammbl  Microsoft
Word, Excel u Microsoft Access. OHu conmepxat B cedbe makpos3siku: Word Basic,
Visual Basic for Applications. [Tpu aTom:

1) makpornporpaMMbl TpPHUBSI3aHBl K KOHKPETHOMY (ailly WM HaXOAATCS
BHYTpH (aiina;

2) MakposI3bIK ~ TIO3BOJISIET ~ KOMUpOBaTh  (Gaiapl  WiIM  [epeMeIaTh
MaKpONpOrpaMMbl B CITyK€OHbIE (paiiiibl CUCTEMBI U pEJAKTUPYyEMbIE (Dailiibl;

3) npu pabote ¢ (ailyioM Ipu ONpeIETCHHBIX YCIOBUSIX (OTKPBITHE, 3aKPHITHE
U T.J.) BBI3BIBAIOTCS MaKpOIpPOrpaMMbl (€CIIU TaKOBBIE €CTh), KOTOPBIE ONpe/eIeHbI
CTHEeIMATFHBIM 00pa30M WIIM UMEIOT CTaHIaPTHHIE NMEHA.

JlanHasi OCOOEHHOCTh MAaKpOS3bIKOB IpEAHA3HAuY€HA JJIsi aBTOMAaTHYECKON
00pabOTKH JAaHHBIX B OOJIBUIMX OpraHU3alUsaX WU B INI00AJBHBIX CETSIX U MO3BOJISET
OpPraHM30BaTh TaK HA3bIBA€MbIH «aBTOMATU3UPOBAHHBIM JOKyMeHTOo0OOpoT». C
JPYTrOi CTOPOHBI, BO3MOXKHOCTH MAaKpOSI3bIKOB TAKHUX CHUCTEM II03BOJISIOT BUPYCY
MEPEHOCUTH CBOU KOJ B ApyrHe (Gaiiyibl U TaKUM 00pa3oM 3apa’kath UX.

BoNbIIMHCTBO MAakpOBHPYCOB AaKTHBHBI HE TOJIBKO B MOMEHT OTKPBITHS
(3akpsbITHs) (paiina, HO JO TeX MOp, OKa aKTUBEH caM peaakTtop. OHU coaepkar Bce
cBoM (yHKIMHM B BHJAE cTaHAapTHbIX MakpocoB Word/Excel/Office. CymecTtByior,
OJTHAKO, BUPYCHI, UCTIOIB3YIOUINE MPUEMBI CKPBITHS CBOETO KOJa U XpaHSIINE CBON
KOJ B BHJI€ HE MakpocoB. M3BeCTHO TpH MOJOOHBIX MpHEMa, BCE OHU HCIOIB3YIOT
BO3MOXKHOCTh MaKpOCOB CO371aBaTh, PEIAKTUPOBATh U MCIIONHATH JIPYTHE MaKPOCHI.
Kak npaBuiio, mojoOHble BUPYChl MMEIOT HEOOIbIIONW (MHOTAA — MOJUMOPQHBIA)
MaKpoOC-3arpy34uK BUpPYCa, KOTOPBII BBI3BIBAET BCTPOCHHBIN PEAAKTOP MaKpOCOB,
CO3/1a€T HOBBII MakKpoC, 3aIllOJIHAET €r0 OCHOBHBIM KOJIOM BHMpPYCAa, BBINOJHSIET U
3aTeM, KaK MpPaBUJIO, YHUUYTOXKAeT (UTOOBI CKPBITH CJEAbl INPUCYTCTBHUS BUpPYCA).
OCHOBHOH KOJ| TaKUX BUPYCOB MPUCYTCTBYET JINOO B CaMOM Makpoce BHpyca B BHJIE
TEKCTOBBIX CTPOK (MHOTJAa — 3amM(pPOBAHHBIX), JMOO XpaHUTCSI B O0IaCTH
NEPEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCATCS BHPYCHI, KOTOpBIE JUISI CBOErO pPaCIpPOCTPAHEHUS
AKTUBHO MCIOJB3YIOT MPOTOKOJIBI K BO3MOXKHOCTHU JIOKATBHBIX U TIIOOATBHBIX CETEH.
OCHOBHBIM TPHUHIIMIIOM pabOTHI CETEBOTO BHpYyca SBISETCS BO3MOXHOCTH
CaMOCTOSITENTFHO TIEpeIaTh CBOM KOJI HAa yNAJICHHBIN CepBEp WM pabOUuyr0 CTAHITHUIO.
«[lonmHOTICHHBIE» CETEBbIE BHUPYCHl MPH ITOM OOJIAMAIOT €mle W BO3MOXKHOCTBIO
3allyCTHTh Ha BBITIOJHEHHE CBOW KOJ HAa YJaJICHHOM KOMIThIOTEpE WIIH, MO KpaiHen
Mepe, «IIOATOIKHYTH) MOJIb30BaTEIN K 3aIlyCKY 3apakKeHHOT0 (aiina.
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BpenonocHeiMu nporpammamu, obecneunBaromuMu ocymiectsienne HC/I,
MOTYT OBITb:

IPOrpaMMbl MOAOOPa U BCKPBITHSI TAPOJIEH;

IIPOrPAMMBI, PEATU3YIOLIUE YTPO3BI;

pOrpaMMbl, JEMOHCTPUPYIOLIUE  HCIOJIb30BAHUE  HEACKIAPUPOBAHHBIX
BO3MOXHOCTEH MPOrpaMMHOI0 U IporpaMmmHo-anmnapatHoro odecrneuenuss UCI/H;

IIPOrPaMMBbI-T€HEPATOPBI KOMIIBIOTEPHBIX BUPYCOB;

IpOrpaMMbl,  JEMOHCTPUPYIOIIME  YSA3BUMOCTH  CPEICTB  3aIUTHI
uHbopMaIuu U JIp.

B cBA3M ¢ ycIoXKHEHMEM U BO3PAaCTaHHEM PA3HOOOPA3Msl MPOrPAMMHOIO
o0ecreyeHnsl YUCII0 BPEJOHOCHBIX MporpaMM ObIcTpo Bo3pacTaeT. CeroqHs U3BECTHO
6onee 120 ThicAY CUTHATYp KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ TeM, Aaneko He Bce U3
HUX MPEACTABIISIOT PEABHYIO Yrpo3y. Bo MHOTMX ciydasx yCTpaHEHHUE YS3BUMOCTEN
B CUCTEMHOM WJIM MPUKIIATHOM [IPOrPAMMHOM 00€CIIEYeHUH MPUBENO K TOMY, YTO PsiJi
BPEIOHOCHBIX TPOTPaMM YK€ HE CHOCOOEH BHEIPUTHhCS B HUX. YacTO OCHOBHYIO
OIACHOCTH MPEACTABIISIIOT HOBBIE BPEIOHOCHBIE POTPAMMBI.

5.6. O0mas XapaKTepUCTUKA HETPAAUIIMOHHBIX HHPOPMANMOHHBIX KAHAJIOB

HeTrpaanunoHHbI HHPOPMAMOHHBIM KaHa — 3TO KaHAJI CKPBITHOM Nepeaadu
MH(pOpPMAMU C HMCHOJIb30BAHMEM TPAJULMOHHBIX KaHAJOB CBS3M M CIELHAJIBHBIX
npeoOpa3oBaHuUi repe1aBaeMon uH(opmariuu, HE OTHOCAIINXCS K
KpUIITOTpaUuECKHUM.

Jia hopMupoBaHUs HETPAJUIIMOHHBIX KAHAJIOB MOT'YT MCIIOJIb30BaThCSl METO/IbI:

KOMITBIOTEPHOU CTEraHorpaduu;

OCHOBAHHBIE Ha MaHUIYJISALUMHA pa3snuuHblx xapakrepuctuk MCII/IH, koTopbie
MO>KHO TOJy4aTh CAaHKIMOHUPOBAHO (HAampuMep, BPEMEHU OOpaOOTKU pPa3THMUYHBIX
3alpocoB, OOBEMOB JOCTYIHOM MamMATH WM  JOCTYHOHBIX JUISl  YTEHHUS
UAEHTU(PUKATOPOB (PaiIOB WK MTPOLIECCOB U T.II.).

MeTo/1bl KOMIBIOTEPHOM cTeraHorpapuu NpeaHa3HAuYEHbl IS CKPbITUS (haKTa
nepenayn cooOIleHrs MyTeM BCTpauBaHUsA CKPbhIBA€MOW MH(OpPMAMU BO BHEIIHE
0e300uIHbIE JaHHBbIE (TEKCTOBBIE, TIpadUyecKue, ayauo- WIM BUICO(DANIBbI) H
BKJIFOYAIOT B C€0s1 IBE IPyNIbl METO0B, OCHOBAHHBIX:

Ha HCIOJb30BAHUM CHELUAIbHBIX CBOWCTB KOMIIBIOTEPHBIX (HOpPMATOB
XpaHEHMS U Mepejaul TaHHbIX;

Ha M30BITOYHOCTU ayJIM0-, BU3YAJbHOM WM TEKCTOBOM HH(pOpManuu c
MO3ULUHU ICUXOPU3NOTOTHIECKUX OCOOEHHOCTENW BOCIIPUATHUS YEIOBEKA.

Knaccudukanys MeToJ0B KOMIBIOTEpHOM cTeraHorpauu NpHUBEIEHA Ha
pucyHke 15. Ix cpaBHHUTENbHASA XapaKTEPUCTHKA MTPUBEIEHA B TadIuIe 4.

HauGosnpiuee pa3BuTHE W MPUMEHEHHUE B HACTOSLIEE BpEeMs HaXOISAT METOAbI
COKpbITUS HH(OpManuMu B TrpapUUecKUX CTErOKOHTEHHepax. OTO O0YCIOBJIEHO
CPaBHUTEIBHO OOJBIIMM O0BEMOM HH(OpPMALUU, KOTOPBI MOYKHO pPa3MECTUTh B
TaKMX KOHTelHepax 0€3 3aMETHOI0 CKAKEHHSI N300paKEHUs1, HATMUYHUEM allPUOPHBIX
CBEJICHUIN 0 pa3Mepax KOHTEHHepa, CYIIECTBOBAaHHMEM B OOJBIIMHCTBE pEalbHBIX
M300pKEHUI TEKCTYpHBIX 00JIacTel, UMEIUUX IIYMOBYIO CTPYKTYpPY M XOPOILIO
NOAXOMSIIMX JJisi BCTpauBaHud HH(OpMaLUU, HOpOopabOTaHHOCTBIO METO/I0B
uuppoBoil 00pabOTKH U300pakeHUid MU LHUPPOBBIX (OPMATOB MPEICTABICHUS
n300pakeHuil. B HacTosIee Bpems CylIecTBYeT LEbld Pl KaK KOMMEPUYECKHUX, TaK



Metonsr CITH

I1o Tnry KoHTElHEpa

MeTonsl, Merozsr, MeTO/1bl, KCITIOJIB3Y FOLITHE
HCIONB3YIONIHE HCIOJIE3YIOTINE rpaduueckue
ayJIMOKOHTEIHephl TCKCTOBLIC KOHTCHHCPLI KOHTEHHepbl
ITo cnocoOy| COKpBITHS ITo npeBeHTUBHOCTH (pOPMHUPOBAHHs KOHTCHHEpa ITo cmocoby COKpBITUS
\ \ | L L I I ]
Meronst ABTOMaTHYECKHUE ITomyaBTOMaTHUECKHE Merozs! MeTonn! MeTonb!
MeTtonst -
MeTtoasi COKPBITHS Ha . METOMBI COKPBITHA MCTOABI COKPBITHA COKPBITHS B COKDBITUS Ha UCTIONB30BAHMST MATPHUI]
COKDBITHS B
COKPBITHS B OCHOBE (1)12330By}0 _________ _L Tlo_cnocoOy coKpeITUs _ _ _ _ _ | | _ | TIpPOCTpaHCTBEHHO- OCHOBE MPOME>XKyTOYHBIX
HaUMEHBIIMX | | mIymornono6- | | BPEMEHHOI pacnpeneneHus BBIYMCIJICHUI IpoLecca
II0CICI0BA- TexHUUEeCKHE
ourax HBIX JIMHTBUCTUYECKUE obiact 10 CIEKTPY cxxkatvs rpadud. uHd.
TEJLHOCTH METOIBI
CUT'HAJIOB METOIBI COKPBITHUSA
COKpBITHA ITo Ty MQAYJISIIUH
Ilo mpuemy coxpprtyist|  ____ —f/F———— T 1 s e e
e et e ~~ | Meroust coxpsitus | [[10 HpUEMY COKPBITHH ITo meTony coKaTHA
MeToAbI COKPBITHS MeTopI COKPBITHS MeTozbr cokprITHS Ha OCHOBE
Ha OCHOBE Ha OCHOBC Ha OCHOBC HUCIIOJIb30BAHUSI || MeTtonpt MeTtompl
pacrpeneneHus mo npobenos HCIIOIB30BaHMA JKapTOHHOTO KOJa Merozst COKPBITHSI C COKpBITHS,
7 COKpPBITUSA B
CHEKTPY < ocobeHHoCTeH Kp HCIIONMb30BAHHEM OCHOBaHHEIE Ha
CTOJIbI COKPBITHSL wpudra MeTO/BI COKPBITHSI HaUMCHBIIHX HelmHelHOH [ BCHBIIET-
Ha OCHOBE Ha OCHOBE 3HavaluX OUTax MOy AIIHE npeobpaszoBaHun
CHHTaKCHYECKHX MeTo1bl COKPBITHS nenoaszoBamA | —— BCTPAMBACMOLO rpaduteckoit
i . €TOJIbI COKPBITUS I
ocobeHHOCTeH Ha OCHOBE reoMeTpUYECKOI BT COKP COOOIIEHUS uH}pOopMaLH
MeToabl COKPBITHS TEKCTa HCITOIB30BAHMS CHCTEMEL Ha OCHOBE
Ha OCHOBE KOJ1a TOKYMEHTOB U Mo (UKaIIH
UCIIOJIE30BAHUS X0 MeTobl COKPBITHS daiinos Metozbt coxpriTus HHZIEKCHOTO
CUTHaJIa Ha OCHOBE 1 Ha OCHOBC (opmara Merozmr MeTtompl
CHHOHHUMOB HMCTIONB30BAHHA | || ppencrapsienus coRpBrTIs C COKPBITHS,
qepeIOBaHUsA OCHOBaHHBIC Ha
HCIIONIb30BaHUEM
MeTOAbI COKPBITHS ATHHET CIIOB & KOCHHYCHOM
— MeTtonbl COKpBITUS 3HaKOBOU ~ | npeoGpasosanmm
Ha OCHOBE OIIHOOK MeTO,HI)I COKPBITU HAa OCHOBE MOZYJIS LI a(b]/[qec](of/']
Ha OCHOBC ABTOKOPPEISIIUOH- {— | BCTPauBacMOro P
MeToabl COKPBITHS HA OCHOBE PP uH(opmaiy1
A “p UCTIONB30BAHMA | Hoif (hyHKIMH COOOLLICHUS
reHepalny KBa3UTEKCTa MepBbIX OYKB
TEKCTa

Pucynok 15. Knaccuduxanus MerofoB creranorpagpuyeckoro npeodpazopanus nHpopmanuu (CIIN)

8S
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Tabaua 4

CpaBHUTETbHAS XapaKTEPUCTHKA CTETAHOTPAPUISCKUX METOIOB
npeobpazoBaHus HHGOPMAILIUH

Creranorpagu-
4YeCKHUI MeToj

Kparkas xapakTepucruka
MeToa

Henocrarku

IIpeumymecrBa

MeTombl COKPBITHS HHGOPMALK B ayIHOKOHTEHHEpax

Merton cokpbITus B
HaMMEHBIIHNX
3HavalMX OUTax

OCHOBaH Ha 3aIMCH COOOIICHUS

B HaMEHBIIINE 3HaYalye OUThI
HCXOJHOTO cUrHana. B xagecTBe
KOHTEHHepa HCIONB3YeTCs, Kak
MpaBHIIO, HECIKATHIHN ayIHOCHTHA

HeBbIcOKasi CKpPBITHOCTH Ieperadn
cooOmenust. Huskast yctoi4nBoCTh

K UCKaXEHUsIM. MIcronb3yeTcs TOJIBKO
JUIsL OLIpEJIeNIeHHbIX (JOPMATOB ayHo-
(haiinoB

JlocTaTouHO BBICOKAS
E€MKOCTh KOHTEHHEpa
(mo 25 %)

Meton COKPBITUA
Ha OCHOBEC
pacupeacicHus no

CHEKTPY

OCHOBaH Ha TeHepaluy TICEBI0CITY-
YaliHOTO 1IyMa, SIBJISIONIEroCcs
(yHKIMEH BHEAPSIEMOTO
COOOIIIEHHS, U TOMEINBAHUN
MOJIyYEHHOT'O IIIyMa K OCHOBHOMY
CUTHATy-KOHTEHHepy B KauecTBe
aIIUTUBHON COCTaBIISIOIIEH.
Konmpoanue motokoB HHGOpMAITHN
MyTeM paccessHUs KOTUPOBAHHBIX
JIQHHBIX T10 CIIEKTPY YacTOT

Husknit xoapdumueHt
HCIIONBb30BaHMs KOHTEITHepa.
3HauNTEIbHBIC BEYUCIUTEIIBHEIE
3aTpatsl

CpaBHI/ITCJ'ILHO BBICOKasA
CKPBITHOCTDH COO6IJ_IeHI/I$I

Merton cokpbITUS
Ha OCHOBE
UCIIOTBb30BaHUS
9X0-CHIHAJA

OCHOBaH Ha HCIOJIL30BaHUH B
KayecTBE LIyMOINOJA00HOr0 CUIHalIa
CaMoro ayAMOCHUTHANA, 3aJIepXKaH-
HOTO Ha Pa3JINYHbIC EPUOJIBI
BPEMEHH B 3aBUCHMOCTH OT
BHEZIPAEMOr0 COOOIIEHHS
(«T03BOHOYHOTO 9Xa»)

Huskwit koaddunment
UCIOJIb30BaHUs KOHTEHHEPA.
3HaYNTEIbHBIE BEIUUCIUTEIbHBIE
3aTpaThl

CpaBHHTEIBHO BBICOKAS
CKPBITHOCTh COOOLICHUS

Merton cCOKpbITUS
B (hasze curHana

OcHOBaH Ha (haKTe HEUYBCTBUTEIIb-
HOCTH yXa 4eJIoBeKa K a0CO0T-
HOMY 3HA4eHHIO (a3bl FAPMOHUK.
Aynmo-cursan pa3ouBaeTcs Ha
HOCJIE/I0BATEIBHOCTh CETMEHTOB,
coo0IIeHNe BCTPaNBACTCS IyTEM
MozauduKauy (a3sl IepBoro
cerMeHTa

Maubiit KO3(QGUITMSHT HCIOTb30BaHUS
KOHTeHHepa

OO01amaer 3HAYUTEIBHO
0oJjice BBICOKOI
CKPBITHOCTBIO, YeM
MeTozbl COKphITHS B H3b

MeTo/1b! COKpBITHS HHPO!

Malli1 B TCKCTOBBIX KOHTeﬁHCan

Meton cokpbITHSA
Ha OCHOBE
mpo6enoB

OCHOBaH Ha BCTaBKe NMPOOEJIOB B
KOHIIE CTPOYEK, TI0CIIE 3HAKOB
NpeNUHAHKS, MEXK/Ty CIIOBaMH MPU
BBIPABHUBAHHU JITHHBI CTPOK

MCTOJII)I YYBCTBUTECJIbHBI K IEPEHOCY
TEKCTa U3 OHOTO hopMaTa B APYroi.
BosmoyxHa moTepst cooOIeHus.
HeBbIcokast CKPBITHOCTh

JlocTatouHo GoJbiias
MIPOMYCKHAsA CIIOCOOHOCTH

Merton COKpbITUS
Ha OCHOBE
CHUHTaKCHUECKUX
0CcOoOEHHOCTEH
TeKCTa

OcHoBaH Ha TOM, 4TO IIpaBUjia
IMYHKTYyalluHl OOITyCKarT
HEOAHO3HAYHOCTH IIpU
PacCTaHOBKE 3HAKOB MPETIMHAHUA

OueHb HUBKAS NPOITyCKHas
crocoOHOCTh. CI0XKHOCTh
JACTCKTUPOBAHUA COO6U.[€HI/I$I

CymectByet
HOTEHIHUAbHAs
BO3MOXHOCTb I10100paTh
Takoi METOoJ, Ipu
KOTOPOM HOTpeOyIoTCs
BECHbMa CIIOJKHBIE
TIPOLETyPhI IS
PACKpPBITHS COOOIIEHHS

Merton cokpbITUS
Ha OCHOBE
CHHOHUMOB

OcHOBaH Ha BcTaBKe HH(MOPMaUH
B TCKCT IPU MMOMOLIN YEPEAOBAHUA
CJIOB M3 KaKOW-TTMOO IPYIIITEI
CHHOHHMOB

C102K€eH NIPUMEHHUTENIBHO K PyCCKOMY
A3BIKY B CBA3U C OOJBLINM
pa3Ho0Opa3HeM OTTEHKOB B Pa3HBIX
CHHOHHMAax

OpuH u3 Hanboiee
NEPCIICKTUBHBIX METOIOB.
Oo6nagaer CpaBHUTEIBHO
BBICOKOH CKPBITHOCTBIO
coo0IIeHHs

Merton cCOKpbITUS
Ha OCHOBE
HCIIOJIb30BAHUS
omuboK

OCHOBaH Ha MaCKHPOBKE
MHQOPMAIIMOHHBIX OUTOB MO
€CTECTBEHHEIE OLIUOKH, OIEYATKH,
HapYUICHUS TPABUJI HAUCAHUS
COUYETAHMH TTIACHBIX U COTIACHBIX,
3aMeHe KUPUILIHIIBI Ha
AHAJIOTHYHBIC 110 BHEIIHEMY BHILY
JIATHHCKHE OYKBBI ¥ JIP.

Hesbicokast mpoIryckHast ClIocOOHOCTb.
BricTpo BekprIBaeTcs npu
CTaTHCTUYECKOM aHANIU3E.

Becpma npoct B
npuMeHeHuH. Beicokast
CKPBITHOCTb IIPU aHAJIM3E
YeJI0BEKOM

Merton cOKpbITUS
Ha OCHOBE
reHepawn
KBa3UTEKCTa

OCHOBaH Ha TeHEepaIlH TEKCTOBOTO
KOHTEITHepa ¢ UCIOJIb30BAaHUEM
Habopa MpaBUII OCTPOCHHS
npeioxkenui. Mcnonssyercs

CHMMETpPHUYHAs! KpUNTOTpadus

HeBpicokast mporyckHast ClIOCOOHOCTb.
BeccMbICIEHHOCTD CO31aHHOTO TEKCTa

CKpBITHOCTD
OIIpEJeNsAeTCs. METOAAMU
muQpoBaHuUs U, Kak
IIPaBUJIO, BECbMA BBICOKA
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Oxonuanue Ta0aunel 4

Creranorpagu-
YeCKHii MeTo]

Kparkasi xapakTepucTuka
MeTo/1a

Henocratku

IIpeumymecrBa

Merton cOKpbITUS
Ha OCHOBE
UCIIOJIL30BAHUS
ocobeHHOCTEH
mpudra

OcHOBaH Ha BcTaBKe HH(POPMALUH
3a CUeT M3MEHEHHUs THIa WpHPTa U
pa3mepa OyKB, a TaKoke Ha
BO3MOKHOCTH BCTPaHBaHUs
nHpOpMAIMU B OJIOKH C
HEHN3BECTHBIMU IS Opay3epa
UICHTH(QUKATOPaMH

Jlerxo BBISBIISETCS TIPH
npeoOpa3oBaHUM MacIITada
JOKYMEHTA, IIPH CTaTHCTHYECKOM
CTeroaHajin3e

Bricokuit ko duieHt
HCIIONB30BAHUS
KOHTeHHepa

Meton cokpbITHS
Ha OCHOBE
HCTIONb30BAHUS
KOJa TOKYMEHTa U
(harina

OCHOBaH Ha pa3MelICHUU
nHbopMaIuu B
3ape3epBHUPOBAHHbBIX U
HEHCHOJIb3YEMBbIX MOJISX
HepEeMEHHO# JUTMHBI

Huskas CKpbITHOCTb IIPU U3BECTHOM
(dhopmare daiina

[Ipoct B npuMeHEHUH

Meton COKPBITUA

OCHOBaH Ha U3MEHEHNH 3HAUYEHHI

Huskas npomyckHast clocoOGHOCTS.

IIpocT B mpuMeHeHNH

Ha OCHOBE CIJIOB V3ko cnenmanusuposad. Huzkas

HCTIOJIb30BAHUS CKPBITHOCTh

KaproHa

Mertox COKpBITHS OcCHOBaH Ha TeHepaluH TEKCTa — CnoxHocTh (OPMUPOBAHHUS JlocTaTo4yHO BBICOKAS

Ha OCHOBE KOHTelHepa ¢ OPMHUPOBAHUEM KOHTEeHHepa 1 COOOIIECHHS CKPBITHOCTH IIPH AHAIN3E
HCTIONb30BAHHS CJIOB ONpEETICHHON AIHMHBI IO YETIOBEKOM

yepe10BaHus W3BECTHOMY IPaBHITy KOJHPOBAHUS

JUINHBI CJIOB

Meton cokpbITHS
Ha OCHOBE
HCTIOJIb30BAHUS
NePBBIX OYKB

OcCHOBaH Ha BHEIPEHUH
COOOLICHNS B IIEPBBIE OYKBEI CIIOB
TEKCTa C MOI00POM CIIOB

CJI0KHOCTh COCTABJICHHS COOGLLIGHI/Iﬂ.
Huzkas CKPBITHOCTb COOGLL[CHHS[

Haet Gomnbiryro cBoOOIY
BBIOOpA OIIEpaTopy,
MPUYMBIBAIOLIIEMY
cooOrieHne

MeTo1bI COKPBITUSI HH(OP

MaIliU B rpadMuecKiX KOHTEHHEepax

Merton cokpbITUs B
HaMMEHBIIHNX
3HavYalMX OuTax

OCHOBaH Ha 3alliCH COOOIICHUS B
HaMMEHBIIIHE 3HAaYaIe OUTHI
HCXOJIHOTO N300paXKeHHS

HeBbicokast CKpBITHOCTB TIepeayn
coobrienus. Huszkast ycTORYNBOCTD K
HCKAKEHUSIM

JlocTaToYHO BBICOKASI
€MKOCTh KOHTEHHepa
(o 25 %)

MeTton coKpbITHS

OCHOBaH Ha PeIyKIUH (3aMEHE)

IIpumensieTcs MPEUMyIIECTBEHHO K

CpaBHHUTENHHO BBICOKAs

Ha OCHOBE I[BETOBOH MAJIUTPHI U CKaThIM M300paskeHusIM. HeBbicokas €MKOCTh KOHTEeHHepa
MoaubHUKaIIN YIIOPSIIOUYMBAHUH IIBETOB B CKpPBITHOCTB TIepeatdy COOOIIEeHHS

HHJIEKCHOTO MHUKCEIISIX C COCEAHIMHI HOMEPAMH

¢dopmara

TIPE/ICTABICHUS

MeTton cokpbITHS OcCHOBaH Ha MOUCKE C CI0XHOCTb pacyeToB YceToWunBOCTD K

Ha OCHOBEC INPUMEHCHUEM 6OJ'II:LI_IPIHCTBy
HCTIONb30BAHHS ABTOKOPPEJIAIMOHHON (DYHKINH HEITMHEHHBIX
aBTOKOPPENAIMOH- | 00NacTei, coaepKalux CXOIHbIE npeoOpa3oBaHui

HOM QyHKITUH JIAHHBIC KOHTEWHEpa

MeTox COKpBITHS OCHOBaH Ha MOYJISIHN Huskast TOYHOCTB JETeKTUPOBAHHSI. JlocTaTo4HO BBICOKAst
Ha OCHOBE IICEBJIOCITyYafHOrO CUrHaja Hckaxenus CKPBITHOCTH COOOLICHHS
HCIIOJIb30BaHUS CHTHAJIOM, COZEPIKAIIUM

HEJIUHENHON CKpbIBaeMyI0 HH(pOpMaLUIo

MOIYJISILIUH

BCTPANBAEMOTO

c000IIeHNS

MerTox COKpBITHS OCHOBaH Ha MOJIYJISIHN Hwuskast TOYHOCTB IETEKTUPOBAHMSI. JlocTaTo4HO BBICOKAst
Ha OCHOBE MICEBAOCITYYaiHOTO CUT'HANIA HUckaxenus CKPBITHOCTD COOOIICHHS
HCIIO0JIb30BAHUA 6I/ll'lOJ'l$[le>lM CHUTHAJIOM,

3HAKOBO# COZIepIKaIlUM CKPBIBAEMYIO

MOIYISIIUH uH(OPMAIINIO

BCTPAUBAEMOTO

co001IeHns

MeTox COKpBITHS OCHOBaH Ha OCOOEHHOCTAX CII0’KHOCTh PacueToB BrIcokast CKpEITHOCTB
Ha OCHOBE BeiBIIeT-nIpeoOpazoBaHmit

BeliBIIeT-

peoOpa3oBaHus

Merton cokpbITHS OcHoBaH Ha 0COOEHHOCTAX C0XHOCTb pacyeToB Bricokas cKpBITHOCTH
Ha OCHOBE JTUCKPETHOTO KOCHHYCHOTO

HCTIONb30BAHHS npeoOpa3oBaHus

JICKPETHOTO

KOCHHYCHOTO

npeoOpa3oBaHus
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U OeCIUIaTHBIX MPOTPAMMHBIX IMPOIYKTOB, JOCTYHHBIX OOBIYHOMY MOJIb30BaTEIIO,
pean3yIONMX HU3BECTHBIE CTEraHOTrpapUUecKre METOAbl COKPBITHS HH(POpMAIUH.
[Tpu 3TOM MPEUMYIIIECTBEHHO UCTIOIB3YIOTCS TpaduiecKie U ayIu0-KOHTEHHEPHI.

B  HerpaguuumoHHBIX  MH(OPMAIMOHHBIX  KaHajaX, OCHOBAaHHBIX Ha
MaHMIYJSIUU PA3IUYHBIX Xapakrepuctuk pecypcoB MCIIAH, ucnons3yroTcs s
nepefayu JaHHBIX HEKOTOpbIE pasnenseMmble pecypebl. Ilpm 3TOM B KaHanax,
UCIIOJB3YIOIIMX BPEMEHHBIC XapaKTEPUCTUKH, OCYUIECTBIAECTCS MOAYJIALMSA 10
BPEMEHU 3aHATOCTU pa3JesieMOro pecypca (Hampumep, MOAYJIHPYS Bpems
3aHATOCTH IPOLIECCOPA, IPUIOKEHUS MOTYT OOMEHUBATHCS JAHHBIMU).

B kaHamax mnaMaTH pecypc HCIONb3yeTCs Kak IPOMEXYTOUHBIM Oydep
(HarpuMmep, NPUIOKEHUS MOTYT OOMEHHUBATBHCS JIAaHHBIMM ITyTEM IMOMEIEHUS UX B
UMEHa co3JaBaeMbIX (ailioB u aupektopuil). B kananmax 6a3 JaHHBIX W 3HAHUU
UCHOJIb3YIOT 3aBUCUMOCTH MEXAy JaHHBIMU, BOZHUKAIOIIUMHU B PEISLIMOHHBIX 0a3ax
JAHHBIX U 3HAHWUH.

Hetpanummonnsie nHGOpMalMOHHBIE KaHAIBl MOTYT OBITh CPOPMHUPOBAHBI HA
pa3nuuHbIX YpoBHAX pyHKUnoHUpoBanus MCII/Ix:

Ha alrapaTHOM YPOBHE;

Ha YPOBHE MUKPOKOJIOB U IPaiBEPOB YCTPOUCTB;

Ha YPOBHE ONEPALIUOHHON CUCTEMBI;

Ha YpOBHE MPUKJIAAHOTO MPOrPaMMHOI0 00€CTIeueHus;

Ha YpOBHE (DYHKLIMOHUPOBAHUS KAHAJIOB NIEpelaul JaHHBIX U JIUHUI CBSI3U.

OTH KaHajabl MOTYT HCIIONB30BaTbCAd KaK JUI  CKPBITOM  Ilepeaadu
CKOMMPOBAaHHOW UWHGOpMalMU, TaK M Ul CKPBITHOM Iepefauyd KOMaHJ
Ha BBINIOJIHEHUE IECTPYKTUBHBIX JEUCTBUM, 3aIyCKa IMPUIOKEHUM U T.II.

Jnga  peanuzaly  KaHaloOB, KakKk MpaBWJIO, HEOOXOAUMO BHEIPUTH B
aBTOMAaTU3UPOBAHHYIO CHUCTEMY NPOTrPaMMHYK0 WJIM HPOrPaMMHO-AIIIAPATHYIO
3aKJIaJIKy, 00eCTIeYnBaIOLIYI0 (JOPMUPOBAHUE HETPAAUIIMOHHOTO KaHaa.

HeTrpaauuuroHHbI MTHPOPMALIMOHHBINA KaHall MOYKET CYIIECTBOBATh B CHCTEME
HEIIPEPBIBHO WJIM aKTUBU3UPOBATHCS OJHOPA30BO WM I10 33JJaHHBIM yCioBUsM. [Ipu
ATOM BO3MO>KHO CYIIECTBOBaHUE 00paTHOM cBsi3U ¢ cyOobekTom HC/I.

5.7. O0masi XapakTepuCTUKA Pe3yJIbTATOB HECAHKIIMOHUPOBAHHOT O
WIH CJIY4YallHOI'0 10CTyNna

Peanuzauus yrpo3 HCJl x umHbopmanuu MOXKET NPUBOJIUTH K CIEAYIOIIUM
BUJIaM HapyIleHUs ee Oe30MacHOCTHU:

HapylIeHUI0O  KOH(QUACHLUMAIbHOCTH  (KONMpPOBAaHUE,  HEMPaBOMEPHOE
pacrnpocTpaHEeHue);

HapyIICHUIO 1IEJIOCTHOCTU (YHUUYTOKEHUE, U3BMEHEHNUE);

HApYILICHUIO TOCTYNMHOCTHU (OJIOKUpOBaHUE).

Hapymienne KoH(UIEHIIMAIBHOCTH MOXET OBbITh OCYIIECTBICHO B Ciyyae
yTeUKU UH(POpMAIUK:

KOIIMPOBAHUS €€ Ha OTUYK/Ia€MbI€ HOCUTENN UH(OpMaLUy;

nepeayu ee 1o KaHajlaM Mepesadyu 1aHHbIX;

Opyu TPOCMOTPE WIM KOMUPOBAHMM €€ B XOJI€ PEMOHTa, MOAU(PUKALUU
U YTUJIM3AlUKU POrPaMMHO-aNapaTHbIX CPEJICTB;
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pu «cOOpKe Mycopa» HapymuTeaeM B mpoiecce skcruryatanuu UCI/IH.

Hapymienne neiaoctHoCTH HHOOPMALIMK OCYIIECTBIISETCS 32 CUET BO3ACHCTBHS
(MomupuKanum) Ha TPOTPAMMBI U JAHHBIC TTOJIH30BATENIS, @ TAKIKE TEXHOIOTUYECKYIO
(cucteMHy10) HHGOPMAIIKIO, BKIIFOYAIOIIYO:

MUKpPOIIPOTPAMMBI, JaHHBIE MW JApaiiBepa yCTPOWCTB BBIYMCIUTEIBHOU
CUCTEMBI;

IporpaMMmbl, JaHHbIE M JpaiiBepa YCTPOMCTB, 00ECHEeUMBAIOUIUX 3arpy3Ky
ONIEPALMOHHON CUCTEMBI;

IporpaMmbl U JaHHBIE (JECKPUITOPHI, OMUCATEIU, CTPYKTYpPbI, TaOIUIIBI
U T.JI.) OTIEPALIMOHHOMN CHCTEMBI;

POrpaMMbl U JJAHHBIE MPUKIIATHOTO TPOTPAMMHOTO 00ECTICUESHHUS;

MPOrPaMMBbI U JJAHHBIE CTICIIHAIBHOTO MMPOTPAMMHOTO 00€CTIeUeHUs;

MIPOMEKYTOUHBIE (ONEpPAaTUBHBIC) 3HAYCHUSI MPOrpaMM M JIAHHBIX B MpOIECcce
ux 00paboOTKM (YTCHUS/3amucCH, MpUeMa/Tiepeaadn) CpPeACTBAMU M YCTPOWCTBAMH
BBIYUCITUTEIBHON TEXHUKH.

Hapymenue nenoctnoctu uHdopmamuu B HCIIJIH MoxkeT Takxke OBITh
BBI3BAHO BHEJAPEHHWEM B HEE BPEJOHOCHON MpOrpamMMbl MPOrpaMMHO-aNNapaTHOU
3aKJIaJIKU WJIA BO3JIEUCTBUEM Ha CUCTEMY 3alllUThl HH(OPMAIIMU WIH €€ FJIEMEHTBHI.

Kpome »srtoro, B MCIIIH BO3MOXXHO BO3ACHCTBHE HA TEXHOJOTHYECKYIO
CeTeByI0 HMH(pOpPMAIIMIO, KOTOpas MOXET obOecrneuynBaTb (PYHKIIMOHHUPOBAHUE
Pa3JIMYHBIX CPEACTB YIPABJICHUS BRIUUCIUTEIBHON CETHIO:

KOH(pUTrypaiueu cetu;

aJpecamMu U MapuIpyTH3alUel Nepe1adn TaHHbIX B CETH;

(GyHKIIMOHATBHBIM KOHTPOJIEM CETH;

0e30macHOCThIO HHGOPMAIINH B CETH.

Hapymenne ~ goctymHocT — wHpOpMamuu  OOCCHICUMBACTCS  IYyTEM
dbopmupoBanusa (MOAM(PHUKALMK) HUCXOAHBIX HaHHBIX, KOTOpbIE TNpHU 00paboTKe
BBI3bIBAIOT HENPABUIbHOE (PYHKIMOHUPOBAHME, OTKAa3bl ammaparypbl WJIH 3aXBat
(3arpy3Ky) BBIYMCIUTENIBHBIX PECYPCOB CHUCTEMBI, KOTOpPbIE HEOOXOAMMBI s
BBITIOJTHEHUS MPOTPaMM U pabOTHI allaparyphl.

VYka3zaHHble JEHCTBUS MOTYT TMPUBECTH K HAPYLIEHUIO WM OTKa3zy
(GYHKIIMOHUPOBAHUS MPAKTUYECKH JIFOOBIX TexHudeckux cpenacts UCIIIH:

cpeacTB 00padoTku HHGOPMAIIUH;

CpEIICTB BBOJ1a/BbIBOJIa MH(OPMAITUY;

CpEIICTB XpaHEeHUsI HH(POPMAITIH;

anmnapaTypbl U KaHaJIOB NIEpeaayH;

CPEIICTB 3alUThl HH(MOPMAITUH.
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6. TunoBbie Moae/IM YIpo3 0€30IaACHOCTH NEePCOHAIbHBIX TaHHBIX,
oOpadaTbiBaeMbIX B MH(POPMALIMOHHBIX CHCTEMAX MEPCOHAJIBHBIX JaAHHBIX

B 3aBucumMocTu oT 1ened u comepkanusi oopadotku I1/[H omepaTop Moxer
ocymiecTBiIsATh 00paboTky [1/1n B UCIIJIH pa3auvHbBIX THIIOB.

[Io crpyktype uH(DOpMAIMOHHBIE  CHUCTEMBI  TMOAPA3ACISAIOTCS  HA
aBTOMAaTU3WPOBAaHHbIC paboOYMe MeCTa, JIOKaJIbHbIE WH()OPMAIIMOHHBIE CUCTEMBI U
pacrnpeseneHHble HHPOPMAIIMOHHBIE CUCTEMBI.

[To HAMUYUIO TOAKITIOYEHUN K CETSAM CBSI3U OOIIEro MOJIb30BaHUS W (WJIN)
CeTsIM MEXIyHApOAHOTO WH(MOPMAIIMOHHOTO OOMEHa HH(POPMAIMOHHBIE CUCTEMBI
MOJPA3CIISIIOTCS HAa CUCTEMBI, UMEIOIIME MOJAKIIOUYEHHS, U CUCTEMbI, HE MMEIOIINE
MOAKIIFOUECHU .

[To pexumy oOpabOTKH MEPCOHANBHBIX JAHHBIX B MHGOPMAIIMOHHON CUCTEME
UH(OPMAIIMOHHBIE CHUCTEMBbl MOJAPA3NEISAIOTCS Ha  OJIHOMOJB30BAaTENIbCKUE U
MHOT'OMOJIb30BaTEIbCKUE.

[lo pasrpanudeHnio TMpaB JOCTyNa TOJb30BareNeld MHGOPMAIMOHHbBIE
CUCTEMBI MOPA3/IEIAIOTCS Ha CUCTEMBI 0€3 pa3rpaHUyYeHUs] IpaB JOCTYyNa U CUCTEMBbI
C pa3rpaHUY€HUEM IIpaB J0CTYyMa.

NudopmarmonHpie CUCTEMBI B 3aBUCUMOCTH OT MECTOHAXOXKIEHUS UX
TEXHUYECKUX CPEACTB IMOJPa3JEsAIOTCS Ha CUCTEMbI, BCE TEXHUYECKHE CPEICTBA
KOTOpBIX HaxoasaTcsa B npezaenax Poccuiickon denepanuu, U CUCTEMBI, TEXHUUECKUE
CpeACTBa KOTOPBIX YAaCTUYHO WJIM LEIUKOM HaxoAATCs 3a mpeaenamu Poccuiickoi
denepanuu.

B 3aBucMMOCTH OT TEXHOJIOTMH, COCTaBa W XapaKTEPUCTUK TEXHUYECKHUX
cpenctB MCII/[IH, a Takxke omacHoctu peanuszauuu YDBIIJIH u HactynneHus
MOCIECTBUA B PE3yJbTaT€ HECAHKIHOHUPOBAHHOIO WM CIyYalHOTO JIOCTYyIIa
MOYKHO BbIACIUT cienaytomue turbl MCITIH:

aBTOMAaTU3UPOBaHHBIE pabounMe MeCTa, HE MMEIOIIME TOJKIIOYEHHE K CeTAM
CBSI3M OOINETO TMOJIb30BAaHUSA W (MJIM) CETAM MEXIYHapOJHOTO WH(GOPMAIIMOHHOTO
oOMeHa;

aBTOMAaTU3WPOBAHHBIC PA0OUNE MECTA, UMEIOIINE TTOJAKIIOUEHHUE K CETSAM CBSI3U
00111ero MOJIb30BaHUS U (WJIH) CETSIM MEXTyHapOIHOT0 HH(GOPMAIIMOHHOTO OOMEHa;

nokaneHble WMCIIJIH, He WMeoIMe MOAKIIOYEHUE K CETSIM CBSI3H OOIIETO
MOJI30BaHUS U (MIJIM) CETSAM MEXIYHAPOJIHOTO HHPOPMAIIMOHHOTO OOMEHA;

nokanbHble HWCIIH, wuMeromume MOAKIIOYEHHE K CETSIM CBSI3M  OOIIEero
MOJIb30BaHUS U (WJIM) CETSIM MEXKTyHApOAHOTO MH()OPMAIIMOHHOTO OOMEHa;

pacnpenenennbie UCIIJIH, He uMeroIIre NOIKIIOUEHHE K CETSM CBSI3U OOIIIETo
MOJI30BaHUS U (MJIK) CETAM MEXIYHAPOJAHOT0 HHPOPMAIIMOHHOTO OOMEHA;

pactipenenenubie UCII/{H, uMeronye MOAKIIOYEHUE K CETSIM CBSI3U OOIIEro
MOJIB30BaHUS U (WIIN) CETSAM MEXIYHAPOTHOTO HHPOPMAITMOHHOTO OOMEHA.

[TpumenurtenbHO K OocCHOBHBIM TUnaM MCII/IH cocTaBngOTCS TUIOBBIE MOJIEIIN
yrpo3 OezomacHoctu I[I/[H, XapakTepusyrolue HACTYIUICHHWE pPa3JIMYHbIX BHUOB
MOCJEACTBUNA B PE3yJbTAaT€ HECAHKIIMOHUPOBAHHOIO WM CIYyYalHOrO JOCTyIa U
peanmmzanuu Y bITIH.

Yactuele Monenu yrpo3 6e3zonacHoct [1/[H nmpuMeHHTENbHO K KOHKPETHBIM
UCIIIH cocTaBisoTCcs oneparopamu, 3akazdyukamu u paszpadboruunkamu WCII/IH Ha
ATanax ux co3gaHus U (Win) HKCILTyaTaluH.
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6.1. TunoBasi MoJeJib YIpo3 0€30IaCHOCTH NMEPCOHATbHBIX TaHHBIX,
o0padaTpiBaeMbIX B ABTOMATH3HPOBAHHBIX pa00YnX MecTax,
He MMEIOIIMX MOJK/JIIYEHHUS K CeTSM CBS3HM 0011ero moJib30BaHusA
U (MJIM) CeTAM MEeKAYHAPOIHOr0 HH(POPMALHOHHOI0 00MEeHa

[Ipu o6padoTke I1/][H HAa aBTOMAaTU3UPOBAHHOM pabo4YeM MeCTe, He UMEIOIEM
MOAKJIIOYEHUsI K CeTAM CBsi3u  OOIEero TMOoJIb30BaHWS U (WIM) CETsAM
MEXIyHapOJHOro  MHGOPMAIMOHHOTO OOMEHa, BO3MOXHA peanu3aius
caenyromux Y bII/IH:

yIpO3 YT€UKH MH()OPMAILIMK MO0 TEXHUYECKUM KaHajiaM;

yrpo3 HCJI k I1/I1, oOpabaThiBaeMbIM B aBTOMaTU3UPOBAHHOM pab0O4YeM MECTE.

VYTrpo3bl yTeukn HHPOpMalUY MO TEXHUYECKUM KaHajlaM BKIIOYaOT B ceOs:

yIpO3bl YTEUKH aKyCTHUYECKOMU (peueBoii) nHpopmaluy;

yIpo3bl YTEYKHU BUO0BOM MH(MOpPMALINHY;

yIpo3bl yTeuku nHpopmanuu no kasary [I9MIH.

Bo3HukHOBEHHWE Yrpo3 YTEUKHM aKyCTHUeCKOW (pedeBoil) wuHbopmaimwy,
coAepKaIencss HeMmoCPEJACTBEHHO B MpOM3HOCMMOW peun mosb3oBatens WMCIIH,
BO3MOXHO MpHY HaimnureM QyHkiui roaocoBoro Beoja [1/1n 8 UCTIIn unu dyHKImit
BocrpousBeneHus [1J{n akyctuueckumu cpeactsamu UCIIIH.

Peanuzanust yrpo3bl yTedkd BUIOBOM HH(OpMAIMM BO3MOXKHA 3a CUET
npocMoTpa UHGOPMAIIMKU C TTOMOIIBIO ONTHYECKUX (ONTHUKOAIEKTPOHHBIX) CPEACTB
C 9KpaHOB JHUCIUIEEB U JPYTUX CPEICTB OTOOpaKEHUsS! CPEJICTB BBIYUCIMTEIbHON
TEXHUKHU, UHPOPMAIMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCOB, TEXHHUUYECKUX CPEJICTBA
00paboTku rpaduyeckoi, BUeo- U OyKBEHHO-IU(PPOBOM MH(MOpPMALUHU, BXOIAIIUX
B coctaB UCII/H.

VYrpo3sl yreuku undopmaiuu no kanany [IDMUWH Bo3MOXHBI U3-3a HATU4Us
AJIEKTPOMArHUTHBIX W3IIYYCHWH, B OCHOBHOM, MOHHTOpAa M CHCTEMHOTO OJIOKa
KoMIbioTepa. OCHOBHYIO OMACHOCTh MPEJICTABIISIIOT YIPO3bl YTEUKU M3-3a HAITUYUS
AIEKTPOMArHUTHBIX U3TyYeHUN MOHUTOPA.

VYrpo3st HCJ] B aBToHOMHOM APM cCBsi3aHbl ¢ JEUCTBUSIMH HAapyLIUTEJEH,
uMmeromux goctyn k MCIIH, Britouass nmonb3oBarenei MCII[H, peanu3yrommx
yrpo3bl HenocpeactBeHHo B MCII[H. Kpome storo, ucrounnkamu yrpo3d HC/]
kK uHpopmanmu B APM Moryr ObITh amnmapaTHble 3akKJIagKd U OTUYKIaeMble
HOCHUTEIN BPEOHOCHBIX MPOTPAMM.

B UCII/[In na 6a3e aBToHOMHOrO APM BO3MOXHBI BC€ BHJBI YSI3BUMOCTEH
NCII/IH, 32 UCKIIOUYEHUEM YSI3BUMOCTEH, CBSA3aHHBIX C pealn3alMed MPOTOKOJIOB
CETEBOr0 B3aMMOJACUCTBHS M KaHanoB mnepenaun naHHelX. B takux WCII/IH
BO3MO’KHBI:

yrpo3bl, peaJIu3yeMble B XOJ€ 3arpy3kd ONEpPAallMOHHOW CHUCTEMBI
Y HAIpaBIICHHBIC HA TEPEXBaT MapoJeld WINM HUIACHTU(DHUKATOPOB, MOIAUDUKAIUIO
6a30Boii cuctemsl BBo1a/BbiBoa (BIOS), mepexBat ynpaBieHus 3arpy3Koii;

yrpo3bl, pealnu3yeMble TOCIE 3arpy3kd OINEPAUMOHHON CHUCTEMBI
M  HAIpaBJIICHHBIE HA  BBINOJHEHUE HECAHKIHOHHUPOBAHHOIO  JOCTyIa
C TNPUMEHEHHWEM CTaHJAPTHBIX (QyHKUMN (YHUUYTOXKEHUE, KOIMUPOBAHUE,
nepemenieHue, GopMaTUpOBaHUE HOCHUTEIEH MHPOPMAIIUU U T.I.) ONEPAIIMOHHON
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CUCTEMBbl WM KaKOW-TMOO TMPHUKIAJHOW MporpaMMmbl (HampuUMep, CHUCTEMBI
yopaBieHuss 0Oa3aMu JaHHBIX), C TPUMEHEHUEM CIEUHAIbHO CO3JaHHBIX
s BeimonHenuss HCJ mporpamm  (mporpamMm  mpocMoTpa M MOJIU(PUKALUU
peecTpa, IOMCKa TEKCTOB B TEKCTOBBIX (aiiax u T.11.);

YIpO3bl BHEIPEHUS BPEIOHOCHBIX ITPOrPaMM.

6.2. TunmoBasi Mmoje/ib Yrpo3 0€30MacHOCTH NMEePCOHAJbHBIX JAHHBIX,
o0padaTpiBaeMbIX B ABTOMATH3UPOBAHHBIX pa00UnX MecTax,
MMEIOIIUX MOAKJIIYEeHHE K CeTAM CBSI3U 00111ero mojab30BaHUS
U (MJIM) CeTSAM MEeKAYHAPOIHOr0 HH(POPMALHOHHOI0 00MEeHa

[Ipu o6padotke II/IH Ha aBTOMAaTHU3MPOBAHHOM pabOYeM MecTe, MMEIOIIEM
MOIKJTFOYCHHS K CETSIM CBSI3U OOIIETO MOIh30BAHUS U (WIJIH) CETSIM MEXIYHAPOJTHOTO
nHpopMarmoHHOro 0OMeHa, BO3MOKHA peanuzaius cienytomux Y BI1IH:

yIpo3bl yTEYKU UHPOPMAIUHU 110 TEXHUYECKUM KaHaJIaMm;

yrpo3sl  HCJI « [II[dn, oOpabGarbiBaeMbiIM Ha aBTOMAaTH3WPOBAHHOM
paboueM MecrTe.

YTrpo3bl yreukn nHGpOpMaIuy Mo TEXHUYECKUM KaHajlaM BKIFOYAOT B ceOs:

yIpO3bl YTEUKU aKyCTUYECKOU (peueBoit) nHpopmalny;

yTPO3bl YTEUKH BHIOBOM WH(MOPMAITNH;

yIrpo3bl yreuku nHdopmaiuu no kanary [I9MIUH.

Bosnuknosenne VYbBIIJ[H B paccmarpuBaembix HCII[H 1o TexHMYECKMM
KaHallaM XapaKTepU3yeTcs TEeMH K€ YCIOBUSMU H (dakTopamu, 4YTO H A
aBTOMATU3WPOBAHHOIO pabdoyero MecTa, HE HMEIOIIET0 MOJKIIYEHUS K CEeTAM
OOIIIETO TOJIb30BaHUS U (MIIH) CETSIM MEXIYHAPOIHOTO HH(POPMAITMOHHOTO OOMEHA.

VYrposst HCJ] B UCII[IH cBsizaHbl ¢ JEUCTBUSIMU HAPYLIUTENICH, UMEIOIIUX
noctyn k MWCIIJIH, Brimouas mnosb3oBatenet MCII[AH, peanusyrommx yrpossl
HenocpeacreeHHo B MCIIJIH, a Takke HapylmuTeled, HE HMMEIIIUX J0CTyla K
NCII/IH, peanu3yronmx yrpo3bl U3 BHEIIHUX CETEW CBS3M OOIIETO MOJIb30BAHUS U
(nnn) ceTelt MeXTyHApPOIHOTO HH(DOPMAITMOHHOTO OOMEHa.

VYrpo3sl HC/[ B UCII/IH, cBsI3aHHBIE C ACHCTBUAMU HApYLIUTENICH, UMEIOIIUX
noctyn k MCII[IH, aHamoOruyHbl T€M, KOTOPbIE MMEIOT MECTO sl OTIEIHLHOIO
APM, He MNOAKIIOUYEHHOTO K CETSIM CBSI3M OOIIEro MoJIb30BaHUA. YTPO3b
U3 BHEIIHUX CETEl BKIIIOYAIOT B ce04:

yIpo3bl «AHaln3a CETeBOTO Tpaduka» C TMepexBaTOM IepeaaBaeMol BO
BHEIIIHUE CETU U MIPUHUMAEMOM U3 BHEIIHUX ceTel nHpopMauu;

Yrpo3bl CKaHMPOBAHWSI, HAIPABJICHHBIC HA BBISIBJICHUE THUIMA OINEPALIMOHHOU
cucteMbl APM, OTKpBITBIX TOPTOB U CIIYkO, OTKPBITBIX COSTUHEHUH U JIP.;

YIPO3bI BBIABJIEHUS NTAPOJIEH;

yrpo3bl nonyuenuss HCJI mytem noamMeHsl TOBEPEHHOTO 00BEKTA;

yrpo3bl Tuna «OTKa3 B 00CITyKUBAHUNY,

YIpO3bl YAAIEHHOIO 3aIlyCKa NPUJIOKECHUN;

yIpoO3bl BHEAPEHUSA MO CETU BPEIOHOCHBIX MPOTPaAMM.
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6.3. TunoBasi MojieJib YIpo3 0€30I1aCHOCTH MEePCOHATBbHBIX TaHHBIX,
o0padaTbIBaeMbIX B JJOKAJbHBIX HHGOPMAIIMOHHBIX CHCTEMAaX
NMEePCOHATBbHBIX TAHHBIX, HE HMEIONIUX MOAKJIIYEHHUS K CeTAM CBSI3U 00111€ro
M0JIb30BAHUA U (WJIM) CETSIM MEKITYHAPOIHOT0 HH(POPMALIMOHHOT0 00MeHa

[Ipu oOpabotke I1/In B nokanbHbix MCIIH, HE uUMerOLIME MOAKIIOUCHUS
K CEeTIM CBSI3M OOLIEr0 TMOJb30BaHUS M (WIM) CETSIM  MEXIyHApOJIHOTO
MH(OPMAIMOHHOTO 0OMEHa, BO3MOXKHA peanu3anus ciaenyronmx Y bI1H:

yIpo3bl yTeUKU UHGOPMAIIUHU 110 TEXHUYECKUM KaHaJlaMm;

yrpo3sl  HCJI x IIJlH, oOpabaTbiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM
pabodem MecrTe.

Yrpo3bl yTeuku HHPOPMAIIMH 110 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B CeOs:

yIPO3bl YTEUKH aKyCTUUECKOU (peueBoit) nHbopMaIny;

yIpO3bl YTEUKH BHIOBOM MH(GOPMAITNH;

yrpo3sl yreuku nHpopManuu no kanamy [I9MUH.

Bo3uukHoBenne YBII[IH B paccmarpuBaembix MCIIJI[H 1mo TeXHHMYECKUM
KaHajaM XapakTepu3yeTcsl TEMH Ke YCIOBUSMH U (DaKTopamu, 4yTO U JJIsl TOKAJTIbHbBIX
NCIIIH, He UMEIOIIUX MOJKIIOUECHUS K CETSIM CBSI3M OOIIETO MOJIb30BaHUS U (KJIN)
CEeTSIM MEXAYHapOJIHOT0 MH()OPMAITMOHHOTO OOMEHa.

VYrposet HCJI B nokansHbix MCII/IH cBsi3aHbl C ACHUCTBHUSIMU HAPYLIUTENEH,
uMmeromux goctyn k MCIIH, Bxitouas nonb3oBarenei MCII/H, peanusyromumx
yrpo3sl HenocpeacTBeHHo B MCII/IH.

VYrpo3st HC/[ B UCII/IH, cBsI3aHHBIE C ACHCTBUAMU HApYIIUTENICH, UMEIOIIUX
noctyn k WCIIJIH, aHamoOru4Hbl T€M, KOTOPbIE MMEIOT MECTO ISl OTJIEJIBLHOTO
APM, HEe NMOJKIIOUEHHOI'O K CETSAM CBS3M OOINEro moian3oBaHus. Kpome Toro, B
takoi UCII/IH MOTYT UMETh MECTO:

yIpo3bl «AHanm3a ceTeBoro Tpaduka» ¢ mepexBaToM MepeaaBacMoi Mo CETH
uH(popmanuy;

YIPO3bI BBIABJIEHUS NTAPOJIEH;

YIpO3bl YAAIEHHOTO 3aIyCKa MPUII0KEHUM;

YIpO3bl BHEAPEHUSA MO CETU BPEIOHOCHBIX MPOTPAMM.

6.4. TunoBast MoeJib YIpo3 0€30IaCHOCTH MEPCOHATBHBIX JAHHBIX
00padaThIBaeMbIX B JIOKAJIbHBIX HH()OPMAUOHHBIX CHCTEMAX
NEePCOHATbHBIX JAHHBIX, HMEIOIIHUX MOJKJIIYEHNEe K CeTAM CBSI3H 0011ero
MO0JIb30BAHMS M (MJIM) CETAM MeKIAYHAPOAHOT0 HHPOPMAIIMOHHOTO0 00MeHAa

[Tpu o6padotke I11x B mokanpHbIX UCII/IH, UMEIOMNX MOAKIIOYCHUE K CETAM
CBSI3U OOIIEr0 MOJIb30BaHUS M (WJIM) CETAM MEXKIYHapOJHOTO0 MH(POPMAIMOHHOIO
oOMeHa, BO3MOKHA peanuzaius cienyrommx Y BI1JIH:

yIpo3bl yTeUky HH(POPMAIIMU TI0 TEXHUYECKUM KaHajam;

yrpozel  HCJI k II[lH, oOpabGarbiBaeMbIM Ha aBTOMAaTH3UPOBAHHOM
paboueM MecTe.

VYrpo3bl yreukn HHPOpMaLUY M0 TEXHUYECKUM KaHajdaM BKIIOUYAIOT B ceOs:

yIpO3bl YTEUKH aKyCTHUYECKOM (peueBoit) nHpopmaluy;

yIpo3bl YT€UKU BUI0BOM MH(pOpMAIIUK;

yIrpo3bl yreuku nHdopmanuu no kanary [I9MIUH.
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Bo3snuknosenue VYbBIIJIH B paccmarpuBaembix HCII[IH 1o TeXHUYECKHM
KaHaJlaM XapaKTEePU3yeTCs TEeMH JK€ YCIOBUSMH H (dakKTopamu, YTO H IS
npeasiaynmx Tunos UCITIH.

VYrposer HC/] cBs3aHBl ¢ AEHCTBUSAMH HApyLIUTENEH, UMEIOIMUX JOCTYIl K
NCIIAn, Bxmtouas  noss3oBarenert  WCII[H,  peanusyrommx  yrpo3bl
HenocpeacreeHHo B MCII/IH, a Takke HapymuTeled, HE MMEIIIUX JOCTyIla K
NCII/IH, peanu3yronmx yrpo3bl U3 BHEIIHUX CETEM CBS3M OOIIETO MOJIb30BAHUS U
(unn) ceTeil MeXAYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA.

Yrpo3sl HC/I, cBsizaHHBIE C JIEUCTBUSMH HapYyIIUTEICH, UMEIOIMMNX JOCTYI
k UCII/[In, BkitoyaroT B ce0si yrpo3bl, aHAJOTUYHBIE TEM, KOTOPBIE pPeaTN3yIOTCs
B oTAaeabHOM APM, He uMeromeM TMOAKIIOYEHUs K CETAM CBA3M OOIIEro
II0JIb30BAHUS.

YTpo3bl U3 BHEIIHUX CETEH BKJIIOYAIOT B ceOsI:

yIpo3sl «AHanmu3a ceTeBOoro Tpaduka» C TMepexBaTOM IeperaBaeMoil BO
BHEILIHUE CETU U NPUHUMAEMOW U3 BHELIIHUX ceTel HH(popManuu;

yIpO3bl CKaHMPOBAHMS, HAIIPABICHHBIE HAa BBIABICHHE THUIIA OINEPALMOHHOU
cuctembl UCIIJIH, ceTeBbIX aApecoB pabOuMX CTaHIUM, OTKPBITHIX MOPTOB U CIIYXKO,
OTKPBITBIX COEAMHEHUHN U JIP.;

YI'PO3bI BBIABIEHUS MTAPOJIEH;

yrpo3bl nonyuenuss HCJI mytem noamMeHbl TOBEPEHHOTO 00BEKTA;

yrpo3bl Thna «OTka3 B 00CIyKUBaHUNY;

yYIpO3bl YAAJIEHHOIO 3aIlyCKa NPUJIOKECHUN;

YI'PO3bl BHEAPEHUS 10 CETU BPEIOHOCHBIX MPOTPaAMM.

6.5. TunmoBasi moje/ib Yrpo3 0€30MacHOCTH NMEePCOHAJbHBIX JAHHBIX,
oOpadaTbiBaeMbIX B pacnpeae/JeHHbIX HH(POPMAIHOHHBIX CHCTEMAX
NMEePCOHAIBHBIX IAHHBIX, HEe HMEIOIINX MOAKJIIOYEHHS K CEeTAM CBSI3H 0011ero
M0JIb30BAHNS U (WJIN) CeTAM MEKIYHAPOAHOr0 HH(POPMALIMOHHOT0 00MeHAa

[Tpu obpabotke I1/IH B pacnpenenenubix UCII/IH, nMeronmx NoaKIIOUEHHE K
CeTSM CBsi3u  OOIEr0 TMOJB30BaHUA W (WJIH) CETAM  MEXIyHapOJIHOTO
MH(OPMAIMOHHOTO0 0OMEHa, BO3MOXKHA peanu3auus ciaenyromux Y bI1/H:

yIpo3bl YT€UKU UH(POPMALIMU IO TEXHUYECKUM KaHajaMm;

yrpo3el  HCJI k [II[dH, oOpabarbiBaeMbiIM Ha aBTOMAaTH3MPOBAHHOM
pabodem MecrTe.

Yrpo3bl yTeukn HHPOPMAIIMK 110 TEXHUYECKUM KaHajlaM BKJIFOYAIOT B CeOsl:

yIpO3bl YTEUKH aKyCTUUECKOHU (peueBoit) nHbopmaIny;

yIrpo3bl yTEUKU BUJOBON MHPOpMAIUY;

yrpo3bl yreuku nadopmarmu o kanary [I9MIUH.

Bosnuknosenue VYbBIIJIH B paccmarpuBaembix MCII[IH 1o TeXHUYECKHM
KaHAJlaM XapakTEepU3yeTcs TEMH K€ YCIOBUSMHU M (akTopamu, 4YTO H A
npeapaymux tumnos MCIIH.

VYrpo3er HCJI cBsizanbl ¢ ACUCTBHUSIMM HapyLIUTENECH, MMEIOIIUX JOCTYyIl
k UWCII[Ja, Bkmwoyas mnoas3oBatened HCII[AH, peanusyoomumx yrpossl
HenocpeactseHHo B UCII/IH.
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[Tpu 3TOM MOTYT OBITH YTPO3bI, AaHAJTIOTUYHBIE TEM, KOTOPbIE HUMEIOT MECTO
B oTnenbHOM APM, He MOAKIIOYEHHOM K CETSIM OOIero MoJib30BaHMs, a TaKKe
yIpO3bl, pealn3yeMble BHYTPU pACIPEACIICHHOM CETH C HCIO0JIb30BAHUEM
IPOTOKOJIOB MEKCETEBOr0 B3aUMOJEHCTBUSA, B TOM YHCJIE:

yIpo3bl «AHain3a CeTeBOro Tpaduka» ¢ MepexBaTOM MEPEeIaBaeMOi MO CeTH
uH(popmanuy;

yIpo3bl CKaHUPOBAHMS, HAINPABJIEHHbIE Ha BBISBICHUE OTKPBITHIX MOPTOB
U CIIyXO0, OTKPBITHIX COETUHEHUH U JIp.;

yTPO3bl BHEAPEHUS JOKHOIO OOBEKTA CETH;

yIpo3bl HABA3BIBAHUA JIOKHOTO MaplIpyTa IYyTEM HECaHKLHOHUPOBAHHOTO
WU3MEHEHUS MaplIPyTHO-aAPECHBIX TaHHBIX;

YIPO3bI BBISIBICHUS IApOJIEH;

yrpo3sl THNa «OTKa3 B 00CTyKUBAHUNY;

yIpO3bl YJAJIEHHOTO 3alyCKa NPHIIOKEHU;

yIPO3bl BHEAPEHHUS 110 CETU BPEAOHOCHBIX MTPOrpamM.

6.6. Tunosasi Mmogesib yrpo3 0€30IaCHOCTH MEePCOHAJIbHBIX IAHHBIX,
oOpadaTbiBaeMbIX B pacnpeaejeHHbIX HH(POPMAIUOHHBIX CHCTEMAX
NMEPCOHAIBHBIX IAHHBIX, HMEIONIUX MOJKJII0YeHHEe K CETSIM CBA3M 00111er0
M0JIb30BAHMS M (MJIM) CETAM MEKIYHAPOAHOT0 HHPOPMAIIMOHHOI0 00MeHAa

[Tpu o6padotke I1/In B pacnpenenenubix UCIIJIH, nMeronmx noaKIIOYeHne K
CeTsIM  CBsi3W  OOWIIEr0  MOJb30BaHUA M (WIM) CETIM  MEXIYHapOJHOIO
nHpopMarmoHHOro oOMeHa, BO3MOXKHA peanuzaius cienytomux Y BI1IH:

yIpO3bl YTeUKU UH(POPMAIIUU TT0 TEXHUYECKUM KaHaJaMm;

yrpo3sl HCJI x I1/lH, oOpabaTtpiBaeMbiM Ha aBTOMAaTU3UPOBAHHOM pabodeMm
MeECTe.

YTpo3bl yTeuku nHGOpMALIUY IO TEXHUYECKUM KaHajlaM BKJIIOYAlOT B ceOs:

yIPO3bl YTEUKH aKyCTHYECKOM (peueBoii) nH(popMaluy;

yIpO3bl YT€UKH BHI0BOM MH(pOpMAIIK;

yIrpo3bl yTeuku nHdopmanuu no kanary [I9MIH.

BosnuknoBenne VYbBIIJ[H B paccmarpuBaembix HCII[IH 1o TexHUYECKHM
KaHaJlaM XapakKTepU3yeTcss TEeMH K€ YCIOBUSMU M (dakTopamu, 4YTO M A
npeapaymmux tunos MCIITH.

VYrpo3st HCJ[ cBsizanbl ¢ JEUCTBUSIMH HAPYILIUTENECH, UMEIONIUX JIOCTYII
k UWCII[n, Bkmawoyas mnosab3oBatenedt MWMCII[H, peanusyommx yrpo3bl
HenocpeacrBeHHo B MCIIIH, a Takxke HapylmuTeneid, HE MMEIOLUX JO0CTyIa
Kk UCII/IH, pean3yIomux yrpo3bl U3 BHEITHUX CETEH CBS3U OOIIEro IMOJIb30BaHUS U
(nnn) ceTelt MeXTyHApPOIHOTO HH(OPMAITMOHHOTO OOMEHa.

VYrpo3et HC/I, cBsi3aHHble ¢ JEHCTBUSIMU HApYUIUTENEH, UMEIOIIMNX JOCTYI
k UCII/IH, aHalOrTHYHBI TEM, KOTOpbIE UMEIOT MecTo B pacnpeneneHubix UCII/IH,
HE MMEIOLIEH MOJAKIIOUEHHS K CeTsM o0uiero nojb3oBanus. Kpome toro, B Takou
NCIIIH uMET MEeCTO yrpo3bl, pEaM3yeMble C HCIOJIB30BAHUEM IPOTOKOJIOB
MEKCETEBOI0 B3aMMOJEHCTBUS U3 BHEIIHUX CETEH, B TOM YHUCJIE:

yIpo3bl «AHanu3a CceTeBOro Ttpaduka» ¢ NEepexBaToM IMeperaBaeMon
u3 UCIIdn n npunumaemoii B UCII/IH 3 BHEIIHUX ceTeil HHpopMalnH;
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yIpO3bl CKAHUPOBAaHMWs, HAIPABICHHBIC HA BBIABICHUE TUNA WIM THUIIOB
HCTIOJTb3YEMBIX OMEPAIMOHHBIX CUCTEM, CETEBBIX aapecoB padounx cranmmii UCII/H,
TOMOJIOTHH CETH, OTKPBITBIX TOPTOB U CIYKO, OTKPBITBIX COEAUHEHUIN U Ip.;

yIpo3bl BHEAPEHHUS JTOKHOrO 00bekTa Kak B ICIIJIH, Tak 1 BO BHEIIHUX CETSIX;

yIPO3bl IOJIMEHBI IOBEPEHHOT0 OOBEKTA;

yIpO3bl HaBA3BIBAHHS JIOKHOTO MapuIpyTa IyTEM HECAHKIMOHUPOBAHHOTO
W3MEHEHHSI MApIIPYTHO-aIPECHBIX JAaHHBIX Kak BHYTPM CETH, TaK U BO
BHEIIHUX CETAX;

YIPO3blI BBIABIECHUS MMAPOJIEH;

yrpo3sl Tuna «OTKa3 B 00CIyKUBaHUNY;

yI'pO3bl YAAICHHOTO 3aIlyCKa PUII0KEHUM;

yI'pO3bl BHEAPEHUS 110 CETU BPEIOHOCHBIX IIPOIPAMM.
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