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O0o3HauYeHHs U COKPALLICHUS

ATC — aBromatnueckas TeaeOHHas CTaHIIHS

NCTI/Ia — nabOpMaIIMOHHAS] CHCTEMa TMTEPCOHATBHBIX TAHHBIX
MDD — MexceTeBOM IKpaH

HCJl — HeCaHKIIMOHMPOBAHHBIN TOCTYII

OC — onepanoHHasi CUCTEMA

OTCC — 0OCHOBHBIE TEXHUYECKHE CPENICTBA CBSI3U

I1/IH — mepcoHanbHbIC TaHHBIE

[I5SMMUH — no6oyHbIe 37EKTPOMarHUTHBIC U3TYUYCHUS] U HABOJKH
[IMB — nmporpaMMHO-MaTeéMaTHYECKOE BO3ICHCTBUE

C3I1I1 — cuctema 3amuThl IEPCOHAIBHBIX JTaHHBIX



1. TepMuHBI U ONIpeACICHUS

B HacToslieM JOKYMEHTE UCIONB3YIOTCS CIEAYIOIIME TEPMUHBI M HX
ONpEeEIICHHUS:

biokupoBaHne nepcoHaNbHBIX JAHHBIX — BPEMEHHOE IMpeKpalieHue coopa,
CUCTEMAaTHU3allui, HAKOIUIEHUs, HCIOJIb30BaHUs, PACIPOCTPAHEHUS] MEPCOHAIBHBIX
JTAaHHBIX, B TOM YUCJIE UX MEpEeaauH.

Bupyc (KOMNbIOTEpPHBIN, NMPOrPAMMHBIH) — HCIOJHSAEMBIM IMPOTPAMMHBIN
KOJl WU WHTEPIPETHPYEMbI HA0Op WHCTPYKIHHA, OOJAArONINI CBOHCTBAMH
HECAHKI[IMOHUPOBAHHOIO PACIpPOCTPAHEHUs M camoBocnpousBeacHus. Co3gaHHbIE
TyOJIMKaThl KOMIBIOTEPHOTO BHUpPYCa HE BCErJa COBMAQJAIOT C OPUTHMHAJIOM, HO

COXPaHSIOT CIIOCOOHOCTH K JanbHenmemy pacnpoCcTpaHEHUIO U
CaMOBOCIIPOU3BEICHUIO.
BpenonocHasi mporpamma — @porpaMma, —IpeAHa3HAYeHHas A

OCYILIECTBICHUS] HECAHKIMOHUPOBAHHOIO JOCTyna U (WiIM) BO3ACHCTBHUS Ha
NEPCOHAIbHBIE JAaHHBbIE WIH PECypchbl MH()OPMAIMOHHOM CHUCTEMBI NEPCOHAIBHBIX
JTAHHBIX.

Bcnomorare/ibHble TeXHHYECKHE CPeICTBA M CHCTEMbI — TEXHHYECKHE
CpEICTBa U CUCTEMbl, HE IpeJHAa3HAYCHHbIE I Mepeaayu, oOpabOTKU M XpaHEHUs
NIEPCOHAJIBHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEJICTBAMHU
U CHCTEMaMH, MpeJHa3HAYCHHBIMHU 7151 00paOOTKH MEPCOHANBHBIX JAHHBIX, WIH B
MOMEIIECHHSX, B KOTOPBIX YCTaHOBJIEHBI HHPOPMALMOHHBIE CUCTEMbI IEPCOHATIBHBIX
JTAHHBIX.

Hoctyn k uH(GOpPMalUM — BO3MOXXHOCTh MOJIy4eHUS HH(OpMAIMU U €€
UCIIOJIb30BaHUS.

3amumaemas uHpopManusa — HHPOpMALUS, SBIAIOMIASICS MPEAMETOM
COOCTBEHHOCTH M IMOAJIEXKAIAsl 3aUTE B COOTBETCTBUU C TPEOOBaHUSIMH MPABOBBIX
JIOKYMEHTOB WJIM TPeOOBAHUSIMH, YCTAHABIMBAEMbIMH COOCTBEHHUKOM MH(pOpMaLUU.

3oHa 1 — mpoCTPaHCTBO BOKPYT ammapaTHBIX CPEACTB HH(OPMALMOHHBIX
CUCTEM IEPCOHAIBHBIX JIaHHBIX, HA FPaHULE M 3a IMpeAeslaMH KOTOPOIrO YpPOBEHb
HABEJCHHOIO OT alMapaTHbIX CPEACTB HH(POPMAIMOHHBIX CHUCTEM MEPCOHAIBbHBIX
JAaHHBIX HMH()OPMATUBHOIO CHUTHaja B TEXHUYECKHX CpPEIACTBaX, a TaKXe B
NOCTOPOHHUX MPOBOJAX M JIMHUAX Nepenadyd WH(OpMaluu, UMEKLUX BBIXOHI 3a
Ipeesbl KOHTPOJIMPYEMOM 30HbI, HE IPEBBIILIAET HOPMUPOBAHHOTO 3HAYEHUS.

30Ha 2 — MPOCTPAHCTBO BOKPYI alIapaTHBIX CPEACTB HH(POPMALMOHHBIX
CUCTEM TNIE€PCOHANBHBIX JIaHHBIX, Ha TpaHULE U 3a MpeJaenaMud KOTOpPOro
HAMpsHDKEHHOCTh  DJIEKTPOMArHUTHOIO  MOJs  MH()OPMATUBHOIO  CUTHAlIa  He
MPEBBINIAET HOPMUPOBAHHOTO 3HAYEHUSI.

Unentudukanusi — 1npucBoeHue cyObektaM M oOBEKTaM JIO0CTyma
uaeHTu(UKaTOpa U (UJIM) CpaBHEHUE MIPEIbSABIAEMOro UIEHTU(DUKATOPA C IEPEUHEM
IPUCBOEHHBIX UIEHTU(UKATOPOB.

NudopmanuonHasi cucreMa NMepPCOHANBHBIX AAaHHBIX — HH(OpMalMOHHAs
CUCTEMA, NpEACTaBIAIOMAas CcOOOH COBOKYNHOCTb IE€PCOHAJIBHBIX  JIaHHBIX,
coaepKammxcsi B 0Oa3e JaHHBIX, a Takke HWH(DOPMALMOHHBIX TEXHOJIOTUNA U
TEXHUYECKUX  CPEJACTB, TO3BOJSIONIUX  OCYIIECTBISATH  OOpabOTKYy  Takux
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NEPCOHAIBHBIX JaHHBIX C MCIOJb30BAaHUEM CpPEJICTB aBTOMAaTU3allUd WU 0e3
WCITIOJIb30BAHUS TAKUX CPEJICTB.

NudopMmannoHHble TeXHOJOTMM — IPOIECCHl, METOJbI IOUCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEICTABIEHUS, PACIPOCTPAHEHUST HHPOPMALIMK U CIIOCOOBI
OCYUIECTBJIEHHS TAKUX IPOLECCOB U METOJIOB.

KonTpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPHS, 31aHUE, YACTh 3/1aHMUS,
MOMEIIIEHKE), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIUPYEMOE MPeObIBAHUE MTOCTOPOHHUX
JIUL], a TAK)KE€ TPAHCIIOPTHBIX, TEXHUUECKUX M MHBIX MaTEePUATIbHBIX CPECTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTelbHOe IS
COOJIIOJIEHUsI OINEepaTOpoOM WM HMHBIM TOJYYMBIIMM JOCTYIl K TE€PCOHAIbHBIM
JAHHBIM JIMIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHus Oe3 coryiacus
CyObeKTa MepCOHAIBHBIX JaHHBIX WIM HAJTUYUS HHOTO 3aKOHHOI'O OCHOBAHUSI.

MexcereBOii  3KpaH  —  JIOKQIbHOE€  (OJHOKOMIIOHEHTHOE) WU
(byHKIIMOHATIBHO-paCTIpeACICHHOE IIPOrpaMMHOE (mporpaMMHO-anmnapaTHoe)
CPEICTBO (KOMIUIEKC), peai3yIollee KOHTPOJb 32 MH(POPMALMEN, NOCTYIAIIEeH B
MH()OPMAIIMOHHYIO CHCTEMY MEpPCOHAIBHBIX JAHHbIX W (WJIM) BBIXOIAIIEH U3
MH(OPMALIMOHHOW CUCTEMBI.

HenexknapupoBanHble BO3MOKHOCTM — (YHKIMOHAIbHBIE BO3MOXHOCTH
CPEIICTB BBIYUCIUTEIBHOM TEXHUKM M (WIH) MPOTPAMMHOIO oOOecredyeHus, He
ONHMCAHHBIE WM HE COOTBETCTBYIOIIME OMNHCAaHHBIM B JIOKYMEHTAllUM, TpHU
UCIIOJIb30BAHUU  KOTOPBIX  BO3MOXKHO  HapyllleHHEe  KOH(MUIECHIUATBLHOCTH,
JIOCTYITHOCTH WJIH LIETIOCTHOCTU 00pabaThiBaeMoii HH(pOpMaIUu.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKUMOHUPOBAHHbIE EHCTBUAA) —
JIOCTyn K HWHpOpMauu WM JeHCcTBUS ¢ HH(OpMalMel, OCyIIeCTBIseMbIe C
HapyIIEHWEM YCTAaHOBJICHHBIX TpaB W (WIHM) MpaBWI JOCTyNa K MHGOPMAIUN WIH
JENUCTBUIN C HEH C MPUMEHEHHUEM IITATHBIX CPEICTB WHOOPMAITMOHHONW CHCTEMbBI WIIH
CPEIICTB, AHAJIOTMYHBIX MM IO CBOMM (PYHKIMOHAJIBHOMY IIPEIHA3HAUCHUIO H
TEXHUYECKUM XapaKTEePUCTHUKAM.

O0paGoTka mNepCOHANBHBIX [JaHHBIX — JIecTBUA  (omepanuu) ¢
NEPCOHABHBIMU  JaHHBIMM, BKJIIOYas cOOp, CHUCTEMaTU3allMI0, HaKOIUICHHE,
XpaHeHHe, yTouHeHue (0OHOBIIEHHE, U3MEHEHNUE), UCII0JIb30BAHUE, PACTIPOCTPAHEHHE
(B ToM wuucne mepenady), oOe3NMYMBaHUE, OJOKUPOBAaHUE, YHUYTOKEHHUE
MEPCOHAIBHBIX TAHHBIX.

Omneparop — rocyaapCTBEHHbBIN OpraH, MyHULIMNAIbHBIN OpraH, OPUIUIECKOE
Wi (QU3NYEeCKoe IHUI0, OpraHu3yomue U (Wiu) OCYIIECTBISAIOMHE 00pabOTKy
NEPCOHAIBHBIX JaHHBIX, a TAKXKE ONpEAeIAoNue LHeNIu U coaep)kaHue o0paboTKu
MEPCOHAIBHBIX TAHHBIX.

IlepexBar (MHpoOpMauMU) — HEMPAaBOMEPHOE TOJIydYeHHE HHPOPMAIMH C
MCIIOJIb30BAaHUEM TEXHUYECKOI'O CPEJCTBA, OCYIIECTBISIOMIEr0 0OHAPY)KEHHE, IPUEM
1 00pabOTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble aHHble — Jr00asg uHGOpMalMs, OTHOCAIIAsACA K
ONPEJECICHHOMY WM OIpEAEIsieMOMY Ha OCHOBAaHMM Takod HH(popManuu
buzumyeckoMy JuIy (CyOBEKTY MEepPCOHATBHBIX JTAHHBIX), B TOM YHUCJE €ro (hamuius,
UM, OTYECTBO, Jara W MECTO pOXJIEHHUs, aJpec, CEeMEHHoe, COLUaIbHOE,
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UMYIIECTBEHHOE TOJOXKEHHe, oOpa3oBaHue, mpodeccus, AOXOIbl, JApyTras
uHbopMarus.

I[lo0ouyHbIe  3JIEKTPOMATHUTHBIE  M3Jy4eHHMSs M HABOIAKH  —
AJIEKTPOMArHUTHBIE M3IYyUYEHUS TEXHUYECKUX CPEACTB OOpabOTKH 3alluIacMou
nH(OpMaIMU, BOZHUKAIONINE KaK MOOOYHOE SBJIICHUE W BbI3BAHHBIC DJICKTPUICCKUMU
CUTHAJIaMH, JCUCTBYIOIIMMH B HMX DJIEKTPUYECKMX W MATHUTHBIX IETAX, a TaKKe
DJIICKTPOMAarHUTHBIC HABOJKH OTHUX CHTHAJOB Ha TOKOIPOBOJAIINE JIMHHH,
KOHCTPYKITUH U TICTTH TTUTaHUS.

IIpaBuna  pasrpaHuYeHusi  JOCTyIa —  COBOKYIHOCTb  IpaBuII,
periiaMeHTUPYIOLIUX MpaBa IOCTyIa CyObEKTOB J0CTyNa K 00BEKTaM JI0CTyTa.
IIporpaMMHasi 3aKJaAKa — CKPbITHO BHECEHHBIM B IIPOIPAMMHOE

oOecrieyeHue (PYHKIIMOHATBHBIA OOBEKT, KOTOPBIM TPH OIMPEIEICHHBIX YCIOBUIX
cnocoOeH  o0ecrneuyuTh HECAaHKIHOHUPOBAHHOE MPOrpaMMHOE  BO3JCHCTBHUE.
[Iporpammuas 3akiagKa MOXKET ObITh peaTn30BaHa B BUJE BPEIOHOCHON TPOTrPaMMBbI
WJIM IPOTPAMMHOI0 KOJIA.

IIporpammHuoe (mporpamMMHO-MaTeMaTH4YeCKOE) BO3/1eliCTBHE —
HECAaHKLIMOHUPOBAHHOE  BO3JIECMCTBHE  HA  pPECYpChl  aBTOMATU3UPOBAHHOM
MH(OPMAIMOHHONW CHUCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
MIPOTPaMM.

Pecypc uH(pOpMALMOHHON CHCTEeMbl — IMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
IIPUKJIATHOTO WIN arrapaTHoOro oOecrieueHus (yHKIHOHUPOBAHUS
MH(OPMAIIMOHHOW CUCTEMBI.

CpeacrBa BBIYMCIMTEILHON TEXHUKHM — COBOKYITHOCTH IMPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CUCTEM 00pa0OTKU JIaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATD
CaMOCTOSITEJILHO WM B COCTABE IPYTUX CHCTEM.

CyoObekT goctyna (cy0ObeKT) — JIMIIO WIM TPOlEecC, ACHCTBUA KOTOPOTO
pPErIAMEHTUPYIOTCS MPABUJIAMU pa3rpaHUUYEHHUs JOCTYIIA.

Texunueckue cpeacrsa HHQPOPMALUMOHHON CHCTEMbl MEPCOHAJIBHBIX
JAHHBIX — CPEJICTBA BBIYUCIUTEILHON TEXHUKHU, WH(OOPMAITMOHHO-BHIYUCIUTEIHHBIC
KOMILJIEKCHI M CETH, CPEACTBA M CHCTEMBI TMepeaadd, npuemMa ©u 00padoTKh
NEPCOHANBHBIX JAHHBIX (CpPEICTBA M CHUCTEMBI 3BYKO3aIllUCH, 3BYKOYCHIICHHS,
3BYKOBOCIIPOM3BE/ICHHUSI, MEPErOBOPHBIE W TEJIIEBU3MOHHBIE YCTPOMCTBA, CPENICTBA
U3TOTOBJICHUS, TUPAKUPOBAHUSA JOKYMEHTOB U JIpyTME€ TEXHUYECKUE CpEeJICTBa
00paboTKH peueBOi, rpapuyeckoil, BUaeo- U OYKBEHHO-IU(PPOBOM HH(POPMALIHH),
pOrpaMMHBIE CpeACTBa (ONMEpalMOHHbIE CHUCTEMBbI, CUCTEMbI YIpaBieHUs Oa3zaMu
JIAHHBIX U T.11.), CPEJCTBA 3aIUTHI HH()OPMAIIUH.

TexHuyeckuil KaHaJ YTeYKHM WH(POPMANMUA — COBOKYIIHOCTh HOCHUTEIA
uHpopManmu  (cpernctBa  o0pabOTKH), (U3UYECKOW Cpeabl  pacnpOoCTpaHEHHUsI
WH(OOPMATUBHOTO CHUTHAJAa M CPEICTB, KOTOPHIMH JOOBIBA€TCS 3alluiaeMas
uHbopmarus.

Yrpo3bl 0€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIOBHUH U
(GakTOpoB, CO3MAIOLIUX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE
CIly4ailHOro, J0CTyna K HEPCOHAJbHBIM JaHHBIM, PE3YyJbTaTOM KOTOPOIO MOKET
CTaThb YHUYTOXEHUE, WU3MEHEHUE, OJIOKMPOBAaHHE, KOMUPOBAHHUE, PACIPOCTPAHEHUE
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MEePCOHAIBHBIX JAHHBIX, & TAK)KE€ MHBIX HECAHKIMOHUPOBAHHBIX JCUCTBUU TPU UX
00paboTke B HHPOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.

YHUUYTOKEHNE MEePCOHATBHBIX JTAHHBIX — JCHCTBUS, B PE3YJbTaTe KOTOPHIX
HEBO3MOYXHO  BOCCTAHOBHUTH  COAEpP’KaHWE  MEPCOHANBHBIX  JAaHHBIX B
MH(OPMAIMOHHOW CUCTEME NEPCOHAIBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPBIX
YHUUTOXAIOTCS MaTepUaIbHble HOCUTEIN NEPCOHATBHBIX JaHHBIX.

Yreuka (Bammmaemon) uHPOpMaUM MO TEXHHYECKHUM KAHAJIAM —
HEKOHTPOJIMPYEMOE pacnpocTpaHeHue HWHGOpPMAIMd OT HOCUTENS 3allUIIaeMOi
uHdopmaluu  4Yepe3  (PU3MYECKYIO  Cpely [0 TEXHUYECKOro  CpeJ/CTBa,
OCYUIECTBIISIOIETO MepexBaT HHPOPMAIIUH.

YnojHOMO4Y€eHHOe OmepaTopoM JHIO — JIUIO, KOTOPOMY Ha OCHOBAHUU
JIOTOBOPA OMEPaTop MopydaeT 00pabOTKy MepCOHAIBHBIX TaHHBIX.

HenocTHocTh UH@OpMAUMH — COCTOSHHME WH(POpPMALUU, TPH KOTOPOM
OTCYTCTBYET JI000€ €€ H3MEHEHHE JHMOO0 H3MEHEHHE OCYUIECTBIIAECTCS TOJIBKO
IIPEIHAMEPEHHO CyOBEKTaMH, UMEIOIIMMH Ha HETO MPABO.
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2. O01ue moJI0KEeHus

Pexomenpanmnu no obecredeHnio 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MpU
ux 00paboTke B HMH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JaHHBIX (Janee —
pexomenanun) pazpadoransl ®CTIK Poccun Ha ocHoBaHuM PefepanbHOTO 3aKOHA
or 27 wmronsa 2006r. Ne 152-®@3 «O nepcoHanpHBIX TAaHHBIX» W IOCTAHOBJICHUS
[IpaButensctBa Poccuiickoit ®eneparuu or 17 HosiOps 2007 1. Ne 781 «O06
yTBepxkaeHuu [lonoxxeHuss 06 obecrieueHnr 0€30MACHOCTH TMEPCOHATBHBIX JTAHHBIX
pu UX 00paboTKe B MH(DOPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX)» C YYETOM
JEUCTBYIONIMX HOpMAaTuBHBIX JokyMeHTOB ®OCTOK Poccum mno  3amure
nHpopMaruu.

PexoMenaanuu npeaHa3HadeHbl JJIs MCIOIb30BaHUS MPHU MPOBEIECHUU padoT
o odecrneyeHuto 6e3onacHocTu nepcoHanbubix AaHHbIX ([1/JH) mpu nx o6paboTke B
CJIeTyIOITUX HH(POPMAIIMOHHBIX cucTeMax nepcoHanbHbiX qaHHbix (MCI/IH):

UCII[IH  rocyaapCTBEHHBIX  OpraHoB,  OpraHW3yrlomux ©u  (Win)
OCYIIECTBISIONMX 00pabOTKy MEepPCOHATbHBIX NAaHHBIX, a TaKXe OIMpPEIesIOIINX
LEIN U COAEepKaHne 00pabOTKU NEPCOHAIIBHBIX JAHHBIX;

NCIIAn MYHUIUITAJIBHBIX OpraHoB, OpPraHU3YIOLIUX 151 (um)
OCYILECTBIISIIOIIUX 00pabOTKY MEpPCOHATBHBIX JAaHHBIX, a TAKXKE OIMPEeesSIOIMNX
LEIN U CoiepKaHne 00pabOTKH NEPCOHATBHBIX JJAHHBIX;

UCIIIH ropuavYecKuX JiMl, OPraHu3ylMmMX M (UJIK) OCYILIECTBISIOIIUX
00paboOTKy MEpPCOHAIBHBIX JAHHBIX, a TAKKE ONMPEICISIONUX LeId U COAep>KaHue
00pabOTKH MEePCOHATBHBIX JAHHBIX;

UCTIIn ¢duzmdeckux mul, OPraHuM3ylmMX ¢ (WIH) OCYHIECTBISIONINX
00pabOTKy MEpPCOHAJIbHBIX JAaHHBIX, a TAKXKe ONpPENESAIONINX LEeNMH U COAEpKaHUE
00pabOTKH MEepPCOHATBbHBIX JAaHHBIX (32 MCKIIOUEHHWEM CIy4yaeB, KOI/la MOCIEAHUE
UCIIOJIB3YIOT YKA3aHHbBIE CUCTEMBI HCKITFOYUTENBHO ISl IMYHBIX U CEMENHBIX HYXKI).

B pexkoMeHmanusx paccMaTpUBAarOTCA BOIPOCHI oOecreyeHus: 0e30MacHOCTH
[1/1H, oueHku omacHocTU yrpo3 6ezonacHocT I1/1H, npuMeHeHus: cnoco0oB, MeEp U
cpencts 3amuTsl [1/]H.

JlokyMeHT mnpeaHa3HadyeH Ui Hcnosib3oBaHus  oneparopamu  MCII/IH,
CHeUAINCTaMH MO0 o0ecnedeHuo 0e30MmacHOCTH WHGOpMAaIMH, PYKOBOAUTEISIMU
opraHu3aiui, mpoBoAsAIIMX padoTel o 0opadotke [11n B UCII/IH.
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3. IlonsiTe MH(POPMALMOHHOI CHCTEMbI IEPCOHATBbHBIX JAHHBIX.
Kanaccundpukanusa uHPOPMALMOHHBIX CHCTEM NMEPCOHAIBHBIX TAHHBIX

B cootBerctBuu ¢ ®DenepanbHbiM 3aKOHOM «O MEPCOHATBHBIX JAHHBIX» MO
MH()OPMAIIMOHHON CUCTEMOM NMEPCOHANBHBIX TAHHBIX MOHUMAETCA MH(OPMaIIMOHHAS
CUCTEMA, NPEACTaBIAOMIas CcOO0H COBOKYNHOCTh IEPCOHAJIBHBIX  JAHHBIX,
colepkamuxcs B 0a3e JaHHBIX, a TakkKe HHOOPMALMOHHBIX TEXHOJIOTUNA U
TEXHUYECKUX  CpPEACTB, TMO3BOJSIIOUIMX  OCYIIECTBIATH  0OpabOTKYy  TaKuX
MEPCOHAIBHBIX JAHHBIX. B HacTosIEeM JAOKYMEHTE pacCMaTPUBAIOTCS TOJIBKO
UCTIIH, B KOTOpbIX 00paboTKa JaHHBIX OCYIIECTBISIETCS C MCIOJIb30BAHUEM
CPEICTB aBTOMATHU3aLINH.

Knaccuduxanus VCIIIH ocyiecTBisieTcss ¢ y4eToM KaTeropuii U odobema
HaKaIIMBaeMbIX, 00pabaThIBa€MBIX M paclpelesieMbIX ¢ UX ucmoiab3oBanueM [1/1n
C IMEJIbI0 YCTAaHOBJEHUS METOJOB M CPEICTB 3allUThl, HEOOXOIUMBIX MJIS
obecneuenus 6ezonacHoct [1/1n. CoctaB u PyHKIMOHAIBHOE COJIEPKaHNE METOI0B
Y CPEJCTB 3allUThl 3aBUCUT OT BUJA U CTENEHHU yIepOa, BOSHUKAIOIIETO BCIECICTBUE
peanuzanuu yrpo3 Oe3omacHoctu I[I/ln. Ilpu sTom yiiepO BO3HHUKAET 3a CYET
HEMPABOMEPHOTO WJIM CIy4alHOro YHUYTOXKECHUS, WU3MEHEHUS, OJOKUPOBAHMUS,
KonmupoBaHus, pacupoctpaHeHust [[J[H Win OT WHBIX HENMPABOMEPHBIX JIEUCTBHUM C
HUMH. B 3aBucMMOCTH OT 00BEKTa, MPUUUHEHHE yIIepOda KOTOPOMY, B KOHEYHOM
cyeTe, BBI3BIBAETCS HEMpaBOMEpHbIMU JeucTBusiMu ¢ [IJ[H, paccmarpuBaroTcs aBa
BU/JIa yiepOa: HEMOCPECTBEHHBIN U OIOCPEI0BaHHbIN.

HemnocpencrtBennslii  ymepd CBS3aH € NPUYMHEHHEM  (PU3UYECKOTO,
MaTepHaIbHOT0, (PMHAHCOBOTO WJIM MOPAJIBHOTO BpEla HEMOCPEICTBEHHO CYOBEKTY
[Iln. OH BO3HMKaeT 3a CYET HE3aKOHHOIO WCIONb30BaHUA (B TOM 4HCIIE
pactipoctpadenus) 1[I wim 3a c4eT HECAaHKIIMOHHUPOBAHHON MOJIU(PHUKAIMU STHX
JTAHHBIX U MOXKET MPOSBIISITECSA B BUJIE:

HaHECEHUs Bpe/a 310poBbi0 cyonekTa [1/H;

HE3aIUIAaHUPOBAHHBIX W (WJIM) HEMPOU3BOAUTENBHBIX (PUHAHCOBBIX WU
MaTepUaNIbHBIX 3aTpaT CyOBEKTA;

noTepu CyOBEKTOM CBOOOJIbI JIEWCTBHI BCIEICTBUE IIAHTaXa W Yyrpos,
OCYUIECTBIIIEMBIX C UCIIOJIb30BaHueEM [1/1H;

HapyIICHUS KOHCTUTYIITMOHHBIX TPaB CyOBbEKTa BCJEJICTBUE BMEIIATEIIHCTBA B
€ro JIMYHYIO JKU3Hb IIyTEM OCYIUECTBICHUS KOHTAKTOB C HUM II0 pPa3IMYHBIM
noBojiaM 0e3 ero Ha TO coryiacus (HalmpuMep — pacchbUlKa MEpCOHUDUIIMPOBAHHBIX
PEKJIIAMHBIX MPEJI0KEHUH U T.11.).

OmnocpenoBaHHbIN yiiepd CBs3aH C MPUYMHEHHEM Bpeja oOIecTBy U (WJIH)
rOCYJIapCTBY BCJIEACTBUE HAPYLICHUS HOPMAJbHOW AEATEIIBHOCTA 3KOHOMHYECKUX,
MOJIMTUYECKUX, BOEHHBIX, MEAUIMHCKUX, [PAaBOOXPAHUTEIbHBIX, COLUAIBHBIX,
KPEIUTHO-(DHMHAHCOBBIX W HMHBIX TOCYJAPCTBEHHBIX OPraHOB, OPTraHOB MECTHOTO
CaMOYyNpaBJIEHUs, MYHUIUMIIAIbHBIX OpPraHoOB, OpraHU3alUid Ppa3IUYHBIX (QOpM
COOCTBEHHOCTH 32 CYET HEMPaBOMEPHBIX JaercTBuid ¢ [1/]H.

Knaccuduxanums WCII[JH npoBoguTcss TroCyJlapCTBEHHBIMU  OpraHaMu,
MYHULIUNIAIHHBIMU ~ OpraHaMH, IOPUIUYECKUMHU W (PU3NYECKUMU  JIUIIAMH,
OpraHM3yIOIIMMHA  H(WIM) ocylecTBisitomuMu  obpadotky IIJ[H, a Takxke
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OTIPENSISIIONTUMU 1IN U cojepkanue oopadorku [/l (onmeparopamu WCII/IH) B
cooTtBeTcTBHH ¢ [lopsiakom mpoBeneHust KiaccuPpuKauyu HHPOPMAIIMOHHBIX CHCTEM
NEPCOHANBHBIX TaHHbIX, YTBepxkAeHHBIM NpHukazoM @CTIK Poccuun, @Ch Poccun u
Munundopmcesasu Poccun ot 13 despans 2008 r. Ne 55/86/20.

Knaccudukanus UCIIH npoBoauTcsl Ha dTane UX CO3JaHUsl UK B XOJE UX
SKCIUTyaTally (U1 paHee BBEICHHBIX B AKCIUTyaTaIMio M (MJIM) MOACPHU3UPYEMBIX
MH(OPMAIMOHHBIX CHCTEM) C LENbI0 YCTAHOBJIEHHUS METOJOB M CPEACTB 3aLIUTHI
uHpopManu, HEOOXOAUMBIX JJId oOecreueHus: O0€30MaCHOCTU IMEePCOHABHBIX
JTAHHBIX.

[IpoBenenne knaccupuxkanuu HHOOPMAIMOHHBIX CHCTEM BKIIIOYAET B ceOs
CJIEIYIOILNE ATAIIbI:

cOOp 1 aHAJIU3 UCXOJHBIX JAHHBIX 10 UH()OPMALIMOHHON CUCTEME;

OpUCBOEHUE HH(OPMALIMOHHOW CHCTEME COOTBETCTBYIOLIErO Kjiacca M €ro
JIOKyMEHTAIbHOE 0(OpMIICHHUE.

[Tpu mpoBenenun knaccupukanuu WHOOPMALIMOHHONW CHCTEMBI YUUTHIBAIOTCS
CJIETyIOLIME UCXOHBIE TaHHBIE:

Kareropus o0OpaOaTbiBa€MbIX B MH(OPMAIMOHHOW CHUCTEME MEPCOHATbHBIX
JaHHBIX — Xy;

o0beM 00pabaThiBa€MbIX MEPCOHANBHBIX JaHHBIX (KOJUYECTBO CYOBEKTOB
NEPCOHAIBHBIX JaHHBIX, TEPCOHAIBHBIE JaHHBIE KOTOPBIX 00pabaThiBalOTCS B
nHpopMarMoHHOM cucteMe) — Xunz;

3aJlaHHbIE  OIEPaTOPOM  XAPAKTEPUCTHKUA OE30MaCHOCTH MEePCOHATBHBIX
JAHHBIX, 00pabaThIBaeMbIX B HH(OOPMAITMOHHON CUCTEME;

CTPYKTypa HH(POPMAIIMOHHOMN CUCTEMBI;

HAJIMYUE TOJIKIIOYEHUH MH()OPMAIIMOHHOM CHCTEMBI K CETSIM CBSI3U OOILEro
MOJIb30BaHUS U (UJIM) CETSAM MEXITIyHApOJAHOTO HHPOPMAIIMOHHOTO OOMEHa;

pexuM 00pabOTKK MEPCOHANBHBIX JaHHBIX;

pPEXHUM pa3rpaHUYEHUs] NpaB JOCTyHa MOJb30BaTened WHGOPMAIMOHHON
CUCTEMBI;

MECTOHAXO0XJACHUE TEXHUUECKUX CPEACTB MH(POPMAIIMOHHOM CHCTEMBI.

Omnpenensitorcs ciaeayrone kareropu oopadaTeiBaeMbIX B HH()OPMAITMOHHOM
CUCTEME NEPCOHATBHBIX JaHHBIX (Xripn):

Kareropus 1 — nepcoHalibHbIE JaHHbIE, KAcCAIOIUEecs PAcOBOM, HAIIMOHAIBLHON
NPUHAIICKHOCTH, TOJUTHYECKUX B3IJISIIOB, PEIUTHO3HBIX UM (UI0CODCKUX
yOXKICHUHN, COCTOSIHUS 3710POBbs, THTUMHOMU JKU3HU;

KaTeropus 2 — MepCoOHaIbHbIE JJaHHbIC, IIO3BOJIAIOIIUE HAECHTHU(PHUIMPOBATH
CyObeKTa MEPCOHATBHBIX TAHHBIX U MOIyYUTh O HEM JIOMOJIHUTEIbHYIO0 HHPOPMALIHIO,
3a UCKJIFOUEHUEM MEePCOHATBHBIX JAHHBIX, OTHOCAILINXCS K KaTeropuu 1;

KaTeropus 3 — mepcoHalbHbIE JIaHHBIC, TO3BOJISIONIME HICHTU(DUIIUPOBATH
CyObeKTa MepCOHATBHBIX TAHHBIX;

Kareropus 4 — 00e3M4YeHHble M (WJIM) OOIIEJOCTYIHbIE MEPCOHAIbHbBIE
TTaHHBIE.

B 3aBucumoctu ot oObema oOpabateiBaembix B HCII[IH mnepcoHalbHBIX
TaHHBIX Xy MOKET MPUHUMATh CIIEAYIONINE 3HAYCHHUS
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1 -8B  wHPOpPMAIIMOHHOW  CHUCTEME  OJHOBPEMEHHO  00padaThIBAIOTCA
nepcoHasnbHble naHHbie Oonee yem 100 000 cyOwexktoB II/IH mmm mepcoHanmbHBIE
nanable cyobekToB [IJIn B mpenenax cyobekta Poccuiickoit denepauun wiu
Poccniickon @enepanuu B LEIOM;

2—-B uH(OPMAMOHHOW  CHUCTEME  OJHOBPEMEHHO  00pabaThIBaIOTCS
nepcoHanbHbie gaHHbie oT 1000 mo 100 000 cyowexToB IIJIH miam mepcoHaIbHBIE
naHHele cyobekToB IIJIH, paboTarommx B OTpacid 3KOHOMUKH Poccuiickoit
®denepanyy, B OpraHe TOCYJAapCTBEHHOM BIIACTH, NPOXKUBAIOIIMX B MpeEIenax
MYHUIUTIATBHOTO 00pa30BaHuUs;

3—B  uHPOPMAIIMOHHOW  CHUCTEME  OJIHOBPEMEHHO  00padaThIBAIOTCA
nepcoHanbubie naHHble MeHee 4yem 1000 cyOwexktoB II[IH unm mepcoHanbHBbIC
naHHbie cyobekToB [1/1H B mpenenax KOHKPETHOW OpraHU3aIlHH.

[To 3amaHHBIM OIEPaTOPOM XapaKTEPUCTUKaM O€30MaCHOCTH MEePCOHATBHBIX
JTaHHBIX, oOOpabaTbiBaeMbIX B WH(POPMAIMOHHON cHucTeMe, WHOOPMAIMOHHBIC
CHCTEMBI MOJPAa3IEAI0OTCS Ha TUIIOBbIE U CIICIUAIbHbIE HH(POPMAIIHOHHBIE CHCTEMBI.

TunoBele WH(OPMALMOHHBIE CHUCTEMBI — MHPOPMALIMOHHBIE CHCTEMBI, B
KOTOpPBbIX TpeOyeTcss oOecredyeHre TOJbKO KOH(UIEHUNAIbHOCTH MEPCOHAIBHBIX
JTAHHBIX.

CneunanbHble HHPOPMALMOHHBIE CHCTEMbl — MHOPMALIMOHHBIE CHCTEMBI,
B KOTOpPBIX  BHE  3aBUCHUMOCTH  OT  HEOOXOJIMMOCTH oOecreyeHus
KOH(DUIEHIIUATLHOCTH NEPCOHANIBHBIX TaHHBIX TpeOyeTcsi 00eCceunTh XOTs Obl OJHY
U3  XapaKTEePUCTHUK OE€30MacHOCTH TEPCOHAJIBHBIX JAHHBIX, OTJIWYHYIO OT
KOH(UACHIINAIbHOCTH (3alIMIIEHHOCT ~ OT  YHUYTOXKEHMS, U3MEHEHUS,
OJIOKUPOBAHUS, a TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUN).

K cnenmanbHbIM HHOOPMAITMOHHBIM CHUCTEMAaM JIOJKHBI OBITH OTHECECHBDI:

WH()OPMAITMOHHBIE CHUCTEMBI, B KOTOPBIX O00pa0aThIBAIOTCA MEPCOHAIBHBIE
JTaHHbBIE, KACAIOIINECs COCTOSHUS 310pOBbs CyOBbekToB [1/H;

MH(OPMAIIMOHHBIE CHUCTEMBI, B KOTOPBIX MPEAYCMOTPEHO MPHUHITHE Ha
OCHOBAHMM MCKJIOYMTEIBHO aBTOMATU3UPOBAHHOM 0OpabOTKM NEPCOHAIBHBIX
JAHHBIX PEIICHUM, TMOPOXKIAIOIUX HOPUAUYECKHE TOCIEACTBUS B OTHOIICHHUU
cyobekta IIJIH unum wHBIM 00pa3oM 3aTparvBaloOllMX €ro IpaBa W 3aKOHHbBIC
HUHTEPECHI.

[To cTrpykType nHPpOpMalIMOHHBIE CUCTEMBI MOAPA3AEISIOTCS:

Ha aBTOHOMHbBIC (HE MOAKIIOYEHHBbIE K MHBIM MH(MOPMAIMOHHBIM CHUCTEMaM)
KOMIUIEKCHI TEXHHUYECKUX M TMPOrPAMMHBIX CPEICTB, MpEJHA3HAYECHHBIE IS
00paboOTKH MEepCOHANTBHBIX JAHHBIX (ABTOMATU3UPOBAHHBIE paboUyne MecTa);

HAa KOMIUIEKCHl aBTOMATHM3MPOBAHHBIX pPa0OYMX MeECT, OOBEIWHEHHBIX B
eIMHYI0 HMH(POPMAIMOHHYI0 CHCTEMY CpEACTBAMHU CBSA3M 0€3 HCIHOJIb30BaHUS
TEXHOJIOTUHU YJAJIEHHOTO JOCTyMna (JIOKaJIbHbIe HH)OPMAIIMOHHBIE CUCTEMBI);

Ha KOMIUIEKChl aBTOMATHU3UPOBAHHBIX PabOYMX MeCT U (WJIU) JIOKaJbHBIX
MH(OPMAIMOHHBIX CUCTEM, OOBEIMHEHHBIX B €IMHYI0O MH()OPMALUOHHYIO CUCTEMY
CpPEICTBAMHM CBSI3W C  MCIOJB30BAHUEM TEXHOJIOTMM  YJAJIEHHOTO JOCTYyIa
(pacnipeneneHHble HHPOPMAITUOHHBIE CUCTEMBI).

[To HaNMWYUIO MOAKIIOYEHUM K CETSAM CBSI3M OOLIEro MOJIb30BaHUS W (MJIN)
CeTSIM MEXIYyHapOAHOro WH(GOPMAIIMOHHOTO OOMEHa HH(POPMALMOHHBIE CUCTEMBI
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NOAPA3AEISAIOTCS HA CUCTEMbI, UMEIOIIME MOAKIIOUEHUS] K CETSIM MEXIYHApOIHOIO
nH(OPMAITMOHHOTO 0OMEHA, M CHCTEMbI, HE MMEIOINE TAKUX TIOIKITFOYCHHM.

[To pexumy oOpabOTKH MEPCOHANBHBIX JaHHBIX B MHGOPMAIIMOHHON CHUCTEME
MH()OPMAIMOHHBIE CHUCTEMBl MOAPA3JEISAIOTCS Ha  OJIHONOJIB30BATEIIbCKUE U
MHOTOIT0JIb30BaTENbCKHUE.

[lo pasrpanuueHuro MpaB JOCTyla MOJb30BaTeneld MHGPOPMALMOHHbBIE
CUCTEMBI MOAPA3ACIIAIOTCS HA CUCTEMBI 0€3 pa3rpaHUYEHUs MIPaB JOCTYIA U CUCTEMBI
C pa3rpaHUYeHHEM IPaB JOCTYTA.

NudopmanmonHsie CUCTEMbI B 3aBUCMMOCTH OT MECTOHAXOXKJCHUSI HUX
TEXHUYECKUX CPEACTB IMOJPA3JCISAIOTCS HAa CUCTEMbI, BCE TEXHUYECKHE CPEACTBA
KOTOPBIX HaxomATcs B mpeaeniax Poccuiickon denepanu, U CUCTEMbI, TEXHUYECKHE
CpElICTBA KOTOPBIX YACTUYHO WJIM ILEJIMKOM HAXOJATCS 3a mpeaeiiamu Poccuiickon
denepanuu.

[lo pesynbTaTam aHajaM3a WMCXOIHBIX JAHHBIX WH(GOPMAIIMOHHOW CHCTEME
IIPUCBANBAETCSA OJUH U3 CIEAYIOIINX KIACCOB:

knacce 1 (K1) — unpopManonHble  cUCTEMBI, Uil KOTOPBIX HapylIEHUE
3aJIaHHOM XapaKTEpPUCTUKU O€30MaCHOCTH NEPCOHAIBHBIX JIAHHBIX, 00padaThIBAEMBbIX
B HHUX, MOXET MPUBECTH K 3HAUYUTEIbHBIM HETaTUBHBIM TOCJICACTBUSAM JJIS
cyobexToB I1/1H;

kinacc 2 (K2) — undopmaliuoHHbIE  CHUCTEMBI, JJISI KOTOPBIX  HapyIlIeHUE
3aJIaHHOM XapaKTEepPUCTUKU OE30MaCHOCTH MEPCOHAIBHBIX TAHHBIX, 00padaThIBaEMbIX
B HUX, MOYKET IPUBECTU K HETaTUBHBIM MOCIEACTBUSAM 151 cyOBbekToB [1/1H;

knace 3 (K3) — unpopmaniionnbie  CHCTEMBI, JUIsI KOTOPBIX  HapylIeHUE
3aJIaHHOM XapaKTEPUCTUKU O€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX, 00padaThIBAEMbIX
B HHUX, MOXET NPUBECTH K HE3HAUHUTEIIbHBIM HEraTUBHBIM MOCIEACTBUSIM JIs
cyobekToB [1/]H;

kiacc 4 (K4) — uapopManiioHHbIE  CHCTEMBI, JUISI KOTOPBIX HapyIIeHUE
3aJJaHHOM XapaKTEpPUCTUKU O€30MaCHOCTH NEPCOHAIBHBIX JTAHHBIX, 00pa0aThIBAEMBbIX
B HUX, HE MIPUBOJIUT K HETATUBHBIM MOCIEACTBUSIM il CyOBbekToB [1/]H.

Krnacc nndopmanmoHHONi CUCTEMBI ONPENENSIETCS] B COOTBETCTBUM C TAOIUIEH.

X 3 2 1
Xnn
kareropus 4 K4 K4 K4
KaTeropus 3 K3 K3 K2
KaTeropus 2 K3 K2 K1
kareropus 1 K1 K1 K1

[IpyumMeHUTENbHO K CHEUUATBbHBIM HHGOPMALMOHHBIM CHCTEMaM I0cie
OIpPENETICHUs KJlacca CUCTEMBI OIEpaTopoM JAOJDKHAa ObITh pa3paboTaHa MOJEIb
yrpo3 O€30MacHOCTH IEPCOHAIBHBIX AAHHBIX C MCIIOJNB30BAHUEM METOAMUYECKUX
JOKYMEHTOB, pPa3paldaTbIBA€MbIX B COOTBETCTBUU C IIYHKTOM 2 IIOCTAHOBJIECHMUS
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[TpaButenscTBa Poccuiickoit ®deneparuu ot 17 nHoa6ps 2007 r. Ne 781 «O6
yrBepxkaeHun I[lonoxenus o6 obecriedeHnH 0€30MaCHOCTH MEPCOHAIBHBIX JIaHHBIX
npu ux 00paboTke B MHM)OPMAMOHHBIX CHCTEMAX MNEPCOHATBHBIX JaHHBIXY
U IPOBEJCHA OLEHKAa aKTyalbHOCTH yrpo3. Ilo pe3ynbraram OLIEHKM TpeOOBaHHMS
no 3amure HWCII[IH OT pa3auyHbIX yrpo3 MOTYT ObITb CKOPPEKTHPOBAHBI
[0 CPaBHEHUIO C THUIIOBBIMHU, NPHUBEACHHBIMM B pazaene 5. Pemenue 006 3ToM
npuHumMaet oneparop UCII/x.

B cinydae BbieneHuss B cocTaBe HMH(POPMALMOHHON CHUCTEMBI IMOJCUCTEM,
KaXJass U3 KOTOPBIX SBIAETCS HHPOPMAMOHHON cHUCTeMOM, HHGPOPMAIIMOHHON
CUCTEME B II€JIOM IPUCBAMBAETCS KJIAacC, COOTBETCTBYIOIIMI HanOOJiee BBHICOKOMY
KJIACCY BXOJISIIUX B HEE IMOJCUCTEM.

PesynpraTel  kiaccudukanuu UMHOOPMAIMOHHBIX CHCTEM  O(OPMIISIIOTCS
COOTBETCTBYIOIIMM aKTOM OIlEpaTopa.

Krnacc nadopmanimoHHON CHCTEMBI MOKET OBITh IEPECMOTPEH:

IO PELIEHUIO OIIepaToOpa Ha OCHOBE MPOBEACHHBIX UM aHAJIM3a U OLIEHKU yTPo3
0€30MaCHOCTU MEPCOHANIBHBIX JAHHBIX C YUY€TOM OCOOCHHOCTEH M (MiIu) U3MEHEHUM
KOHKPETHON MH()OPMAIIMIOHHON CUCTEMBI;

10 pe3yJIbTaTaM MEPOINPHUSATUN MO KOHTPOJIIO 32 BBINOJHEHUEM TpeOOBaHUM
K oOecreyeHut0 0€e30MacHOCTH TMEePCOHANBHBIX JIaHHBIX MpPU HUX 00padboTke
B MH(OpPMALIMOHHOM cUCTEME.

B nenom ob6ecnedyenue OesomacHoctu I[IJI[H mpu ux obpadotke B MCII/IH
JIOCTUTAETCsl peau3aleil COBOKYIMHOCTH OpPraHU3allMOHHBIX M TEXHUYECKUX Mep,
npudeM B MHTepecax obecrneueHuss Oe3zomacHoctu [IJIH B oOs3aTenbHOM MOpPsIKE
HOJUIeKaT 3allUTe TEXHUYECKHME W MpPOrpaMMHbIE CpEACTBA, HCIOJIb3yeMble NpHU
obopabotke [1/In, u HOcuTenn mHbopmaruu. [Ipu opraHuzanuu U OCYIIECTBICHUU
sanmThl [1JlH HEOOXOAMMO PYKOBOJACTBOBATHCS TPEOOBAHMSIMH HOPMATHBHBIX H
METOJUYECKHX JOKyMEHTOB MO 3alluTe HH(pOpMaluu B aBTOMATH3UPOBAHHBIX
CUCTEMAaXx, yUuThIBas npu 3ToM, uto I1/IH, B cooTBeTCcTBUU ¢ DenepaibHbIM 3aKOHOM
ot 27 uronst 2006 r. Ne 152 «O nepcoHanbHbIX JaHHBIX», OTHECEHbl K MH(POPMALIUH
OTPaHUYEHHOIO JJOCTYIIA.

B cBasu ¢ tem, yrto MCII[IH mo cBOMM XapakTEpUCTHUKaM M HOMEHKJIAType
yrpo3 6e3onacHoctu [1J{H 6:113ku K Haubosee pacnpoCTPAHEHHBIM, TaK Ha3bIBAEMbIM
«oucHbIM», HHGOPMAIIMOHHBIM CHUCTEMaM, LEJecoO00pa3Ho NpU HX 3alluTe
MaKCUMaJIbHO MCIOJIb30BaTh TPAJUIIMOHHBIE TOJIXOJbI K TEXHUYECKOW 3alluTe
uH(pOpMAaIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX.

! CoOpanue 3akonomarenscTa Poceuiickoit ®enepauun 2007, Ne 48, wacts 11, ct. 6001.
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4. Q01K NOPsA0K OPraHu3anum odecneyeHmsi 6€30MaACHOCTH NMEPCOHATBHBIX
JAHHBIX B HHPOPMAMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX

[Ton opranmzanueint obecneuenus OezonmacHoctu [IJIH mpu ux o6paboTke B
NCII s IIOHUMAETCs (dopmHpoBaHue COBOKYIIHOCTH MEpONPUATHH,
OCYIIECTBIISIEMBIX Ha BCEX CTaausX ku3HeHHoro nukia MCII/IH, cornacoBaHHBIX MO
1eny, 3ajadaM, MECTY U BpPEMEHHU, HalpaBiICHHbIX Ha MPEIOTBpAICHUE
(meriTpann3anuio) W napupoBanue yrpo3 OesomacHoctu I[1ln B HUCII/IH, Ha
BOCCTaHOBJICHHE HOpMasbHOTrO (QyHKIMoHupoBanus MCIIJIH nmocie HeHTpanuzanuu
YIPO3bl, C LEJIbI0 MUHUMHU3ALUNUHA KaK HEMOCPEACTBEHHOI0, TAK U OMOCPEIOBAHHOTO
yiiep6a OT BO3MOXKHOU peanu3anuu Takux yrpo3. Obecneuenue 0e3omnacuoctu [1/1H
npu ux obpadoTke B aBToMmartu3upoBaHHBIX WCIIJIH HOKHO MPOBOIUTHCA MyTEM
BBIIIOJTHEHUS KOMIUJIEKCA OpPraHW3alMOHHBIX M TEXHUYECKUX MEPONPHUATHIA
(MpUMEHEHHsSI TEXHUYECKUX CPEACTB) B paMKaxX CHUCTEMBI (IIOJCUCTEMBbI) 3aIIUTHI
MEePCOHAIBHBIX JaHHBIX, pa3BepThiBaecMoi B MCII/IH B mpoliecce ee co3aHus WIH
MOJEPHU3ALINHU.

[Topsimox opranuzanuu obecneuenus OezomacHoct [1In B UCIIIH momxen
npeaycMaTpUBaTh:

OIICHKY 0OCTaHOBKH;

obocHOBaHue TpeboBaHUM 10 oOecrneueHuto OezomacHocTH  [1/1H
u hopmynupoBaHue 3aaa4 3amuTsl [1]1H;

pa3paboTKy 3ambiciia obecnieueHus 6ezonacuoctu [1/1H;

BBIOOp II€IeCOO0pa3HbIX Crmoco0oB (Mep u  cpeactB) 3amuthl [1][H
B COOTBETCTBHUHU C 33/1a4aMH U 3aMbICIIOM 3aILHTHI;

peleHre BOMPOCOB  yIpaBiieHHs obecrnedeHueM OesomacHoctH  [1/1H
B TMHAMUKE U3MEHEHUSI 0OCTAaHOBKHU U KOHTPOJIs A (PEKTUBHOCTH 3aIIUTHI,

oOecrieueHne pean3alii IPUHSITOTO 3aMbICIIA 3aIUTHI;

IJIJAHUPOBaHKWE MeponpusaTui o 3amure [1/1H;

OpraHu3alli0 ¥ TMPOBEJEHHE pabdOT MO CO3JaHUIO0 CHUCTEMBI 3al[UThI
nepcoHanbHbIX naHHbIX (C3I1/H) B pamkax pa3padotku (moaepuuzauuu) UCIIIH,
B TOM YHCJIE€ C TMPUBJICUCHUEM CICHHAIM3UPOBAHHBIX CTOPOHHUX OpPraHMU3allUui K
pazpabotke u pazBeprbiBanuio C3IIJIln wnu ee snementoB B MCIIH, a Takxke
peleHre OCHOBHBIX 3aj7la4y B3aUMOJICHCTBUS, ONpEACICHUE X 3a/1a4 U (YyHKIUN Ha
pa3IMYHBIX CTagusAx co3nanus v skcruryataunu UCI/IH;

pa3paboTKy JOKYMEHTOB, PErJIaMEHTUPYIOUIUX BOIPOCHl  OpraHu3aluu
obecnieuenust 6ezomacHoctH [1/1x u sxcruryaranmnu C3I11n B UCII/IH;

pa3BepThIBaHUE U BBOJ B onbITHYIO 3KcIutyaTtanuio C3111u B UCII/H;

nopabotky C3I1JIH o pe3yabTaraM ONBITHON AKCILTyaTaIlHH.

Onenka oOcTaHOBKM (PUCYHOK 1) sBIsIETCS dTalmoM, BO  MHOTOM
onpenesironuM 3G (GEKTUBHOCTh pelIeHus 3a1a4 odecredeHus: 6ezonacHoct [1/1H.
OHa OCHOBBIBaeTCS Ha pe3yJibTarax KoMmiuiekcHoro oOcnenoBanus UCIIH, B xoxe
KOTOPOTO, MPEXJI€ BCEro, MPOBOAUTCS ONPEEICHUE 3alUIIaeMOi HHPOPMALIK U €€
KaTerOpUpOBaHUE MO BAXKHOCTH.

[Ipu omeHke OOCTAaHOBKHM OMpEAETeTCs HEO0OXOIUMOCTh O0eCIeUeHUS
6e3onacHoctu [1JIH oT yrpos:



OueHka obcTaHOBKM

AHanus
MHOPMALMOHHbIX
pecypcoB

4| OnpepneneHne cocTaBa, coaepXXaHusa U MecToHaxoxaeHua MNOH, noanexalymx salurte

AHanus ysa3BuMbIX
3BEHbLEB U
BO3MOXHbIX Yrpo3
6es3onacHocTn MNAOH

l KaTteropupoBaHue NAaH

4| OueHka BbINOSIHEHMA 0B6A3aHHOCTen No obecneveHnto 6esonacHocTu MNAH onepaTopom

OueHka Bo3MoXXHOCTU domnamydeckoro goctyna Kk MCIaH

BbiaBneHne BO3MOXHbIX TEXHUYECKNX KaHanoB YTEeYKHN I/lHd.)OpMaLI,I/II/I

OueHka yuiepba ot
peanusauum yrpos

IAHanms BO3MOXHOCTEN NporpamMmMHo-mMaTeMaTmdeckoro sosgenctama Ha NCTOH

AHanna BO3MOXXHOCTEN 3reKTpoMarHnTHoro Bo3gencteus Ha lNOH, obpabaTteiBaemblie B MCIOH

4| OueHka HenocpeacTBeHHoro yulepba ot peanvsaumm yrpos 6esonacHoctu MOH

—| OueHka onocpenoBaHHoro yuiepba ot peanvsaumm yrpo3 6esonacHoctu MOH

OT (pusnyeckoro gocrtyna

AHanus nmetroLmxca B
pacnopsi>keHnn Mmep um
cpenctB 3awmTol MNOH

OT YTEYKUN NO TEXHNYECKNM KaHalriaM yTe4kun |/|H¢)op|v|au,|/||/|

4| OT HECaHKUMOHMPOBAHHOIO AoCTyna

4| OT NpPOrpamMMHO-MaTeEMaTUYECKNX BO3OAENCTBUN

4| OT 3NEKTPOMarHUTHbIX BO3OENCTBUMN

Pucynoxk 1. Coneprkanuie olleHKM 00CTaHOBKHU
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YHUYTOXKEeHUS, xuleHus anmnapatHeix cpeactB MCIIH, u (wiun) HOCUTENei
nHpopmaruu nmytem gusnyeckoro gocrymna k snementam UCI/IH;

yTeUKH MHGOPMAITIH TI0 KaHAJIaM MMOOOYHBIX 3JIEKTPOMArHUTHBIX M3TyYEeHUN U
HaBoJi0k (IIDSMUH);

nepexsara UHGOPMAIMU MPU Mepeiade Mo MPOBOAHBIM (KaOEIbHBIM) JTUHUAM
CBSI3U;

XUIIEHUS, HECAaHKIIMOHUPOBAaHHONW MojudUKauu Wi  OJOKHUPOBAHUS
uHpopManmu 3a cyeT HecaHkiumoHupoBaHHoro noctyna (HCJl) ¢ mpumeHneHuem
MPOrpaMMHO-AIIAPATHBIX W MPOrPAMMHBIX CPEACTB (B TOM YHCIIE IPOrPaMMHO-
MaTEMaTHYECKUX BO3/ICHUCTBUIN);

BocnpensTcTBoBaHus (PpyHkimonnpoBanuto MCII/xn myTem npennaMmepeHHOTO
AIEKTPOMArHUTHOTO BO3JEHCTBUS HA €€ 3JIEMEHTBHI;

HEIMPEeTHAMEPECHHBIX JIEUCTBUI TOJH30BATEICH W HApYyIICHU O0€30MacHOCTH
dbynkuuonuposanuss UCIIIa u C3I1IH B ee coctaBe m3-3a cO0EB B MPOTPAMMHOM
o0ecrieueHnr, a TaKkKe OT YIpo3 HEaHTPONOTreHHOro (cOOeB ammaparypbl H3-3a
HEHAJIe)KHOCTU 3JIEMEHTOB, COOEB 3JEKTPONMUTAHMS) U CTUXUUHOTO (yIapOB MOJIHUMA,
Mo>kKapoB, HABOJAHEHUH U T.I1.) XapakTepa.

[Ipu oreHke OOCTAaHOBKHU JOJKHA YUHUTHIBATHCS CTEIMEHb YyiepOa, KOTOPBIH
MOXET  OBITh TNPUYMHEH B  ClIydyae  HENPaBOMEPHOTO  HCIOJb30BaHUS
coorBeTcTBYrOoUX [1/1H.

O6ocHoBanue TpeboBaHuid 1O  obOecreueHuro  OesomacHoctu  [1]1H,
obOpabarbiBaembix B MCII/IH, mpoBOAMTCS B COOTBETCTBUM C HOPMATUBHBIMH U
METOJMYECKUMHU  JOKYMEHTaMH  yIOJHOMOYEHHBIX  (efiepaldbHbIX  OpPraHoOB
WCIIOJIHUTETLHON BIACTH, OOSA3aTENbHBIMM K MPUMEHEHHIO CTaHJAapTaMd M Ha
ocHOBaHUU «OCHOBHBIX MEpOINPHUATHI [0 OpraHu3alMd W TEXHUYECKOMY
oOecriedyeHUI0 0€30MACHOCTA  TIEPCOHATBHBIX  JIAHHBIX, O00pabaThIBaeMbBIX B
MH()OPMAIIMOHHBIX CHUCTEMaxX IMEPCOHAJIbHBIX MaHHBIX». [Ipu 3TOM BBIABICHUE U
OLICHKA aKTyaJIbHOCTH YIrpo3 Oe30MacHOCTH MEPCOHABHBIX MJaHHBIX TMPU HX
obpabotke B UCII/IH ocymiecTBisieTcs ¢ UCoib30BaHueM «ba3oBoit Mojnenu yrpos
0€30MacHOCTH MEpPCOHANbHBIX JAaHHBIX NMPU HUX 00paboTKe B HH(POPMALMOHHBIX
CHUCTEMaX NMEPCOHATBHBIX AAHHBIX» U «METOIUKHU OMNpeeeHus] aKTyalbHbIX YIPO3
0€30MacCHOCTU TEPCOHAIBHBIX JAaHHBIX MpU UX 00paboTke B HHGOPMAIMOHHBIX
CUCTEMaX MEePCOHANbHBIX JAHHBIX).

Pa3paboTka 3ambicna obecnieuenus Oe3zomacHoctu [I/IH sBisieTcss BakKHBIM
JTaroM oOpraHu3anuu obecrnedyenus Oe3zomacHoctu [IJ[H, B Xome KoTOporo
OCYILECTBIISICTCS BBIOOP OCHOBHBIX CITOCOOOB 3amuThl [1/]H.

Pexomenmyembiii mopsaok GOpMUPOBAHUS 3aMbICIIa TTIOKA3aH HA PUCYHKE 2.

[Tpu BBIOOpE criocob6oB obecnieuenus O6e3omacuoctu [1J[H, oOpabaThiBaeMbIX B
NCII[dH, HeoOXoIuMO ONpENeNUTh OpPraHU3aIllMOHHBIE MEphl M TEXHHYECKHE
(anmapaTHbIe, TPOrpaMMHBIE M MPOTpaMMHO-aNMNapaTHbie) cpeicTBa 3amuThl. [Ipu
BBIOOpPE TEXHUYECKHUX CPEJACTB 3aLIUTHI CIEIYET UCHOJb30BaATh CEPTUDUIIMPOBAHHBIE
CpeJICTBA 3allUThl HH(OPMAIUH.

Pemenrie BompocoB ympaBieHuss obOecneueHueMm Oe3onacHoctu [IJ[H B
JTMHAMHUKE U3MEHEHHUSI 0OCTAaHOBKM M KOHTPOJISI 3(P(HEKTUBHOCTH 3aIlUTHI SBIISCTCS
BaYKHBIM aCeKTOM NOJIepKaHus Tpedyemoro ypoBHs 6e3omacHoctu [1/]H.



OnpepgeneHne 3amMmbicria obecneyeHust
6e3onacHocTu NOH npu nx obpadoTtke B UCIMOH

no nogpasgeneHusam

OnpegeneHne OCHOBHbIX HanpaBrieHM No

Nno ys3BUMbIM 3BEHbAM, HanpasleHUaAM 3aluTbl
sawmTe NOH y P

no kateropuam MNaAaH

no HanpaBJlieHn4a 3alnTbl

Bbi6op cnoco6oB 3awmnTtsl MNAOH Mo akTyalnbHbIM yrpo3sam

Nno BO3MOXHOCTU pearnmM3aunmm Cc yd4eToM 3aTtpaT

opraHmn3auna oxpaHbl

opraHmnsaunsa cny>|<e6H0|?1 CBA3N N CUTHanmMsaunm

opraHusauus B3anmMmoaemncreus
PelweHne ocCHOBHbIX BOMPOCOB yrpaBrieHUs

sawmTon MNAH opraHusauus pesepBUpPOBaHUS MPOrpaMMHOro u
annapaTHoro obecneydyeHus

opraHmnsauna ynpasrneHmna agMmmHnNcTpmpoBsaHmnem

duHaHcoBoOro

TEeEXHN4YECKOro m nporpamMmmMHoOro

PelweHne ocHOBHbIX BOMPOCOB
obecnevyeHunsa sawmnTbl MNOH — MHOPMALMOHHOro

KaapoBoro

Pucynox 2. I[Topsiaok ¢hopMupoBanus 3ambiciia o0ecreueHus 0€30MacHOCTH NEPCOHATBHBIX JaHHBIX TPU UX 00paboTKe B
UH(OPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX
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K ocHOBHBIM Bompocam ynpaBiieHUs] OTHOCSITCS:

pacnpenenenue GyHKIHUA yIpaBIeHUs JOCTYIIOM K JaHHBIM U X 00pabOTKOM
MEXKy AOJKHOCTHBIMU JIULIAMH;

ONpENENICHUE TOpsIKAa W3MEHEHHMS TpaBWJl J0CTyna K 3alluiiacMoi
uHpopManuu;

OMpeleNICHHE TMOpsAAKa HM3MEHEHUST NpaBUl JOCTylla K PE3epBUPYEMBIM
nH(OPMAITMOHHBIM U allllapaTHBIM Pecypcam;

onpeieNieHne MopsiAKa ACUCTBUM JOJKHOCTHBIX JIUI B CITy4ae BO3HUKHOBEHUS
HEIITATHBIX CUTYyalui;

ONpENENICHUE TMOPSAIKA NMPOBEICHUS KOHTPOJIBHBIX MEPONPUATUN U ACHUCTBUM
IO €r0 PE3YJIbTAaTaM.

KoHTponb 3akitodaeTcsi B MPOBEPKE BHIMNOTHEHUSI TPEOOBAaHUN HOPMATUBHBIX
JOKYMEHTOB IO 3amure WHGOpMalMh, a TaKKe B OLEHKE OOOCHOBAHHOCTU H
s PekTUBHOCTH NPUHATBIX Mep. OH MOXET MPOBOJIUTHCS OMEPaTOpOM WM Ha
JIOTOBOPHOM OCHOBE CTOPOHHMMH OPTraHU3ALMUSAMH, HUMEIOIMIUMU JIMIEH3UH Ha
JESATENHHOCTD 110 TEXHUYECKOM 3aIuTe KOHPUACHIIMAIbHONU HH(OpMAIUK.

Pemenrie OoCHOBHBIX BOmMpocoB obecrnedeHus 3amuThl  [IJIH  g0WKHO
MpeaycMaTpuBaTh MOJTOTOBKY KaJpoB, BbIAEICHHE HEOOXOIUMBIX (DMHAHCOBBIX U
MaTepHAIBHBIX CPENICTB, 3aKyNKy U pPa3pabOTKy MpPOrpaMMHOTO W anmapaTHOro
obecrieueHusl.

[Ipy MoOATrOTOBKE NOKYMEHTAIlMU MO BOMpocaM obOecreueHus: 0e30MacHOCTU
[I1n npu ux obpaborke B UCII[AH u skcruryatanuum C3II[H B oOs3arenbHOM
NopsJIKe pa3pabdaThIBAIOTCA:

MOJIOKEHHE MO OpraHu3alii ¢ MPOBEACHUI0 paboT Mo 00ECHeYEHUIO
oe3onacHoctu [1JIn npu ux oobpadotke B UCIIH;

TpeboBaHus no odecneueHuto 6e3onacuoctu [11n npu o6padorke B UCIIH;

JOJKHOCTHBIE WHCTpYKiuu mnepcoHany MWCII[ln B wyactu oOecneyeHus
oe3onacHoctu [1JIn mpu ux obpadotke B UCIIH;

peKOMeHJanuu  (MHCTPYKIMKM) TI0  HCIOJb30BAHUIO TMPOTPAMMHBIX U
anmapaTHBIX CPEJCTB 3aIUTH HHPOPMAIIHH.

Ucnbitanuss C3I1[IH mpoBoasTcs B Mpoliecce pa3BEepThIBAHUS U BBOJA B
onbITHYt0 Skciutyatanuio MWCIIJIH B COOTBETCTBHMM C YAaCTHBIM TEXHUYECKUM
3aJlaHieM. 3aKJIIOYEHUE MO pe3yibTaTaM HMCHBITAHUHM JOJDKHO COJEPKATh BBIBOJ O
creienn cootBerctBusi C3II/IH 3amaHHbIM TpeOOBaHUSIM TIO OOECHEUYEHUIO
oe3omacuoctu [1/1H.
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5. O0ecnieueHue 0€30MACHOCTH MEPCOHAIBHBIX JAHHBIX
B HH()OPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX

O06ocHOBaHME KOMITJIEKCA MEPONPUATHI TI0 obOecrieueHuto 6ezonacHoctr [1/1H
B HCII[lH mnpou3BOAMTCS C Y4YETOM pE3yJbTATOB OLEHKHA OIACHOCTH YIPO3
n onpeaenenus kiacca HMCII[IH Ha ocHOBe «OCHOBHBIX MEPONPUATHI IO
OpraHu3aIuy U TEXHUYECKOMY 00eCIeueHnI0 0€30MacCHOCTH MEPCOHANIbHBIX JaHHBIX,
oOpabaThIiBaeMbIX B UH(OPMAIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX).

[Ipu 5TOM AOJKHBI OBITH ONIPEEIICHBI MEPOIIPUSITHS TIO:

BBISBJICHUIO U 3aKPBITUIO TexHUYeckux kaHanoB yreuku [[JIn 8 UCII/IH;

3amuTte [[J[H OT HECAaHKIMOHMPOBAHHOTO JOCTyNla M HEMPAaBOMEPHBIX
JICUCTBUM;

YCTaHOBKE, HACTPOWKE U MPUMEHEHHUIO CPEJICTB 3AIIUTHI.

MepornpusTus 10 BBISIBICHUIO U 3aKPBITUIO TEXHUYECKUX KaHaoB yTeuku [1/1H
B UCII/IH popmynmupyroTcs Ha OCHOBE aHAJIM3a U OIEHKH yrpo3 Oe3omnacHocTu [1/1H.

Meponpusatus no 3ammre [IJlH nmpu wux o6padorke B HWCIIAH oT
HECAHKI[MOHUPOBAHHOIO JOCTYNa U HENPABOMEPHBIX JICMCTBUI BKIIOYAIOT:

YIIPaBJIEHUE TOCTYIIOM;

PETUCTpAIUIO U YUET;

oOecrneueHne eJI0CTHOCTH,

KOHTPOJIb OTCYTCTBHS HEJICKJIAPUPOBAHHBIX BO3MOKHOCTEM;

AHTUBHUPYCHYIO 3aIIUTY;

obecrneueHne Oe3omacHoro mexcereBoro B3anmoaeicTeus MCIIx;

aHaJIu3 3aUUIIEHHOCTH;

oOHapyXeHHE BTOPIKESHUM.

[logcucremy ymnpaBiaeHUS JOCTYHOM, PETUCTpalMd U ydeTa PEKOMEHIYETCs
peaanu30oBbIBaTh Ha 0aze MpPOrpaMMHBIX CPEACTB OJIOKUpPOBAHUS
HECAHKIIMOHUPOBAHHBIX  JICUCTBUM, CHUTHAIM3AIMA UM PETUCTpAlMU.  IDTO
CHEelUAJIbHbIe, HE BXOMSAIIME B SAPO KAKOU-TMOO OMEparMOHHONW CHUCTEMBbI
MpOorpaMMHbBIE U TPOTrPaMMHO-AIIAPATHBIE CPEACTBA 3AIIUTHI CAMUX OMEPAIIMOHHBIX
cucteM, dJeKTpoHHbIX 0a3 IIJlH u npukinamueix nporpamMMm. OHU  BBITIOTHSIOT
(GYHKIIMU 3alIUTHl  CAMOCTOSITEIbHO WM B KOMIUIEKCE C JPYTUMH CpEACTBAMHU
3aIUTHI U HAMPABJICHBI HA UCKIIIOUCHHUE WJIU 3aTPYHEHUE BBHITIOJHEHUS OMACHBIX JIJIsI
NCII/In neiicTBuil moyib30BaTeNsd WK HapymuTels. K HUM OTHOCATCS ClieliuajibHbIe
YTUIUTBl W MPOTPAMMHBIE KOMIUIEKCHI 3alllUThl, B KOTOPBIX pEaJU3yIOTCSA
GyHKIUY TUATHOCTUKH, PETUCTPALIMH, YHUUTOKEHHUS, CUTHAIU3AIUN U UMUTAIUH.

CpencTBa NUAarHOCTHKW OCYIIECTBISIOT TECTUPOBaHHE (DailioBON CHCTEMBI
u 6a3 II/In, mocTostHHBI cOOp wHpOpMaMu O (DYHKIIMOHMPOBAHUU DIIEMEHTOB
MoJIcUCTeMbl o0ecrieueHnst 0€30MacHOCTH MH(POPMAIIHH.

CpenctBa yHUYTOXEHUS NPEAHA3HAYEHBI ISl YHUUYTOXKEHUS OCTATOUYHBIX
JAHHBIX W MOTYT MpeayCMaTpUBaTh aBApPUMHOE YHUYTOXKEHHE JAHHBIX B CIIy4yae
yrpo3bl HC/I, koTopast He MOeT ObITh OJJIOKMPOBaHA CUCTEMOM.

CpencrBa curHajnv3aldd MPEIHA3HAYCHBI JJISI TPEIYIPEKICHUS ONEPATOPOB
pu X oOpaiieHnu K 3amuimaembiM [1JIH 1 a1t npeaynpexaeHus: aMUHUCTpAaTOpa
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npu obHapyxeHuu ¢akra HCJ[ x II[lH u apyrux ¢akToB HapylieHUs IITATHOTO
pexuma ¢yaknuonuposanus UCII/IH.

CpenctBa HWMHTAlMM  MOJCIHMPYIOT pabOTy C  HapyLIHUTENsIMU  TpU
oOHapyxeHnu nonbITku HCJL k 3amumiaemeiM [1/IH mnu nporpaMMHBIM CpeCTBaM.
NmuTanus mo3BoJsSeT yBEJIUUYUTh BpeMsl Ha onpeaeneHne Mecta u xapakrepa HCJI,
YTO OCOOCHHO BaXXHO B  TEPPUTOPUAIBHO  PACHPENEICHHBIX  CETSX,

U 1e3UH()OPMUPOBATH HAPYIIUTEIS O MECTE HAXOXKACHUS 3aiuinaemMbix [1/1H.

[Toncucrema oOecrieyeHus: IEJIOCTHOCTH PEAM3YeTCsd MNPEUMYIIECTBEHHO
OTEepallMOHHBIMM CUCTEMaMU M CUCTEMaMU yIpaBieHusi 0azamu gaHHbIX. CpencTBa
MOBBIIICHUS JOCTOBEPHOCTH U 00ECTI€UEHHUs LIEJIOCTHOCTH TIEPEIaBaeMbIX JTaHHBIX U
HAJIC)KHOCTU TPAH3aKIUMH, BCTPAaUBAEMbIE B ONEPAIMOHHBIE CHUCTEMBbI U CHUCTEMBI
ynpaBieHus 0a3aMu  JaHHBIX, OCHOBaHbI Ha pacyeTe KOHTPOJIBHBIX CYMM,
yBEIOMJIEHMM O c0OOe B Iepelaye IakKeTa COOOILIEHHUs, IMOBTOpE Iepeaayud He
MPUHATOrO MaKeTa.

[Toncucrema KOHTPOJS OTCYTCTBHS HEAECKIAPUPOBAHHBIX BO3MOYKHOCTEMN
peanu3yercst B OOJNBIIMHCTBE ClIy4yae Ha 0a3e cucTeM yIpaBieHUs 0a3aMH JaHHBIX,
CPEJIICTB 3allIUThl HH(OPMALIMHU, AHTUBUPYCHBIX CPEACTB 3alIUThl HHPOPMALIUU.

Jns obecneyenus: 6e3omacHoctu I[IJIH M mporpamMmHO-anmapaTHON CpeJibl
NCIIdH, ocymectBisitoneid o00padoTKy »Tol wuHGOpPMAIUA, PEKOMEHIYETCs
IPUMEHSTH CIIELUATIbHbIE CPEJCTBA AaHTUBUPYCHOMW 3aIlIUTHI, BBIMOJIHSIOLIUE:

oOHapy>keHue U (Mian) OJOKMPOBAHUE AECTPYKTUBHBIX BUPYCHBIX BO3JEHCTBUN
Ha OOIECHCTEMHOE U TMPHUKIATHOE MPOrpaMMHOE OOeCleUeHUe, peallu3yroliee
oopabotky I[1/1H, a Taxke Ha [1/]H;

oOHapy KeHHE U yJlaJIeHHe HEU3BECTHBIX BUPYCOB;

oOecrieyeHue CaMOKOHTpOJIsS (TIpenoTBpalieHne WHOUIIMPOBAHUS) JTaHHOTO
aHTUBUPYCHOI'O CPEACTBA IIPU €r0 3aIyCKe.

[Ipu BBIOOpE CpENCTB aHTUBUPYCHOHM 3alUTHI IEI€COO00Pa3HO YUYHUTHIBATH
cieayromue GakTopsbl:

COBMECTUMOCTh YKa3aHHBIX CpPEJCTB CO IITATHBIM MPOrPaMMHBIM 0O€CIeUeHuEM
NCIIdn;

CTeNEeHb CHIDKEHHMs] mpou3BoAuTesnbHOCTH  GyHKunoHupoBanuss HWCII[In no
OCHOBHOMY Ha3Ha4Y€HUIO;

HaJIM4YKUE CPEJICTB IEHTPAIM30BAHHOTO YMNpPaBJICHUsS (DYHKIIMOHUPOBAHUEM CPEJICTB
AHTUBUPYCHOM 3alllUThl € paboyero Mecra aJMHHUCTpaTopa ©0e30macHOCTU
unpopmaruu B UCI1/IH;

BO3MOXXHOCTb ~ ONEPAaTUBHOTO  OMNOBEIIEHUS  aJIMUHUCTpaTopa  O€30MacHOCTU
unpopmaruu B UCIIJIH 060 Bcex coObITHSX M (pakTax MPOSBIEHUS MPOTPaAMMHO-
MaremaTuieckux Bozzaeiictuil (IIMB);

HaJIM4ME TMOAPOOHOM JTOKYMEHTalMW IO 3KCIUTyaTallud CpPEACTBAa aHTUBHPYCHOM
3aIUTHI;

BO3MOYHOCTb OCYLIECTBJICHUS NEPUOINYECKOTO TECTUPOBAHUS WIH
CaMOTECTHUPOBAHUS CPEACTBA AHTUBUPYCHOM 3aILUTHI;

BO3MOKHOCTh HapallMBaHUs COCTaBa cpeAcTB 3amuTel oT I[IMB HOBbBIMU
JOTIOJTHUTENbHBIMU CpelICTBAMHU 0e3 CYILIECTBEHHBIX OrpaHUYECHUM
paborocniocooHocTr MCII/IH 1 «KOHPIHUKTa» ¢ IPYTUMU TUTIAMU CPEACTB 3aTUTHI.
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Onucanue MOpsiIKa  yCTaHOBKH, HACTPOIKH, KOH(UTYpUPOBAHUS u
aIMHUHUCTPUPOBAHUS CPEJICTB AHTUBUPYCHOM 3AIUTHI, a TAKXKE MOPsAJIKA JCUCTBUN B
cilydae BBISABJICHHS (DakTa BUPYCHOW aTaku WM WHBIX HApyIICHUN TpeOOBaHUU TO
3aIllIUTE OT MPOrPAMMHO-MATEMATHUYECKUX BO3JACHCTBUM NOTAKHBI ObITH BKIIOUECHBI B
PYKOBOJICTBO afMUHUCTparopa b6e3onacHoctu nadpopmanuu B UCIIH.

Jnsa ocymecrBienuss pasrpaHnueHuss gocrymna k pecypcam MWCIIIH 1mpu
MEKCETEBOM B3aMMOJICHCTBUM MPUMEHSETCS MEXKCETEBOE DKPAaHUPOBAHHUE, KOTOPOE
peanuszyercsi NIPOrpaMMHBIMH M MPOTPAMMHO-AIIAPATHBIMU ~ MEXKCETEBBIMU
skpaHamu (M3). MexceTeBol 3KpaH yCTaHABIMBACTCS MEXAY 3alUIIAeMOU CEThIO,
Ha3bIBAEMOM BHYTPEHHEH, U BHEIIHEW CEThIO0. MEXCETEBOW PKpaH BXOJUT B COCTaB
3amumaemMoi cetu. JlJis HEro MmyTeEM HACTPOEK OTIEIbHO 3a/al0TCA IpaBuUia,
OTpaHUYMBAIONIKE JOCTYI U3 BHYTPEHHEHN CETH BO BHEIIHIOIO U HA00OOPOT.

Jlna obecneueHuss Oe3omacHOTO MekceTeBoro B3ammojneicTBus B MCIIIa
3 14 KilacCOB PEKOMEHAYETCSl HCIOJb30BaTh MO HE HUXKE MSATOr0 YPOBHS
3aIUIIEHHOCTH.

Jns obecneuenust Oe3omacHoOro MmekcereBoro B3ammoperctBus B MCIIH
2 Kjjacca PEKOMEHAYETCs HCHOJIb30BaTb MO HE HWXKE YETBEPTOrO YpPOBHS
3aIUIIEHHOCTH.

Jlns obGecnedyenust Oe3omacHoro mexkcereBoro B3ammozeicTBus B MCIIIa
1 kmacca peKOMEHIYeTCs HCIOoJIb30BaTh MDD He HUXKE TPEThero YpPOBHS
3AIIUIIEHHOCTH.

[Togcucrema aHanu3a 3alIMIIEHHOCTHA PEANTU3YETCS Ha OCHOBE MCIIOJIb30BAHUS
CpEICTB TECTHUpOBaHMs (aHaiW3a 3alIUIIEHHOCTH) H  KOHTpOJs  (ayauTa)
6e3omacHOCTU UH(POPMAITUH.

CpencTtBa aHanmn3a 3alIMIIEHHOCTH IPUMEHSIIOTCS C 1EIbI0 KOHTPOJISL HACTPOEK
3alUTHl OTIEPAIMOHHBIX CHUCTEM Ha pa0OuYMX CTAaHIUSIX W CEPBEPAX M TMO3BOJISIIOT
OLICHUTh BO3MOXXHOCTbh MPOBEJACHUSI HAPYIIUTEISIMH aTaK Ha CETEBOE 000pyI0BaHHUE,
KOHTPOJIMPYIOT 0€30MacHOCTh MPOrpaMMHOTO oOecreuenus. [l 3toro oHuM
UCCIIEYIOT TOMOJIOTHUIO CETH, WIIYT HE3aIUIICHHbIC WM HECAHKIIMOHHUPOBAHHBIC
CETEeBbIE MOJKIIOYECHHS, TPOBEPAIOT HACTPOMKH MEXKCETEBbIX 3KpaHOB. [lomoOHBIN
aHaJIU3 MPOU3BOJUTCA HA OCHOBAHMM JCTAJbHBIX OMHCAHUN YSI3BUMOCTEH HAaCTpOEK
CPEJACTB 3alllUThl (HAMpPUMEpP, KOMMYTATOPOB, MapIIPyTU3aTOPOB, MEXKCETEBBIX
DKPAaHOB) WM  YySI3BUMOCTEHW  OINEpPAllMOHHBIX CHUCTEM WIM  IPUKIAJHOTO
nporpaMmHoro  obecneduenus.  Pe3ynmbrarom  paboThl  CpelcTBa  aHajIu3a
3AIMINCHHOCTH  SBJISETCS OTYEeT, B KOTOPOM 00O0OIIAIOTCSA CBEASHUS 00
OOHAPY>KEHHBIX YSA3BUMOCTSIX.

CpenctBa oOHapy>KEHUS YSA3BUMOCTEH MOTYT (DYHKIIMOHMPOBATH Ha CETEBOM
ypoBHE (B 3TOM clly4ae OHU HasbIBatoTcs «network-based»), ypoBHE omepanimoHHOM
cucrembl («host-based») u ypoHe mpumnoxkenusi («application-basedy). Ilpumensis
CKaHUPYIOIIee MPOrpaMMHOE OOECIeUeHHE, MOKHO OBICTPO COCTABUTH KapTy BCEX
noctynHbiX y3510B UCII/IH, BBIIBUTH UCIIOJIB3yEMBIE Ha KAXKJAOM U3 HUX CEPBUCHI U
MPOTOKOJIBI, OMNPEACTUTh WX OCHOBHBIE HACTPOWKH M CHeNaTh MPEINONIO0KECHUS
OTHOCHUTEJIbHO BeposATHOCTH peanuzaunu HC/I.

[To pe3ynbTaTaM CKaHUPOBAHHSI CHUCTEMbl BBIPAOATHIBAIOT PEKOMEHJAIMHU U
MeEpBbI, MO3BOJISIOIINE YCTPAHUTD BBISIBIICHHBIE HEIOCTATKH.
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B unrepecax BeisiBiieHus: yrpo3 HCJI 3a cuer mMexceTreBoro B3anMOJIECUCTBUA
MPUMEHSIOTCST CUCTEMbl OOHApyKEHHUS BTOPKEHUM. Takue CHCTEMBbI CTPOSITCS C
y4eTOM OCOOCHHOCTEH peain3aliiu aTtak, dTaloB UX Pa3BUTHS U OCHOBAHBI Ha I1€JIOM
psizie METOJI0OB OOHApPY>KEHHUS aTak.

BbiensitoT Tpu rpynibl METOI0B OOHAPYKEHUS aTaK:

CUTHATYpPHBIE METO/BI,

METO/IbI BBISIBJICHUSI aHOMAJIUK;

KOMOMHUPOBAHHBIE METOIbI (MCIIONIB3YIONME COBMECTHO AITOPUTMBbI, OTIPE/ICIICHHBIC
B CUTHAaTYPHBIX METOJIaX U METOJIaX BBISBJICHUSI aHOMAJIUK).

CurHatypHble METO/bI BBISBICHUSI aTaK OCHOBAHBI Ha TOM, YTO OOJBITUHCTBO
BO3MOYKHBIX CETEBBIX aTaK U3BECTHBI U PA3BUBAIOTCS 110 CXOKUM CIIEHAPUSIM.

MeTon BBISBIICHUS aHOMaIHM Oa3WpyeTcs Ha CPAaBHEHHHM TaK HA3bIBAEMOTO
npousis HOPMAILHOTO TIOBEACHHS TOJIH30BATENsl C pealbHBIM ToBeaeHueM. [Ipu
TOM MOTYT BBISBISITECS AHOMAJIMU B CUTHATypax arak (OTKJIOHEHHSI OT M3BECTHBIX
CUTHATyp), BBISBISAEMbIC CTAaTUCTUYECKUMHU METOJAMH, aHOMalIuu Tpaduka
(Hanmpumep, B UHTEHCUBHOCTH TIepeavyy MaKeTOB JAHHBIX C OMPEJACIICHHBIM CETEBBIM
aJpecoM OTHPABUTENS), BBISBISIEMbIE KaK OOBIYHBIMU CTATUCTUYECKHUM METOJIaMH,
TaKk W CHeNU(PUISCKUMHA METOJaMH, OCHOBAHHBIMH, HAIPUMEpP, HA HCIOJIb30BAHHUH
anmapara HEHPOHHBIX CeTeH, aHOMajJuu B CIY>KEOHBIX J[aHHBIX, BbI3BAaHHBIC
omnOkamMu  Hapymurtens W Ap. llpu  Ucmonb30BaHMKM — JAHHOTO — METOJa
MpEIoaaraeTcsi, 4YTo OTKJIOHEHHME OT HOPMAaJbHOTO TIOBEACHUS  SBISECTCSA
MOJAO03PUTEIBHBIM U MOXKET OBITh OLICHEHO KaK MPU3HAK aTaKH.

Hns  oOuapyxenus BropxkeHuid B MCII[IH 3 u 4 ximaccoB peKOMEHAYETCs
MCII0JIb30BaTh CUCTEMbl OOHAPYXKEHUSI CETEBBIX aTaK, UCIOJIb3YIOIIUE CUTHATYPHBIC
METO/Ibl aHAIU3A.

st obnapysxxenust Bropskenunii B UCII[IH 1 m 2 KkilaccoB peKOMEHIyeTcs
WCIIOJIb30BaTh CHUCTEMbl OOHAPY)KEHHUS CETEBBIX aTaK, HCIOJIL3YIOIIUE HapsIy C
CUTHATYPHBIMHM METOJIAMU aHAJIN3a METObI BBISBICHUSI aHOMAJIHM.

Hnsa 3amurer [IJIH  OT yTE€YKM NO TEXHUYECKHM KaHajlaM NPUMEHSIOTCA
OPraHU3alMOHHBIE U TEXHUYECKWE MEPONPUATHUS, HANPABICHHBIE HA HCKIIOUYCHUE
YTEUKH aKyCTHYeCKOW (pedyeBoil), BUAOBOW HWHPOpMAIMH, a TaKXKe YTEUKH
uH(pOpMAaIUK 32 CYET MOOOYHBIX PJIEKTPOMATHUTHBIX U3TYUYE€HUN U HABOJOK.

[Ipu peanuzani TEXHUYECKUX MEPONPHUITUN HCHOJB3YIOTCS TEXHUUYECKHE
MTACCUBHBIE U AKTUBHBIE CPEACTBA 3AIUTHI.

3ammTa aKycTU4YecKou (peueBoil) mH(oOpMalMKU 3aKIIOYaeTCsl B pealu3aluu
MeEp, UCKIIOYAKOIMIMNX BO3MOXHOCTh €€ IEpexBaTa ¢ HMCHOJIb30BAHUEM TEXHUYECKHUX
cpeacTB npu ocyuiectBieHun mnojb3oBarensiMu MCIIIH romocoBoro BBoga I1/IH
B UCII[JH wmmu BocnpomsBenenuu I[I/In akyctuueckumu cpeactBamu HCIIH,
1 00ecrieynuBaeTCs MyTeM 3BYKOU3OJIAIIMU TOMEIIEHUM, B KOTOPBIX YCTaHABINBAIOTCS
anmapatHele  cpeactsa  MCII/IH, W DOpUMEHEHMEM OPraHU3AaLMOHHBIX  MED,
HAaNpPaBJICHHBIX HA UCKJIIFOYCHUE HECAHKIIMOHUPOBAHHOIO JI0CTYNA B 3TH NOMEICHUS.

3BYKOUBOJISALMS  OTPAXKIAIOIMMNX KOHCTPYKUMHA TMOMEIIEHUH, HUX CHUCTEM
BEHTUJISIIIUY ¥ KOHJIUIIMOHUPOBAHKS B MECTaX BO3MOYKHOTO MepexBaTa HHPOpMAIUH
JOJDKHA HCKJII0YaTh BO3MOXKHOCTH MPOCIYIIMBAHUS aKyCTHYECKOW (peueBoit)
uHpopmanuu npu ocymiectsieHud nonb3oBaTensiMu MCIIJIH rosocoBoro BBojA
[TJn B UCIT/In nnm Bocipousseaenuu 1110 akyctuueckumu cpencrsamu UCII/IH.
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Hns CHUKEHHUS BEPOSITHOCTHU nepexBara uHbopMaIuu o
BUOPOAKYCTHUECKOMY KaHaly HEOOXOAMMO HCKIIOYUTH BO3MOXKHOCTH YCTAaHOBKH
IOCTOPOHHUX MPEJMETOB HA BHEIIHEH CTOPOHE OrpaXAAroUIUX KOHCTPYKIIHIA
MOMEIIEHU U BBIXOASIIMX W3 HUX HWHXKEHEPHBIX KOMMYHHKAIUM (CUCTEM
OTOILICHHUSI, BEHTUJISLINY, KOHAUITMOHUPOBAHUS ).

3ByKOMBOJISALMS  (BUOPOM3OISAIMSA) TOMEUIEHUM  SBJISETCS  OCHOBHBIM
MaCCUBHBIM CITOCOOOM 3allIUTHI aKyCTUUECKOH (peueBoil) nHdopMaliu U HampaBjieHa
Ha JIOKAJU3aI[Mi0 KICTOYHUKOB aKyCTUYECKUX CUTHAJIOB BHYTPHU HHUX.

3BYKOM3OJISIIHS OLICHUBAETCSI BEIMYMHOMN OCNAa0JIeHHs aKyCTHYECKOTO CUTHAJIA
U 00ecreurBaeTcsi ¢ MOMOIIBI0 APXUTEKTYPHBIX M MH)XCHEPHBIX PEIICHUN, a TaKXKe
MIPUMEHEHHUEM CIIELIMAIBHBIX CTPOUTEIBHBIX U OTJIETOYHBIX MAaTEPUAIIOB.

[Tpu onieHKe 3BYKOU3OISAIMY TOMEIIEHUH HE0OX0IUMO OTAENIbHO PacCMOTPETh
3BYKOM3OJISLIMIO AJIEMEHTOB KOHCTPYKIIMU MOMEIIEHUs! (CTEHbI, M0JI, MOTOJIOK, OKHA,
JBEPU) M CHCTEM HHXXEHEPHOTO obOecreueHus (MMPUTOYHO-BBITSDKHAS BEHTHIISITHS,
OTOIUIEHUE, KOHIUIIHOHUPOBAHUE).

B ciywae, ecnu 3ByKOM30JsLMA TOMEIIEHHUS HE oOecreunBaeT TpeOyemoit
3((HEKTUBHOCTH 3alUThl WH(OpPMAUUU, TO JJI1 €€ TOBBILEHUS MCHOIb3YIOT
CHeMaIbHbIE 3BYKOMNOTIOLIAOIINE MAaTEPUAIIBI.

3BYKOIOMIOMIAIOIINE MaTepHaibl MOTYT OBITh CIUIOIIHBIMA W TOPUCTHIMH.
OOBIYHO MOPUCTHIE MATEPUAIBI UCIIONIB3YIOT B COUETAHUU CO CIUIOUIHBIMH.

JIisi CHWDKEHMsSI BEJIMUMHBI BUOPAIIMOHHOTO CUTHAJIa WCIOJB3YIOTCS MATKHE
MPOKIIAJIKK (BUOPOU3OIUPYIOIIKE OMOPHI), KOTOPHIMU Pa3BSI3bIBAIOTCS APYT OT JApyTa
pa3JIMYHbIEC OTrpa)KJaroliie KOHCTPYKIMU. B KauecTBe TakuxX MPOKIIAI0K IPUMEHSIOT
TBEPIYIO pe3UHY, MPOOKY, CBUHEII.

[Ipyu 3BYyKONOIIOMIAKOMIEN OTHAEJIKE BHYTPEHHErO MPOCTPAHCTBA IMMOMEIICHUN
MO>XXHO JIOOMTBCS MOBBIMIEHHUS 3ByKowzoisimu Ha 10 — 15 gb, yrto sBisercs
JIOCTaTOYHBIM JJIs1 o0ecrieueHus: TpeboBanuii o 3amute [1/1H.

Cucrema NMPUTOYHO-BHITSDKHONW BEHTWIISIIMKM U BO3AyXOOOMEHA 3allUIIaeMbIX
MOMEIIIEHUH He JOKHA OBITh CBSI3aHA C CUCTEMOW BEHTUJISIIIUU APYTUX TIOMEIICHUHN U
UMETh CBOU OTJIEIBHBIN 3a00p M BHIOPOC BO3Ayxa. BeHTUISIIMOHHBIE KaMephl 3a00pa
BBIOpOCAa PEKOMEHJIyEeTCS pacrojaraTh Ha KPBIIIE 37aHMs, & CaMH BEHTUJISIIMOHHEIC
OTBEPCTUSI HE JIOJDKHBI BBIXOJUTH B MECTa BO3MOKHOTO JUCTAHIIMOHHOTO KOHTPOJIS.
B ciydae HEBO3MOKHOCTH BBIIIOJHEHUS ATOrO TPEOOBAaHUSI PEKOMEHAYETCSl Ha BBOJAX
(BBIBOJIaX) KAaHAJIOB BEHTWISIIMOHHBIX CHUCTEM B 30HY (M3 30HBI) 3allUIIAEMbIX
MOMEINICHUI yCTaHABIIMBATh aKyCTUYECKUE (DUIBTPHI U TIYIIUTENN 3ByKa, a B pa3phbiB
BO3/IyXOBOJIa — MSITKME BCTABKHU U3 TUIOTHON TKAHU WJIU PE3UHBI.

CyuiecTByroniye akyCcTUYecKhe QUIbTPbl pa3iudHbIX MOJENEed Npu HX
MOTOHHOM JUIMHE TopsAlKa 2 M OO0ECHe4yHBaIOT TOJYyYEHHE 3aTyXaHHUs MOpsaKa
40 — 50 nb.

Opaum u3 Hanbosee cinadbIX 3BYKOM3OJUPYIOMIUX AJIEMEHTOB OTPaXkIarOIINX
KOHCTPYKIIMH ITOMEIICHUHN SIBJIIFOTCSI ABEPU U OKHA.

CrapmapTHble OJWHApHBIE ABEPU HE MOTYT O0O€CIeYuTh TpPeOOBaHUS IO
3BYKOM3OJIALIMH, J1a’K€ €CIIU BBIIOJHEHbBI TpeOOBaHUA MO INIOTHOCTU U TIIATEIBHOCTH
VCIIOJIHEHHSI ¥ TTOATOHKHU JIBEPHOT'O MOJOTHA K IBEPHOM KOPOOKE M yCTPAHEHBI LIENN
MEXAY JBEPBIO U MOJIOM.
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VYBenuueHne  3BYKOM3OJHPYIOMIEH  CIIOCOOHOCTH  JBEpPEH  JOCTHTaeTcs
MPUMEHEHUEM VIUIOTHSAIOMIMX MPOKIAJA0K, OOMBKOW WM OOJMIIOBKOW TOJOTEH
JIBEpEN CrelMaIbHBIMUA MaTepHATIAMH.

Jns ycusieHus: 3BYKOU3OJISIIIUM TIOMEIIEHUH MOTYT OBITh HCIIOJIb30BaHBI
CIICIIMATIbHBIC 3BYKOU3O0JUPYIOIIUE IBEPH.

3BYKOM3OJALIMSA OKOH C OJMHAPHBIM OCTEKJICHHEM COM3MEPUMA  CO
3BYKOM30JSILIMEN OJWMHAPHBIX JIBEPEM M HEAOCTATOYHA JUIA HAACHKHOW 3alUTHI
uH(OpMAaIUU B TIOMEIICHHUH.

OOblyHBIE OKHAa C JBOWHBIMU TNEperuieTaMu 00JagaloT 0ojiee BBICOKOU
(Ha 4 — 5 nb) 3BYKOM3OJUPYIOIIEH CIIOCOOHOCTHIO MO CPAaBHEHHIO C OKHAMH CO
CIIApCHHBIMU TieperuieTaMu. lIpuMeHeHHe yhnpyrux NOpoKIagoK 3HAYUTEIBHO
YIYYIIAET 3ByKOU30ISLHOHHBIE KAYECTBA OKOH.

[ToBbimienne 3Bykomsomsiuu 10 S5 nb HaOmomaercss Tpu  OOJIUIIOBKE
MEKCTEKOJIBHOTO IMPOCTPAHCTBA MO NEPUMETPY 3BYKOIOIIIOIIAKOIIAM ITOKPBITHEM.

Cy1iecTBEHHOE MOBBIIIEHUE 3BYKOU30JISIIUA B CPABHEHUH C OOBIYHBIM OKHOM
JTAalI0T OKOHHBIEC OJIOKH CIEIHaIbHON KOHCTPYKIMU. Takue OJOKU BBIMOJHSIOTCS W3
KOMOMHAITUN CTEKOJI, YCTAHOBJICHHBIX HA OMPEACICHHOM PACCTOSIHUM U HUMEIOIIUX
BBICOKOKAUYECTBEHHBI NPUTBOP M3 YIUIOTHAIOIIEW PE3UHBI, YTO B COBOKYMHOCTH
obecrieunBaet 3Bykouzossiuio 40 — 50 nb.

[TaccuBHBIE METOABI 3alIUThl UH(POPMAIUHU, KaK MPaBUIIO, PEaTU3YIOTCA MpHU
CTPOUTENHCTBE WJIM PEKOHCTPYKIIMM 37aHUN Ha dTane pa3paboTKh MPOEKTHBIX
pEIIEHNH, YTO MO3BOJISIET 3apaHEE YYECTb THUIIbI CTPOUTEIIBHBIX KOHCTPYKIIWM,
CriocoObl  TPOKJIAAKA KOMMYHHUKAIIMK, ONTUMaJbHBIE MeCTa  pa3MelleHus
3alUIIaeMBIX [TOMEIIEHUH.

B ciiydyae TeXHMUYECKOU HEBO3MOKHOCTH HCIIOJIb30BAHUS MACCUBHBIX CPEJICTB
3aIUTHl TIOMEIICHUNW WM €CIM OHU HE O0ECHEUYMBAIOT BBIMOJHEHHE TPEOYEeMBbIX
HOPM I10 3BYKOU3OJISALIUU, UCIIOJIB3YIOTCS aKTUBHBIE MEPBI 3ALLUTHI, 3aKII0YAOIECs
B CO3JIaHUHU MaCKUPYIOIIUX aKyCTUYECKUX ¥ BUOPAITMOHHBIX ITOMEX.

CriocoObl  3amMTHl  TOMEMICHUNW TyTeM CO3JaHUsl aKyCTHYECKUX U
BUOPAITMOHHBIX TTOMEX YaCTO HA3bIBAIOT CIIOCOOAMU aKyCTHUECKOW M BUOPAIMOHHON
MAacCKHPOBKH, a CHCTEMBI (CpeICTBa) CO3JaHUS MACKHPYIOIIMX aKyCTHYEeCKHX U
BUOPAITMOHHBIX TIOMEX — CHCTeMaMH (CpeACTBaMU) BHOPAIMOHHOW M aKyCTHYECKOM
MaCKHPOBKH.

AKycTHYecKasi MaCKUPOBKA MCTIOIB3YETCS IS 3alUThI PeueBOi HHPOPMAITHH
OT YTEYKH MO MPSMOMY aKyCTHYECKOMY KaHally MyTeM CO3JaHHS aKyCTUYECKHUX
IIyMOB B MECTaX BO3MOKHOTO pa3MeNIeHUs] MUKPO(POHOB CPEICTB Pa3BEAKH HIIU
HAXO0KJICHUS TOCTOPOHHUX JIHII.

BubpoakycTtuueckass MacKHpOBKa HCIIONB3YEeTCS JJIs  3alUThl  PEYEeBOM
uHpoOpMallM¥ OT YTEYKH IO BHOPALlMOHHOMY M aKyCTOONTHYECKOMY (ONTHKO-
AIIEKTPOHHOMY) KaHajlaM M 3aKJII0YaeTcsi B CO3/JaHUM BUOPALMOHHBIX IIIYMOB B
DJIEMEHTAaX CTPOMTEIBHBIX KOHCTPYKLHWI, B MHKEHEPHBIX KOMMYHHUKALMIX, OKOHHBIX
pamax M crekiax. BuOpoakycruueckas MackupoBka 3(()EKTUBHO UCHOIB3YETCS IS
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MOJIaBJICHUS] TAKUX CPEJACTB INepexBara MH(OPMALNU, KaK 3JIEKTPOHHBIE CTETOCKOIIBI,
PaauOCTETOCKOIIBI, a TAKXKE JIA3EPHBIE aKyCTUYECKUE CUCTEMBI PA3BEIKH.

Jns  WCKIIOYEHUS  BO3MOXHOCTH — YTE€YKM  MHGpOpManuum 3a  CYET
3JIEKTPOAKYCTUYECKOTO0 TMpeoOpa3oBaHUsl HEOOXOJMMO OKOHEUYHbIE YCTpPOWCTBA
Tene(OHHOM CBSI3M, HMMEIOLIME NPSIMOW BBIXOJ B TOPOJCKYIO aBTOMATUYECKYIO
tenedonnyto craniuio (ATC), obopynoBaTh cepTHPHUIMPOBAHHBIMU CPEACTBAMHU
3alIUThl THPOPMALIUHU OT YTEUKHU 3a CUET MEKTPOAKyCTUUECKOT0 MpeoOpa3oBaHUsl.

K OCHOBHBIM OpraHu3allMOHHBIM MEPONPHUATHSAM [0 3alIUTEe UHPOPMALMH OT
YTEUKHU 32 CYET MOOOYHBIX 3JIEKTPOMArHUTHBIX U3yUYE€HUN U HaBOJOK OTHOCSATCS:

ucnosnibzoBanue B HCII[IH cepTudULMPOBAHHBIX TEXHUYECKUX CPEJCTB
3aIUTHl HHPOPMAIIUH;

BBIOOD MOMEIIICHHH )1 ycTaHOBKH anmapatHbix cpeactB UCI/IH;

YCTaHOBJIEHHE KOHTpOJIpyeMon 30HbI BOKpyr UCII/H;

BbIOOP MECT YCTAaHOBKH allapaTHBIX CPEJCTB B IOMEUICHUSIX;

pasHoc anmnapatHeix cpenctB MCIIIH M X COCAMHUTENBHBIX JUHUH OT
ITIOCTOPOHHMX IPOBOJHUKOB;

OpraHu3anus peXuMa M KOHTPOJS JIOCTylla B IIOMELICHHS, B KOTOPBIX
ycTaHoBJIeHbl annaparsbsie cpeactsa MCII/Ix.

B UCIIH n[OmKHBI HUCHOJB30BATHCA TOJIBKO CEPTUMUIIMPOBAHHBIE IO
TpeOOBaHMUSIM O€30MACHOCTH HWH(MOpPMAUU TEXHUYECKHE CpPEJICTBA U CHUCTEMBI
3AIUTBHI.

[IoMemenus, B KOTOpBIX ycTaHaBiMBaroTcs anmnapartHeie cpeacrtsa MCII/IH,
BBIOMPAIOTCS C YYETOM HX OHKPAHHPYIOIIMX CBOWCTB, PACCTOSHUS [0 TpPaHUIIbI
KOHTPOJMPYEMON 30HBI M 3HA4YCHUS 30HBI 2, YKA3aHHOM B MNPEIIIMCAHUHA Ha
sKcIuryaranmio annaparasix cpeacts UCI/IH.

B OonplIMHCTBE CIy4yaeB TOJIBKO OPraHU3ALlMOHHBIMM MEPONPUATHUSIMU HE
yaaercss oOecrneunTh TpeOyemyro 3((PEKTUBHOCTh 3allUThl HHPOPMALMH U
HEOOXOMMO MPOBEICHUE TEXHUUECKUX MEPONPUITUIN 1O 3aIUTe HHPOPMAIUH.

TexHuueckue MEpONPHUITHS HANpPaBJIEHbl HAa 3aKPbITHE KAHAJIOB YTEYKHU
uHpopMauu MyTeM YMEHBUICHHUS OTHOLICHHWS CUTHAJI/IIyM B MeCTax
BO3MOHOI'0O pasMeleHus arnmaparypsl nepexsara 10 BEJINYHH,
0o0ecIeunBaOIUX HEBO3MOXKHOCTh BbIACIEHHUS WH(GOPMAILMOHHOTO CHUTHala
arnmnapaTtypou nepexsara.

B 3aBUCHMMOCTH OT MCHOJIB3YEMBIX CPEACTB TEXHUYECKHE CIOCOOBI 3alIUThI
uHbOpMaIMU OAPA3AETAIOTCS HA TACCUBHBIC U AKTUBHBIE.

[TaccuBHBIE C1TOCOOBI 3aLTUTHI UHPOPMALIMU HAIPABJICHBI:

Ha ocJia0ieHne NOOOYHBIX JIEKTPOMArHUTHBIX U3ITYYeHUH (MHPOPMAIIMOHHBIX
curHanoB) anmnapaTtHeix cpeAacTB WCII/IH Ha rpanHuile KOHTPOJIHPYEMOW 30HBI O
BEJIMYMH, 00ECIEUNBAIOIIMX HEBO3MOKHOCTh MX BBIJICIICHUS CPEICTBOM IepexBara
Ha ()OHE ECTECTBEHHBIX LTYMOB;

Ha ocjabjeHue HaBOJOK NOOOYHBIX 3JEKTPOMArHUTHBIX  H3ITyYEeHUH
anmnapaTtHbix cpeactB MCII/IH B MOCTOPOHHHX NPOBOJHUKAX M COEAUHUTEIBHBIX
JIMHUAX TEXHUYECKUX CPENICTB, BBIXOIALIMX 3a MPEAEabl KOHTPOJIUPYEMOMN 30HBI, 10
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BEJIMYMH, 00ECIIEYMBAIOIIUX HEBO3MOXKHOCTh MX BBIJICTICHUSI CPEJICTBOM IEpexBaTa
Ha ()OHE ECTECTBEHHBIX IITYMOB;

Ha UCKJIIoUeHHe (0cyiabieHne) MPOHUKHOBEHUSI HHPOPMAIMOHHBIX CUTHAJIOB B
nenu sjekTponuTaHus anmnapatHeix cpeiactB MCIIIH, BbIXOAsdIIME 3a MPeaeiibl
KOHTPOJIMPYEMOM 30HBI, JI0 BEJIWYHH, OOCECIEYUBAIONINX HEBO3MOXXHOCTh UX
BBIJICJICHUS alIapaTypoy epexBara Ha (POHE eCTECTBEHHBIX IITyMOB.

AKTHBHBIE CMOCOOBI 3allUTHl WH(OpPMAIMK HMCIONB3YIOTCS B TOM Clydae,
KOrJla TMPOBEJACHUEM OpPraHU3allMOHHBIX MEPONPUATHH UM  HUCIOJIb30BAHUEM
MAaCCUBHBIX CPEJACTB 3alluThl He obecrneunBaercs Tpedyemas 3(PGEeKTUBHOCTD
3alUThI, U HAIPABJIEHBI HA CO3JaHUE:

MAaCKUPYIOUIUX 3JICKTPOMArHUTHBIX MOMEX B MOCTOPOHHUX IPOBOJHUKAX W
COCMHUTEBHBIX JIMHUSAX TEXHUYECKUX CPEJCTB C IEIbI0 YMEHBIICHUS OTHOILICHUS
CUTHAQJI/IIIyM Ha TPaHUIIE KOHTPOJUPYEMOW 30HBI JO BEIUYMH, 00ECICUMBAIOIINX
HEBO3MOYKHOCTh BBIIENICHUSI MOOOYHBIX AJEKTPOMATHUTHBIX M3IYyYEHUN CPEICTBOM
repexBaTa B MECTaX BO3MOKHOTO Pa3MEIlICHUS,

MAaCKUPYIOIIMX JJICKTPOMArHUTHBIX TOMEX B IEMSIX DAJICKTPONUTAHUS
anmapatHbix cpeactB MCII/IH ¢ 1enpio yMEHbIIEHUs] OTHOIICHHUS CUTHAJ/IIYM Ha
IPaHUIE KOHTPOJIMPYEMOW 30HBI JI0 BEIWYUH, OOECIEYMBAIOIIUX HEBO3MOXKHOCTD
BBIJICJICHUS MH(POPMAIMOHHOTO CHUTHaja CpeACTBOM IIepexBara B  MecTax
BO3MOYKHOT'O pa3MeENICHHUS;

MACKHUPYIOIIMX JJIEKTPOMAarHUTHBHIX TMoMex B 1emnax 3azemienus WCII/Ix
C IIEJIbI0 YMEHBIIICHUSI OTHOIIICHUSI CUTHAJI/IIIYM Ha TPaHUIIE KOHTPOJIUPYEMOU 30HBI
70 BETWYHMH, 00ECIEeYMBAIOIINX HEBO3MOXHOCTHh BBIJCIICHHUS] WH()OPMAIMOHHOTO
CUTHaJIa CPEJICTBOM MEPEXBATA B MECTAX BO3MOXHOI'O pa3MEIICHHUS.

AKTHUBHBIE CIIOCOOBI CBSI3aHBI C CO3JaHUEM MACKUPYIOIIUX MPOCTPAHCTBEHHBIX
AJIEKTPOMAarHUTHBIX ~ MOMEX W OCYIUECTBIISIIOTCS € LEJIbI0  3aKpbITUA
AIIEKTPOMATHUTHBIX U JIEKTPUUECKUX KaHAJIOB yTEUKH MHGOpMAIMU B TOM Ciyyae,
€CIi MUHUMaJIbHOE paccrosinue orT anmapatHeix cpeactB WMCIIH no rpaHuisl
KOHTPOJIMPYEMOM 30HBI MEHEE 3HA4Y€HUsI 30HbI 2 JJId JAHHOTO TEXHUYECKOIO
cpeactBa. J{ns co3maHusT MAacKUPYIOIIUX MPOCTPAHCTBEHHBIX SJIEKTPOMArHUTHBIX
MOMEX MCIOJIB3YIOTCSl IIMPOKOMOJIOCHBIE TE€HEPATOPhl IIyMa CO CHEIUaIbHBIMU
aHTEHHAMH, OOECHEYMBAIOIINE TOCTAHOBKY IITYMOBBIX IMOMEX BO BCEM JIMAMa30HE
BO3MOXXHBIX MMOOOYHBIX AJIEKTPOMATHUTHBIX U3Ty4YeHUil M HaBoJOK. OJMH reHepaTop
IIyMa MOXET HMCIOJIb30BaThCA Uil 3allUThl OJTHOIO WJIM HECKOJIBKHUX ammnapaTHBIX
cpeactB UCII/H.

Ecnu B 3gaHUM pacriosioKE€HO HECKOJIbKO ammapartHbix cpeactB MCIIH, To
JUIE UX 3alIUThl MOXET WCIIOJIb30BaThCA €IMHAs CHUCTEMA MPOCTPAHCTBEHHOIO
3allyMJICHHUS, BKJIIOYaroliasi B CBOM COCTaB OJIMH WJIM HECKOJIBKO F€HEPATOpPOB LIyMa
M COOTBETCTBYIOIIME AHTCHHBIE CHUCTEMBI. ['€HepaTophl IIymMa MOpU 3TOM MOTYT
YCTaHaBJIUBATbCS KaK BHYTPHU TMOMENICHHWH, TaKk U BHE MX (HaIpuUMep, Ha KpBbIIIE
3nanus). Mecta pa3MeleHus FeHEPaTopoB IiIyMa BBIOUPAIOT TAKUM 00pa3oMm, 4To Obl
o0ecrneynTh MaKCUMAJIbHBbI YPOBEHb MOMEXOBOTO CHUTHAJIa B MECTaX BO3MOKHOIO
pa3MelleHus anmnaparyphl epexnara.
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[Ipy  ycTaHOBKE  CHCTEMBI  IPOCTPAHCTBEHHOI'O  3JIEKTPOMArHUTHOTO
3alIyMJICHHS] B MOMEIIEHUH MMOMEXOBBI CHUTHAJ HABOJMUTCS HA COEAUHUTEIbHBIX
JUHUSX TEXHUYECKUX CPEJICTB, MTOCTOPOHHUX MPOBOJHUKAX, IIEMSAX JIECKTPONUTAHMUS,
TEM CaMbIM 3aTPYAHSS HAPYIIUTENIO MONMy4YeHUuE WHOOPMAIUU MO DJIEKTPUUECKUM
KaHajaM yTeuKd HH(popMaIuu.

Cuctembl JIMHEWMHOTO 3JIEKTPOMArHUTHOTO 3allyMJICHUS] TPUMEHSIOTCS ISt
MAaCKHUPOBKH HABEJCHHBIX HMH(OOPMAIIMOHHBIX CHTHAJIOB M MCIOJB3YIOTCS B TOM
ciaydae, KOrja MHUHUMAJIbHOE paccTrosstHue oT anmapartHbeix cpeacts WCIIIH
JI0 TPaHUIBl KOHTPOJUPYEMOW 30HBI Oojee 3HaueHHs 30HBI 2, HO HE
oOecrnieuynBaeTcsa TpeOyeMblil MPOCTPAHCTBEHHBIM pPa3HOC amnmapaTHbIX CPEICTB
UCIIlH u uX COEAUMHUTEIBHBIX JMHUNA UIM TOCTOPOHHUX MPOBOJHUKOB
(HampuMep, WHKEHEPHBIX KOMMYHHUKAILIMI), HMEIOUIUX BBIXOA 3a MpPEAeIbl
KOHTPOJUPYEMON 30HBI (TO €CTh PACCTOSHHE MEXAY HHMHU MEHEE 3HAYCHHS
3obl 1), wmnu mnutanune HWCIIJJH ocymecTBiasercs oT TpaHcHOpPMATOPHOI
IIOJCTAHLIMM, DPACIIOJIOKEHHON 3a IIpelelaMd KOHTPOJHUPYEMOM 30HBI, WIH K
cucreme 3aszemsieHus HWCIIJlH BO3MOXHO MOJAKIIOYEHHE TOTPEOUTENEH,
PacnoN0KEHHBIX BHE KOHTPOJIUPYEMOMN 30HBI.

O¢ddexkTuBHBIM crtocoboM ocimabiieHusT TMOOOYHBIX DJIEKTPOMATHUTHBIX
m3nyueHud anmnapatHbix cpenctB  MCIIJIH  sBisieTcs  3KpaHUPOBAaHHE  UX
HMCTOYHUKOB.

DOKpaHUPOBATHCA MOTYT HE TOJBKO OTHEIbHBIE DJIEMEHTHI (Y3I51bl) U OJIOKU
anmnaparypbl, HO U UX COEIMHUTEIbHbIE JINHUU U KaOeu 3JIEeKTPONUTAHUS.

Haunbomee 5SKOHOMHYHBIM CHOCOOOM AKpaHUPOBAHUS HMH(POPMAIMOHHBIX
nuHu# cBs3u Mexay ycrporcrBamu MCII/IH cumTaercs rpynnoBoe pa3MeIleHue nx
MH(POPMAIIMOHHBIX Kabesel B SKpaHUPYIOIIHNI pacnpeneuTebHbI KOpoo.

B ciyyae skoHOMHUYECKOH Helenecoo0pa3HOCTH HSKPAHUPOBAHUS KaXKIOTO
TEXHUYECKOT0 CpEJICTBA WJIM HEBO3MOXXHOCTH CO3[aHUsl YCIOBHUH OOecrnedeHus
TpeOyemMoil A(PEKTUBHOCTH SKPAHUPOBAHUS OTJCIbHBIX TEXHUYECKUX CPEICTB,
MOTYT 3KpPaHUPOBATHCS TOMEILIEHUS B 1IEJIOM.

OKpaHUpOBaHUE ABIAETCA Takke dSPPEKTUBHBIM CHOCOOOM OCIAOICHUS
HABOJIOK IMOOOYHBIX JIEKTPOMArHUTHBIX U3IydeHu# anmapaTHbeix cpeacts UCIIx u
UX COCIWHMUTENBHBIX JUHUWA. OKpaHupoBaHue anmapartHeix cpeacts HMCIIx u
COEIMHUTETBHBIX JUHUHN 3P(HEKTUBHO TOIHKO IIPH MPABWIHHOM UX 3a3€MJICHUU.

OddekTuBHBIM  COCOOOM  HCKJIIOUEHMUS]  IPOHUKHOBEHHUS  MOOOYHBIX
AJIEKTPOMArHUTHBIX HW3JIYYEHHM 3a TMpelenbl KOHTPOJIMPYEMOW 30HBI  uepes
WHXCHEPHbIE KOMMYHHUKAIIMM M DKpPaHbl COCIMHUTENBHBIX JIMHUM TEXHHUYECKUX
CpeICTB M KalOeyleld 3JIEKTPONMUTAHMS SBISETCS YCTAHOBKA B HHMX CIELHUAIBHBIX
JUBJIEKTPUUYECKUX BCTABOK U UX 3a3EMJICHUE.

Uckmouenne (ocnabieHre) MPOHUKHOBEHUS MH(OPMAIMOHHBIX CHUTHAJIOB B
uenu anekrponutanus WCIIIH, BeIXxoAsume 3a mnpeneinbl KOHTPOIUPYEMOU 30HBI,
OCYUIECTBIISIETCS MyTeM YCTAHOBKM B HHUX [OMEXONOAABISIOMUX (UIBTPOB,
pa3fenuTeNbHBIX TpPaHCHOPMATOPOB, a TaKXKE HCIOJIb30BaHUEM [UIsl MHUTAHUS
NCTI[In arperatoB (MICTOYHUKOB) OecriepeOONHOTO MUTAHUS.
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Pa3nenurensHbpie TpaHc(hOpMaTOphl OOECHEUYMBAIOT Pa3BsI3Ky IMEPBUYHON H
BTOPUYHOM IIETeH M0 CUTHajaM HaBOJKH. DTO O3HAYAET, YTO BO BTOPUYHYIO IICTIH
TpaHcopMaropa HE [OJDKHbI TNPOHUKATh HABOJKH, MOSBISIOIIMECS B LEMNH
MIEPBUYHON OOMOTKH.

[Tomexonoaapsitonue QUIBTPHI MPEACTABISIIOT CO00M (QUIBTPHI HUBKHUX
yacToT. OHM MPOIMYCKAIOT CUTHAJIBI C YacTOTAMM HM)KE TPAaHUYHOM YacTOThI H
MOJABJIIOT — C YacTOTaMHU BBINIE TPAaHUYHOM yacToThl. Kak mpaBuiio, rpaHuyHas
yacTtota (uibTpa TUIA  [OMEXONOJABISIOMUX  (DUIBTPOB  COCTABIIAET
20 — 150 xI'm.

HeobxoaumbiM ycnoBueM 1o 3auute annapatHbix cpeactB UCIIH sBnsgercs
WX MPABWILHOE 3a3EMJICHHE.

B Hacrosiiee BpeMmsi CyIIECTBYIOT pa3jiiMuYHbIe TUIBI 3a3emiieHuil. Hanboinee
YacTO HCIOJB3YIOTCA OJHOTOYEYHBIE, MHOIOTOYEYHbIE W KOMOWHHUPOBAHHBIE
(ruGpUIHbBIE) CXEMBI.

OpHoToveuyHas IMOCIenoBaTelIbHas CXeMma 3a3eMJieHHs Hauboliee MpocTa.
OpHako el TPHUCYIIM HEIOCTaTKH, CBSI3aHHBIC C IMPOTEKAaHWEM OOPATHBIX TOKOB
pa3IMYHBIX LieTed Mo o0IIeMy Y4acTKy 3a3zeMisifolled menu. BceieacTBue 3Toro
BO3MOYKHO IOSIBJICHHE ONTACHOT'O CUTHAJIA B IOCTOPOHHUX LIETISIX.

B onHoTOueYHON mMapaieNibHOW CXeM€ 3a3€MJICHUS] ITHX HEIOCTaTKOB HET.
Opnako Takasg cxema TpeOyeT OOJBIIOrO 4YucCiaa NPOTSKEHHBIX 3a3€MJIISIOIINX
IPOBOJHUKOB, M3-3a YE€r0 MOXET BO3HUKHYTh Mpoljema ¢ o0ecrieueHHueM Majoro
COMPOTHUBJICHUS 3a3€MJICHHS YYACTKOB LIEIIH.

Kpome Toro, mexmy 3a3eMISIONMMUA TMPOBOJHUKAMUA MOTYT BO3HHUKATH
HEXEJAaTeNbHbIE CBS3U, KOTOpBIE CO3JAI0T HECKOJBKO IyTeH 3a3eMJICHUS IS
KaKJIOro ycrpoiictBa. B pesynbTaTe B cHcTeMe 3a3eMJIEHUS MOTYT BO3HUKHYTH
YPaBHUTENbHBIE TOKHM W TOABUTHCS PA3HOCTh MOTECHIMAIOB MEXIY Pa3IuYHBIMU
YCTPOMCTBAMHM.

MHuoroToueyHasi cxeMa 3a3eMJICHUSI TTPAKTUYECKA CBOOOJHA OT HEJOCTATKOB,
MPUCYILIUX OAHOTOYEUHOM cxeMe. B 3ToM cilydyae oT/eNbHbIE YCTPOUCTBA U YYACTKU
KOpIyca WHIMBUIYaJIbHO 3a3eMiIeHbl. [IpH TOpPOEKTUpOBaHMM W peaTU3aLMU
MHOTOTOYEYHOW CUCTEMBI 3a3€MJICHHSI HEOOXOAMMO MPUHUMATH CIEIUATbHBIE MEPHI
JUISl UCKITFOUEHUSI 3aMKHYTHIX KOHTYPOB.

3azemnenne WMCIIJJH OOKHO OBITh BBIIOJIHEHO B COOTBETCTBUH
C OIpeeJICHHBIMU MTpaBUJIaMHU.

OcHOBHBIE  TpeOOBaHWS, TPEABSIBISEMbIE K  CHCTEME  3a3eMJICHUSA,
3aKJIFOYAIOTCS B CICAYIOIIEM:

CUCTEMA 3a3eMJICHUS JOJDKHA BKIIIOYATh OOLIMH 3a3€MIIUTENb, 3a3€MIISIOLIUN
Kabelb, IIMHBI U TPOBO/IA, coeauHstone 3azeminrenb ¢ MCII/IH;

COIPOTHUBIIEHUS 3a3eMIIIOIINUX TPOBOJAHHUKOB, a TAK)KE 3€MIISIHBIX IIWH JOJKHBI
OBITh MUHHUMAJILHBIMH, TIPH 3TOM COIIPOTUBJICHHE JOJIKHO OBITh HE Oosiee 4 Owm;

KQKJIBIM 3a3€MJISIEMbI 3JIEMEHT JIOJDKEH ObITh MPHUCOEIUHEH K 3a3€MIIUTEIIO
WJIM K 3a3€MJISIFOLIEHA MarucTpaliy Py MOMOIIHU OT/IEIbHOTO OTBETBIICHUS,
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B CHCTEME 3a3€MJIEHUS [JIOJDKHBI OTCYTCTBOBAaTh 3aMKHYTBIE KOHTYDBHI,
00pa30BaHHbIC COCTMHEHUSIMU WJIN HEXKEIATEIbHBIMU CBS3SMU MEX]Iy CUTHAIbHBIMU
LEMSIMH U KOPITyCaMU YCTPOMCTB, MEXK]1y KOPITyCaMU YCTPOUCTB U 3EMJIEH;

ciemyeT wu30eraThb HMCIOJB30BAaHUS OOIIMX MPOBOJHUKOB B CHCTEMax
DKPAHUPYIOLINX 3a3€MJICHUH, 3aIUTHBIX 3a3EMJICHUM U CUTHAJIBHBIX LETIEH;

KAueCTBO DJJIEKTPUYECKUX COCAUHEHUM B CHUCTEME 3a3€MJICHHSA JIOJKHO
o0ecrieuynBaTh MUHUMAJILHOE COMPOTUBIICHUE KOHTAKTa, HAJIEKHOCTh U MEXaHUYECKYIO
MIPOYHOCTH KOHTAKTA B YCIOBUSX KIMMATHUECKUX BO3ACUCTBUI U BUOpAIIUK;

IIPUCOECAUHEHNUE 3a3eMJISFOLIIUX IIPOBOTHUKOB K 3a3€MIIUTEISM,
3a3eMJISIOIIEMY KOHTYPY U 3a3€MJISIOIIUM KOHCTPYKIHSIM JIOJKHO OBITH BBITTOJTHEHO
CBapKOH, a K KOpPITyCaM TEXHUYECKUX CPEJCTB — CBAPKOW WIJIM HAJACKHBIM OOITOBBHIM
COCIUHECHUEM,;

3a3eMIISIFOIIME TTPOBOJHUKN JOJKHBI UMETH MOKPBITHE, MPEIOXPAHSIONIEE UX
OT KOPPO3HUH;

KOHTAKTHBIE COEJUHEHUS JOJDKHBI HCKIIOYaTh BO3MOXKHOCTH OOpa3oBaHUSs
raJbBaHUYECKUX MAp IS PEIOTBPALIEHUS] KOPPO3HUH B LIETISAX 3a3€MIICHUS;

3aIpelIacTCsl UCMOJIb30BaTh B KAUECTBE 3a3€MIISIFOLIETO YCTPOKWCTBA MPOBOJIA
aekTpoceTedt  (HyneBbie  (as3bl), METAUIOKOHCTPYKIIMK  37aHUN, WMEIOIINE
COCIMHEHHE C 3eMJIei, MeTajuinyeckue OOOJIOYKH TIOJ3EMHBIX  KaOelse,
METAJTMYECKHUE TPYObl CUCTEM OTOTUICHUS, BOJOCHA0XKEHUSI, KaHATU3AIIUH.

Ha nmpakTuke Hanbosiee 4acTo B Ka4ECTBE 3a3E€MIIUTENICH MPUMEHSIOT:

CTEp)XHUM M3 MeTa/uia, oOJaJalolIie BBICOKOW 3JIEKTPONPOBOJAHOCTHIO,
MOIPY’KEHHBIE B 3€EMJII0 M COCIMHEHHBIE C HA3€MHBIMH METAJUIOKOHCTPYKUHUSMU
cpencts UCII/H;

CETOYHBIE 3a3€MJIMTENIA, W3TOTOBJIEHHBIE W3 JJIEMEHTOB C  BBICOKOM
AJIEKTPOIIPOBOIHOCTHIO U TIOTPYKEHHBIE B 36MJTIO (CIIyKaT B Ka4e€CTBE JOMOJIHEHHS K
3a3eMJISIIOLLIUM CTEPXKHSIM).

C uenpio 3ammThl WHGOPMAIIMU OT YTEYKH IO IMEMSIM DIICKTPONMUTAHUS
cucrema anektponutanus MCII[IH  pomxHa  yIOBJIETBOPATH  CIAEAYIOIIUM
TpeOOBaHUSIM:

anexktponutanue WCII/IH pexkoMmeHayeTrcsi OCymECTBIATh OT MOACTaHLUU,
PACIIOJIOKEHHOM B MPEIeIaX KOHTPOIUPYEMOM 30HBI;

MNOAKIIOYEHHE K pacHpeleluTeIbHOMY YCTPOWMCTBY TpaHChHOPMATOPHOM
noactaniuu, nutarmied UCIIJH, mocTopoHHUX MOTpeduTene, pacioloKEHHbBIX 3a
npeaenaMyu KOHTPOJIMPYEMON 30HBI, IOJDKHO OBITh NCKITIOUEHO;

cucrema oanekrpornutanus MCII[lH pomkHa ObITH  BBINOJIHEHA B
COOTBETCTBUU C TpeOOBAHUSIMH, TMPEIBSIBISIEMBIMU K 3JIEKTPOYCTaHOBKAM
HanpspbkeHuem 10 1kB;

LENU SJICKTPONUTAHUS HA Y4YacTKe «moAcTaHiug — cuioBod mut WCIIIa»
JOJKHBI TIPOKJIAJIBIBATHCS IKPAHUPOBAHHBIMU (OPOHUPOBAHHBIMM) KaOEIsIMU U HE
JIOJ>KHBI UMETh BBIXOJIOB 3a MIPEJIEIIbl KOHTPOJIUPYEMOU 30HBI;

pacnpeneuTENbHbIE YCTPOUCTBA U CUJIOBBIEC IIUTHI CUCTEMBI JJIEKTPOIUTAHUS
NCIIIH noJKHBI pacnoiaratbes B peaenax KOHTPOJIUPYEMOM 30HBI;
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MOMEIIEHHUS, B KOTOPBIX YCTAaHOBJIEHBI pacCHpeNeIUTENbHbIE YCTPOWCTBA U
CUJIOBBIE IIMUTHI, JOJKHBI 3aKPHIBATHCSI HA 3aMKHU U ONIE€YaThIBATHCS.

[Ipu BbIMOTHEHMM JaHHBIX TpeOOBaHWI oOecmeyuBaeTcs Tpedyemas
spdextuBHOCTh 3ammThl [1/[H, oOpabareiBaembix MCIIH, OT yTeuku mo wnemsm
DIIEKTPOINUTAHUA ©0€3 TNPUMEHEHHS TEXHUYECKUX CPEACTB U METOJIOB 3alUThI
uH(popManuu.

B cnydasix, ecinu TpancopMaTopHas OJICTAHIINS PACTIONIOKEHA 3a MPEACIIaMu
KOHTPOJIMPYEMOW 30HBI WA K PACHPEACIIUTEIIbHBIM YCTPOMCTBAM, NUTAIOIINM
NCIIIH, noakio4eHbl TOCTOPOHHUE NOTPEOUTENH, PACIIONOKEHHBIE 3a TpeaeiaMu
KOHTPOJIUPYEMOU 30HbI, TO Il 3amuThl 1ener snekrponutanuss MCITH n0mKHbBI
UCIIOJIb30BaThCs TEXHUYECKHUE CPEACTBA, oOecreunBaroie (UIbTPAlUI0 OMACHBIX
CUTHAJIOB, WJIM CUCTEMbI aKTUBHOTO 3allly MJICHHUSI.

Hns ¢unbrpauun curHainoB B uensx nutanus MWCIIJH wucnons3yrorces
pazzenureNbHble TpaHCPOPMATOPHI U TOMEXOIOIABIISIIOIINE (PUIBTPHI.

PaznenurensHbie  TpaHchopmaTOphl  JAOKHBI  OOECIEYMBATH  Pa3Bs3KY
MEPBUYHONM M BTOPUYHOM IE€NEH MO CUTHajJaM HABOJAKH. ODTO O3HA4YaeT, 4TO BO
BTOPUYHYIO LIeTh TpaHC(hopMaTopa He TOJKHBI MPOHUKATh HABOJAKH, MOSBIISIONINECS
B I[eNU TNEpBUYHOM OOMOTKH. [IpOHMKHOBEHHWE HABOJOK BO BTOPHUYHYIO OOMOTKY
OOBACHSIETCS HAJIUYUMEM PE3UCTUBHBIX M EMKOCTHBIX II€MeH CBSI3M MEXKIY
O0OMOTKaMH.

B Hacrosiee BpeMs cymiecTBYeT OOJbIIOE KOJUYECTBO PA3IUYHBIX THUIIOB
MOMEXOMOAABIISIIONINX (PUIBTPOB, OOECIEUUBAIOLIUX OCJIA0JICHUE HEXKEIaTeIbHbIX
CUTHAJIOB B Pa3HBIX YydyacTKaX YacCTOTHOTO JIMara3oHa. JTO (PWIBTPHI HIDKHUX U
BEPXHUX YaCTOT, IMOJOCOBBIE U 3arpaxxjaromue ¢GuiabTpbl. OCHOBHOE Ha3HAUYCHHE
GUIBTPOB — TPOIYCKAaTh 0€3 3HAYUTEIHHOTO OCIAOJEHUS CUTHAIBI ¢ YaCTOTaMHU,
JeXallluMU B paboueld Mojoce 4YacToT, WM MOJAaBIATH (0OCHalisATh) CUTHAIBI C
4acTOTaMU, JICKAITUMU 3a TIPEAeIaMu 3TOU MOJIOCHI.

JInst  MCKITIOYEeHHS TpOcavyrBaHUs WHOOPMAIMOHHBIX CHTHAJOB B IICTH
AIEKTPONUTAHUS UCTIOJIB3YIOTCS (DUIBTPHI HIDKHUX 4acTOT. UIBTP HIXKHUX YaCTOT
MPOMYCKAeT CUTHAJIBl C YacTOTaMH HIKE TPAaHUYHON YacTOThl W TOAABISAET —
C 4YaCTOTAMH BBIIIE TPAHUYHON YACTOTHI.

OunabTpbl, KOTOPHIE YCTAHABIMUBAIOTCS B I1ENMU NHUTAHUS OTACIbHBIX
TEXHUYECKUX CPEACTB HEMOCPEICTBEHHO B TNOMEIIEHUSIX, [JI€ MPOU3BOJUTCS
oOpaboTka 3ammuiiaemMor uHGOpPMAIUU, WIM >K€ BOJU3M DTUX IMOMEIIECHUM,
KJIaCCU(PUIUPYIOTCS KaK «(PUABTPHI AJIsl JIOKATbHBIX Lienei». OHU paccuuTaHbl Ha
AIEKTPONUTAHUE OJHOTO WJIM HECKOJBKUX TEXHUYECKUX CPEJCTB U 00ECIeunBaIOT
NoJaBJIe€HUE HWH()POPMATUBHBIX CHUTHAJIOB B (Da3HOM, HYJIEBOM H 3a3eMIISIOIIEM
MPOBOIaX OAHO(AZHON CETH.

Hpyras rpynna ¢GuibTpoB, Kiaccupuuupyemas Kak «00beKTOBbIE (PUIbTPHIY,
YCTAHABJIUBACTCS B IEMU JJICKTPONUTAHUS TPYIIBl TEXHUYECKUX CPEJACTB WU
HUCIIlz B memom u oOecredyrBaeT TOJABJICHHE WHPOPMATUBHBIX CUTHAJIOB B
ka0ensix nuTaHus Tpexda3sHou ceTH.
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B 3aBucuMocTH OT uMcia (QUIBTPYEMBIX JHHHA (QUIBTPBI MOTYT OBITH
JIBYXIIPOBOJHBIMU, TPEXITPOBOAHBIMU U YETHIPEXTPOBOIHBIMH.

Beibop ¢uabTpa omnpenensercs BeIMYMHOW pabodyero  HampsKeHHs,
HOMUHAJIBHOTO paboYero TOKa IIeMH, B KOTOPYIO OH BKJIIOYAETCA, U TpeOyemoit
BEJIMYMHONW BHOCHUMOTO 3aTyXaHUS B II0JIOCE YacTOT TOJABJICHUS C YYETOM
YPOBHEH CIEKTPAIBHBIX COCTABISIONINX HHG)OPMATHUBHOTO CUTHAIIA.

Peanu3anus MacCUBHBIX METOAOB 3alIUThl, OCHOBAaHHBIX HA MPUMEHEHUU
SKpaHUPOBaHUSI U (GUIbTPALUM, MPUBOJUT K OCTAOJICHUIO YPOBHEU MMOOOUYHBIX
AJIEKTPOMArHUTHBIX U3MYYeHUWHM W HABOAOK (OMAcCHBIX CHUTHAJIOB) OCHOBHBIX
texHuueckux cpenacts cBsizu (OTCC) B Mectax BO3MOXKHOTO —pPa3MEILCHHS
anmnapatypbl nepexBata. OJHaKO B psJie CiIy4yaeB, HECMOTPS HAa NPUMEHEHHE
MACCUBHBIX METOJOB 3allUThl, YPOBHU TMOOOYHBIX U3IYyUYEHUH Ha TPAHUILIC
KOHTPOJIMPYEMOW 30HBI MPEBBIMIAIOT JIOMYCTUMbIE HOpMBL. B 3ToM chydae
MPUMEHSIIOTCSI aKTUBHBIE MEPbl 3alUTHI, OCHOBAHHBIE HA CO3JAaHUU TIOMEX
amnmapaType IepexBara, 4YTO MPUBOJUT K YMEHBIICHHIO OTHOIICHHS OIAaCHBIN
CUTHAJI/TITyM (c¢/111) 10 TpeOyeMbIX HOPMHUPOBAHHBIX 3HAUCHHI.

Jns  co3pgaHuss TIOMEX HCMOJB3YIOTCS CHUCTEMbI TPOCTPAHCTBEHHOIO U
JUHEWHOro 3airymieHus. CUCTeMbl MPOCTPAHCTBEHHOTO 3allly MJICHUS UCIIOIB3YIOTCS
JUTSI UCKJTIOUEHUS TepexBaTa MOOOYHBIX AJIEKTPOMATHUTHBIX U3JIYyYEHUH, a CUCTEMBI
JMHEWHOT0 3alllyMJICHUS — JUIS UCKIIFOYEHUS «ChEMa» HABOJOK MH(OPMAIIMOHHBIX
CUTHAJIOB C MOCTOPOHHUX IMPOBOJHUKOB M COEIWHHUTEIbHBIX JUHUNA TEXHUYECKHUX
CPEACTB.

B cucremax mpoCTpaHCTBEHHOrO 3alllyMJICHHSI B OCHOBHOM HCIIOJIb3YIOTCS
MOMEXH THUIIA «OEJIOTO IIyMay» UM «CUH(}A3ZHBIE TTOMEXUY.

[Ipy MCONB30BaHUU CUCTEM MPOCTPAHCTBEHHOTO 3alllyMJICHUS HEOOXOIUMO
IIOMHUTb, YTO HApAy C MOMEXaMH CpPEACTBAM pa3BEIKH CO3JIal0TCS MOMEXU H
JIPYTUM PaJNO3JIEKTPOHHBIM CpEACTBaM (HampuMep, CHUCTEMaM TEJIEBUJICHUS,
paguocBsaszu). [loaTomy mpu BBOJE B 3KCIUTyaTallMi0 CUCTEMbI MPOCTPAHCTBEHHOTO
3aIIyMJICHUS] HEOOXO0IMMO MPOBOJIUTH CIIEIUAJIbHBIC UCCIIEAOBAHUS IO TPEOOBAHUSIM
o0OecrieueHus AIEKTPOMAarHUTHOM COBMECTUMOCTH.

[IpoctpancTBeHHOEe 3amymicHue 3(Q(PEKTUBHO HE TOJIBKO IS 3aKPBITUS
AJIEKTPOMArHUTHOTO, HO U 3JIEKTPUUYECKOTO KAHAJIOB yTEUYKHW MH(GOpPMAILUM, TaK KaK
MOMEXOBbII CHTHAJ TPU H3IYUYCHHH HABOJUTCS B COCIUHUTENIBHBIX JIMHUSAX
anmapatHeix cpeacts MCIIJIH ¥ MOCTOPOHHMX TPOBOJHUKAX, BBIXOIAIIMX 3a
peesibl KOHTPOJIUPYEMOU 30HBI.

Cuctembl JIMHEMHOTO  3allyMJICHUSI TPUMEHSIOTCS I  MacKUPOBKHU
HABEJCHHBIX OMACHBIX CHUTHAJIOB B LEMOSAX JJIEKTPOMUTAHUS, TOCTOPOHHUX
MPOBOJIHUKAX M COCAMHUTENIbHBIX JUHMAX annapatHbix cpeacts  MCII/IH,
BBIXOJISIIIIMX 32 TPEAesbl KOHTPOJIHpPYeMOo 30HbI. OHU UCTOJB3YIOTCS B TOM ClIydae,
ecnu He obOecrieunBaeTcs TpeOdyeMblii uX pazHoc oT anmnapatHsix cpeacts UCIIIH u
UX COCIUHUTENBHBIX JMHUM (TO €CTh €CJIU PACCTOSIHUE MEXJAy HHUMHU MEHBIIE
3HAYEHUs 30HBI 1), OHAKO IPHU 3TOM paccTostHUE OT anmapatHbix cpeacts UCIIIH
JI0 TPAHUIIBI KOHTPOJIMUPYEMOM 30HBI OOJIbIIE, YEM 3HAUECHUE 30HBI 2.
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Cuctembl JIMHEHMHOTO 3alllyMJICHHs, OOECIEUMBAIOIINE HEMOCPEICTBEHHbBIN
BBOJI LIYMOBOI'O CHTHAja, HUCIIOJB3YIOTCS B OCHOBHOM JUISl 3allyMJICHUS JIMHUM
AIEKTPONUTAHUSI.

[Ipn OTCYTCTBUUM CHEHMAIbHBIX YCTPOWCTB AJi1 BBOAA IIYMOBOIO CHTrHAJa
B pa3iMYHbIE TOKOMPOBOJSINME WHXXCHEPHbIE KOMMYHHUKAIMU W JApyrue
MPOBOJAHUKA MOXET UCIOIb30BaThCA OObIYHAS TUOKash AaHTEHHA, KOTOpas
HaMaTbIBAETCSI BOKPYT HUX.

3ammuTa BHAOBOW WHGOpPMALMK JOCTUTAECTCS UCKIIOUYEHHUEM MPOCMOTpa
TEKCTOBOM M rpaduyeckoil BUAOBOW WH(pOpMAINU, OTOOpakaeMoil yCTpOHCTBaMH
BbIBOJIa MH(OpPMAIMM CPEJICTB BBIUUCIUTEIBHOW TEXHUKH, HWHGOPMAIMOHHO-
BBIYHCIIUTEIBHBIX KOMIUIEKCOB, TEXHHUYECKHUX CpeICcTBa 00pabOTKU TpaduvecKoi,
BUJICO- M OykBeHHO-IM(ppoBoli wuHpopmanuu, Bxoasmux B coctaB MWCIIH.
HckiroueHne MOpocMOTpa TEKCTOBOM M Trpaduueckoil BUIAOBOM HH(POPMALMH
00ecCIeynBaeTCs MCMOIB30BAHUEM IITOP WM JKal03W B TMOMEIICHUSX, B KOTOPBIX
YCTaHOBJICHBl YCTPOWCTBA OTOOpakeHUs UH(POPMAIMU CPEACTB BBIYUCIUTEIHLHON
TEXHUKU, MHHOPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCOB, TEXHUYECKHUE CPEICTBA
00paboTku rpaduyeckom, BUaeo- 1 0yKBeHHO-IIMGPOBOM HHPOpMALIUU.
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